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Why? SHARE

Security is to Application Development
as Truth is to a Court of Law:

It is usually the last thing to come to the room, and has to be
dragged in by its heels, kicking and screaming in protest!

Lawyer whose name | have long forgotten
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I DISCOVERED A
HOLE IMN OUR IMTER-
NET SECURITY.

E-mail: SCOTTADAKMS®ADL.COM

GOOD GRIEF, MANI
HOW COULD You
PUT A HOLE IN OUR
INTERMET?

)
R

ITS YOUR JOB TO
FIX THAT HOLE. I

I DIDNT PUT IT
THERE. I FOUND
IT...AND ITS
MOT...

LJANT ¥OU TO LWJORK

ACTUALLY , THAT S
NOT MY JOB. BUT
T'LL INFORM OUR

METWORK MANAGE-
MENT GROUP.

B

@& UFS, Inc,

oy £ 3004 Unlind Fosiure Syndicaie, Inc.

FORGET IT! THERE'S
NO HOLE! IT GOT

- SHARE in Atlanta




A recent (horror) Story

Query from a Project Lead:

Lead: “Brian, when is the best time in a development project to
talk to Security ?”

Brian (to self): OMG!!!
Brian (to Lead): What are you building and how far along are
you.

Lead: A Procurement Web Portal for the company’s vendors.
We begin testing in a few weeks.

Brian (to Lead): The answer is “At the start of the project!”

The one that finally prompted this presentation
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Another Recent Story

Request from a Project Lead:

Lead: “Brian, we are going live with this Web Portal in three
months. We need you to help us document security and

disaster recovery procedures”

Brian: What security and disaster recovery provisions have
been made?

Lead: Not much, but we need the procedures!

Brian (to Lead): The answer is “At the start of the project!”

They simply don’t know how much they don’t know!
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Still Another Recent Story e

Dismissal from a Project Lead:

Security Architect to Lead: “What provisions are you making
for security? How can | help you? We need to make sure
your security architecture is consistent with our standards.

Lead to Security Architect: “We believe we can implement this
Web Portal with a minimum of security. You don’t need to
worry about it!”

(The above in one of the world’s
largest financial institutions).

What? Me? Worry?
Really?




HEHHHEHHHE————..
Outsourcing your Application =
Development?

Quality Assessor to Project Lead:

Quality Guy: “Who from the client is engaged in coordinating their
requirements for risk, security, compliance, and continuity?

Lead to Quality Guy “Umm...they have not been involved.”

Quality Guy: “Did we seek them out and they declined? Did they
seek us out and we declined?”

Lead: “Umm, no, neither.”

What’s wrong with this

picture?
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SHARE
The End Result (Just Desserts) e
Incompatible Need to
Architecture Retrofit
Cost and/or
Vulnerability
and/or
Growth
Limitations
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R
OK, Wiseguy...What’s the Answer? RRARS

~ UTOPIA THEC:E&_'_- _

Whal, are you some
kinda wise guyd

(C) 2008 - www.utoplatheory.com

8 SHARE in Atlanta
. &




1. Frameworks & Standards Bkt

Architecture
Framework

(TOGAF)

Secure App - | Site Relevant

Dev Secure App
Framework Dev

(SABSA) v | Standards

Foundations

TOGAF 2D i \J
http://pubs.opengroup.org/architecture/togaf8-doc/arch/ http://www.sabsa-institute.org/home.aspx
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1A. TOGAF Security Architecture o

Authentication & Authorization

Risk Management, Assurance,
Audit

Asset Protection

Availability
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1A1. TOGAF Security Architecture s )

SHARE

Phases

Business Architecture Business
Requirements Vision Architecture

Information
Systems
Architecture

Technology Opportunities Migration
Architecture & Solutions Planning

Architecture
Change
Management

Implementation
Governance
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1B. SABSA Secure Application =
Development

Contextual Security Architecture

Conceptual Security Architecture

Logical Security Architecture

Physical Security Architecture

alnpayaly Alunoas [euonelado

Component Security Architecture
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1B1. SABSA Security Matrix

SABSA MATRIX

ARCHITECTURE

ASSETS (What) MOTIVATION (Why) PROCESS (How) PEOPLE (Who) LOCATION (Where) TIME (When)
Business Decisions Business Risk Business Processes Himinoss Business Geography Business Taje
Governance Dependence
S sy Inventory of Organisational Unnlony oF Time dependencies
ARCHITECURE Business Assets, Opportunities Y g Buildings, Sites, pe
2 Operational Structure & the Zonl of business
including Goals & & Threats Inventory Territories, e
=y Processes Extended Enterprise B objectives
Objectives Jurisdictions, etc.
Business Knowledge Risk Management Strategies for Roles & DomainEramawaek Time Management
& Risk Strategy Objectives Process Assurance Responsibilities Framework
CONCEPTUAL Process Mapping Owners, Custodians . . T
ARCHITECTURE | Business Attributes EHRTE B Framework; and Users; e il i TR i Rl
. Control Objectives; 5 : = Concepts & Management
Profile : - Architectural Service Providers &
Policy Architecture ; Framewaork Framework
Strategies for ICT Customers
T Risk Maz_wqgement Process _Maps & Entity & Trust Domain Maps Ca_]endar &
Policies Services Framework Timetable
LOGICAL Information Flows; . 5
Inventory of Functional Entity Schema; Rt Deflmt_lons, Start Times,
ARCHITECTURE ) ) . : Inter-domain :
Information Domain Policies Transformations; Trust Models; 7 Lifetimes &
; i i associations & ;
Assets Service Oriented Priviiege Profiles - s Deadlines
s interactions
Architecture
Data Assets Rk Mans_:gement Procejss Human Interface ICT Infrastructure o ohaig
Practices Mechanisms Schedule
PHYSICAL Applications; Timing &
ARCHITECTURE Bk DRy A Risk Management Mamaae User Inter‘ffc}ce to ICT Host Platforms, b o
Rules & i : Systems; Access Layout
Data Inventory Systems; Security Processes and
Procedures 2 Control Systems & Networks :
Mechanisms Sessions
[ET Componchts Risk Management Process Tools & Personnel Man'ment Locator Tools & Step Timing &
P Tools & Standards Standards Tools & Standards Standards Sequencing Tools
COMPONENT

ICT Products,
including Data
Repositories and

Risk Analysis Tools;
Risk Registers;
Risk Monitoring and

Tools and Protocols
for Process Delivery

Identities; Job
Descriptions; Roles;
Functions; Actions &

Nodes, Addresses
and other Locators

Time Schedules;
Clocks, Timers &

Services

Management

Processors Reporting Tools Access Control Lists kicaupts
Service Delivery Operational Risk Process Delivery Personnel Management of Time & Performance
e Management Management Management Management Environment Management
MANAGEMENT Assurance of Risk Assessment; Management & Account Management of Management of
ARCHITECTURE Operational Risk Maonitaring & Support of Systems, Provisioning; User Buildings, Sites, . L —
Continuity & Reporting; Applications & Support Platforms & et
Excellence Risk Treatment

Networks

@ 1995 — 2009 SABSA Limited | info@sabsa.org
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1C1. Site Relevant Process & Standards

SOFTWARE SECURITY ASSURANCE PROCESS HANDBOOK

Software Security Assurance Prooess Handbook

Title Page
Confidentiality Page

Document Release Notice
Document Revision List

About This Book

List Of Abbreviations

List Of Figures
SECTION 1 PROCESS FRAMEWORK

1.1 What is Software Security Assurance Process?
1.2 Architected Process
1.2.1 Application Classification
1.3 Life Cycle Model
1.4 Operational Process
1.5 Process Structure
1.5.1 Processes
1.5.2 Activity and ETVX Model
1.5.3 Organisational Roles
1.5.4 Work Items
SECTION 2 PHASES IN ARCHITECTED PROCESS
2.1 Phases
2.2 Common Entry Criteria

2.3 Common Project Activities

T A Mlmen imn Armbibmsobad Nenmsnn R T e
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HEHHHHHE————...
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1C2. Site Relevant Process & Standards

CHECKLIST FOR SECURITY REQUIREMENTS

Software Security Assurance Process Handbook > Chedilist for Security reqguirements

CONTENTS [hide]

1 Introduction

2 Security Requirements of Systems

2 Security in Application Systems

4 Security of Systemn Files

5 Cryptographic Controls

6 Security in Development and Support Process
7 iQME Attachrment

Introduction [edif]

This checklist can be used by projects to ensure that security related requirements are taken care in their projects. The projects should
not limit their scope to this checklist only and should enhance/modify this checklist based on their project security requirements.

Security Requirements of Systems [edit]
Objective: To ensure that security is built into information systems.

Controls:

Security requirements analysis and specification systems

Look for:

Whether security requirements are incorporated as part of business requirement statement for new systems or for enhancement to
existing systems? Security requirements and controls identified should reflect business value of information assets involved and the
consequence from failure of Security

™
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2. Security Architecture Governance e e

Security
Governance
Enterprise Security IT Risk/Compliance
Architecture Management
Thought Leadership /
Direction

Architectural

) _ Compliance Assurance
Review/Guidance

Application Security
CoE

Security Assessment /
Compliance Audit

Training &
Process Excellence g

Awareness
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3. Application Security Risk Management

Business
Drirers

Rish Strategy

Governanc e, Policie s, and Standards

)|

Processes and
Operational .

Procedures

Ris k ldentification and Profiing

People and
Organizational
K ana ge ment

Tools and
Technobogy

Complance, Monitoring, and Reporting
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3a. Application Security Risk Management =~

Applicability

Extreme
Risk

High Risk

Moderate
Risk

Low Risk

18

Internet facing transactional
applications, especially of a
financial nature.

Applications that handle financial

data; privacy regulated data;
intellectual property; company
sensitive or restricted data.
Internet facing or not.

Other core business applications;
non-transactional Internet facing

apps
All others

Strongest identification,
authentication, access
control, PKI encryption vs
SSL, storage encryption.
Continuous vulnerability
testing.

Strong identity
authentication, access
control, SSL, storage
encryption, and standard
vulnerability testing.

Baseline security controls

Baseline security controls

© SHARE in Atlanta



19 : SHARE in Atlanta




HHHHH

4a. A More Whimsical Diagram
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5. Security Architect as a Consultant

Do This! Not This!
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The CISO’s Challenge

Balancing Protection, Compliance, Enablement, Productivity, Profitability o

Business Enablement InfoRisk/Security Effectiveness

Increase employee and enterprise Optimize Information risk and

productivity and time to market security programs
« Automated Identity & Access + Alignment with business environment

+ Role-Based Access and business goals and objectives
« Automated monitoring and alerts CIS 0 + Vision and strategy aligned with risk

« Solutions balanced across risks and

+ Automated compliance validation
investment focused on greatest risks

+ Facilitate business agility

Value

Proposition

Optimize Risk & Security Investment
+ Balance investment to risk

* Increase capacity and coverage with current staff
* Increase quality of security management

» Reduce relative Security TCO

Achieving ‘Secure” Business Success I Profitability
Few endeavors in an enterprise can enabile ox impair its missien to the extent

as can its infoumation 1isk and security program.
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Summary of Better Practices for s}
Application Security Architecture

Adopt the TOGAF and SABSA

frameworks |
Establish IT Security |
Architecture Governance |

Require Project Security
Architects

Be a Consultant, not an

Enforcer
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The End! Thank you! e

Questions ?

The Minions of Despicable Me
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