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IBM Cloud Computing Reference Architecture

The IBM CC RA represents the aggregate experience
across hundreds of cloud client engagements and
the implementation of IBM-hosted clouds

— Based on knowledge of IBM’s services,

. . . Clcx:)ggs%c’anr\g}ce "éé Cloud Service Provider Clog’qe gte;c,r’\!ice "'eé
software & system experiences, including IBM
Research ] [Cro Sereee Management Platform (CCHP)

: Existing & 3' party . Business-Process- (] .

. . 1 services, Partner | as-a-Service ’

The IBM Cloud Computing Reference Architecture GV st ——

(CC RA) is reflected in the design of integration ; : : ;

st (£ ; Software-as-a-Service ] |

— IBM-hosted cloud services | | R it || oo || S N (e

. . : ervices 1 ervices Tools 1

— Clouds IBM implements for clients (oss) | (@s9) 4

Platform-as-a-Service 1

— IBM cloud appliances -

PPl s | |

— IBM cloud service management products ;

Infrastructure-as-a-Service ]

The CC RA focuses on cloud specifics such as

radical cost reduction while achieving high | | ——
control Governance

The CC RA consists of 21 detailed documents
representing best-of-industry knowledge and insight
on how to architect, design and implement clouds
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IBM Cloud Computing Reference Architecture

The IBM Cloud Computing Reference Architecture ...

"|s based on open standards

"Delivers enterprise-class security to meet local, regional and national compliance for
privacy and governance

"Combines powerful automation and services management (low touch) with rich
business management functions for fully integrated, top-to-bottom management of cloud
infrastructure and cloud services

"Supports the full spectrum of cloud service models, including Infrastructure as a Service
(laaS), Platform as a Service (PaaS), Software as a Service (SaaS) and Business
Process as a Service (BPaaS)

"Enables the flexible scaling and resiliency required for successful cloud economics and
ROI

"Facilitates seamless integration into existing customers' environments

"|s based on our industry leading expertise with SOA for building services and service-
oriented architectures
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IBM Cloud Computing Reference Architecture:

Development Process

Development led by the IBM Cloud
Computing Architecture Board

"Comprising technology leaders from IBM
Research and IBM’s software, systems and
services organizations

*>50 of IBM’s top cloud computing experts
represent the core team

Derived from extensive client interaction
combined with IBM’s extensive
capabilities and experience in building
enterprise-class IT systems.

The CC RA provides specifications for

— the physical components of a cloud
implementation (network, compute,
storage, virtualization)

— Software components required to run
management

— Operational processes

— Governance policies tailored for the
5 environment or enterprise.

A process of continuous improvement helps ensure that the
reference architecture is both responsive to changing client and

security requirements and incorporates technology
developments via IBM products and evolving design
specifications.

Lessons

IBM
systems, learned and
software, reguirements
Services
IBM
Research
IBM Cloud
(public)
IBM internal
Lessons and client
learned and private
clouds

requirements

J
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Architectural

Architecture

Standards &

Cloud Service

Use cases &

Principles Overview Terminology Creation Roles
Ashisclusl | MBnsgement | geeuy | Resilency | Cegormanes &
Multi-tenancy Prcoi:louutzc’lcjson ﬁ%gg"gz&gi Hybrid Cloud Achgégetr;r&n;% &

storage, network
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Structure of the IBM Cloud Computing Reference Architecture

There are two deliverables
for each work product of
the RA
— Document: Detailed
description of the work
product, important for in-
depth work
— Presentation: Summary of
the document, for simplified
consumption and quick start

The RA is defined
according the Unified
Method Framework
(UMF)

- Simplifies field adoption
since all IBM field architects

attend UMF training by
default

Each work product
includes one or more
“applied patterns”
— An applied pattern illustrates
how the respective work
product could be used / was

used in a specific
7 implementation
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IBM Cloud Computing Reference Architecture

Captures cloud-
specific architectural
decisions made on
any other work
product

Defines all cloud-
specific standards

Cross-cutting
work product
encompassing all
security aspects

Aunosg

Non-functional
Requirements

spiepuejs

sSuoIsI99(] |e4n3}oa}iyoay

Architecture Overview
Defines architectural building
blocks
Product-agnostic

Component Model
Reflnes architecture overview to
the next level of detail

Functional (=use cases)
and non-functional
requirements against the
other RA work products

“Cloudified”
management processes
for operating cloud
services with cloud-
scale-efficiency

relevant in the Consistent &
context of the CC prescriptive
RS Operatlonal Model architecture
Deployment -level view across all
of the reference architecture technical
domains
- X
N P " e Metering,
Performance Cloud Service q P Vv q i 5 BSS De- an
& Scalability Creation Bultiienancy cloud” Management gybecicloud Reslliency 22::3;?{:; composition Consumabliity
J > A" i L .\ J . i
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IBM Cloud Computing Reference Architecture: Domain work product

details

How to implement a
cloud to achieve optimal
performance &
scalability

Guide for creating cloud
services and how to
exploit management
functions.

Considerations for
implementing multi-
tenancy in a cloud
environment

Example for how to
implement a cloud
management system for
offering production-level
cloud services

Definition for how to use
virtualization
management across
server, storage and
network
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Use Cases
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Architecture &
implementation
considerations for
implementing a hybrid
cloud

Performance
& Scalability

Cloud Service

Creation Multi-tenancy

] spiepuejs

ra

Resiliency
considerations for
implementing a cloud

F i Vv i
cloud” Management

Hybrid Cloud

Metering,
Rating and
Accounting

BSS De-
composition

Resiliency Consumability

Details on metering,
rating and accounting,
including prescriptive
guidance with respect to
implementation

Detailed definition of
BSS domains and how
they should be
implemented from a
product perspective

How to optimize the end
to end experiences
related to cloud services
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CCRA

Harvesting
(“Learning from cloud deployments in
the past?”)

Refinement

(“Improve the CC RA content presently
available”)

Forward looking

(“Which future topics are relevant for
cloud computing”)

* Harvest learnings &
material from cloud
implementations while
factoring out short cuts taken
by implementation team (e.g.
due to constrained time
lines).

* Continuously ongoing
harvesting process due to
additional learnings during
each phase

* Continuous improvement of
CC RA content based on
feedback from CC RA
exploiters & stakeholder

* Be clear about which parts
of the RA are already
addressed in today’s IBM
cloud offerings and which
aspects still have to be
addressed

* Today’s cloud implementations
are not necessarily optimal
implementations (due to time &
resource constraints)

- Need forward-looking guidance
on ideal target implementation

*Examples are:

* generalization of CCMP
services

* layered cloud services

* NFRs, e.g. security,
resiliency

* Hybrid clouds

9
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How to implement a cloud using the IBM Cloud Computing
Reference Architecture

Define e cloud ] @ Leverage
. . i = Ine cloud service architectural
There is a well-defined requwelrjnseents and Create cloud service ~and CCMP- decisions
process for using the RA to implementation ] and CCMP |mp|emeptat|on documented in the
. . . implementation- details . RA and make
|mp|ement a cloud service | g"é'danc,e for d specific architecture Service Flows implementation-
. . cloud service an overview specific ones
— A cloud is constituted CCMP ol
by a CCMP implementation entire process
implementation and an g
arbitrary number of Cloud
loud services Service
c OE.I Creation Architecture Component Operational
delivered and Overview Model Model
managed by it + >
P
(2]
. . Use Cases 2
A dedicated presentation Q 0|8
. . . verage guidance T =
and d_oc_ument is available + Security on specific technical I 4 H
describing the process for — — areas as input for 2l
. erformance & Scalabili lopi | ®
using the RA to develop Non-functional S e S N k!
the management aspects Requirements Virtualization Management implementation ]
for a cloud service “
Resiliency ]
RA work products also Metering, Rating and Accounting J
thoritati Consumability -
serve as authori a_lye BSS De-composition J
reference on specific
technical topics for Hybrid Cloud ]
education purposes Multi-tenancy ]
“Production cloud” J
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Using the CC RA: Which work products have to be created on a per

H H r) _ Define cloud-service / CCMP
cloud service basis” Srestocoussenice || plemenaton-specit
mpementations standards being used.
n Th R A . Dotimantcond specific service flows. Reference RA-IevegI standard
e contains two Document doue Refer to RA-level s
e service flows.
types Of WOI'k prOd uctS de;:l:tlons ;ntzde lfor d Create cloud service / Create cloud service /
eacserv‘iac’l%rea?ig:u CCMP implementation- CCMP implementation-
1 . Work prod ucts . specific architecture specific component
. Use thg R A-Iev.el e overview, based on RA- model. Reference RA-
on Iy servi ng as a product as a reference level AOD level component model
for step definitions and
refe rence product ) Create cloud service /
H implementation-
ocu mentatlon recommendations CCMP imol tati

specific operational

g del. Ref RA-
for specific Sioud 1 et
aspects of Creation _Architecture Component Operational
implementing a Overview Model Model

new cloud:
All “domain-

>
5
LED (et Document cloud %
SpeCIfIC” work service-specific use g g..
cases. Securit ‘ S
pI’Od ucts exce pt + Reference RA-level use ¥ ?,- a1
“Cloud service Non-functional e e Performance & Scalability J § g
- ; ol
creation Requirements Virtualization Management J )
(7]
2' Work prOdUCts + Document cloud Resiliency J
H service-specific NFRs.
serVIng as the Re:‘erence IIQIA-IeveI
H NFRs serving as a Metering, Rating and Accounting
basis for a cloud-
. Consumability basis — — =
SpeCIfIC work BSS De-composition J
) e ——
prOd UCt' AI I Assess end to end Hybrid Cloud I
13 - n’’ experience creating,
cross domal n operating and . Capture cloud service /
work products managing this cloud Multi-tenancy CCMP-implementation
: . ;
service specific architectural
plUS “Cloud “Production cloud” decisions.
. . ’ Leverage experience
Se rvice Creatlon documented as part of ADs
being part of the RA

Work product to be created on .
11 a per cloud service basis © 2011 IBM Corporation
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Cloud Computing Reference Architecture Details
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13

Cloud Service C

reation

Define

+

inctior
Requirements

+

Consumability

©ecloud senice

architectural

and CCMP-

use d COMP implementation emen
5 an, ntedinth
implementation implementation- etails X Ve
guidance for cloud specific architeciure Service Flows. implementation-
service and overview specificones
CCMP. throughoutthe -
implementation

entire process

‘Architecture
Overview

Component
del

Operational
Model

“areas as inputfor
! irtualizati P
: implementation

i Resiliency

' & Scalabill

: Metering, Rating and Accounting

BSS De-composition X
£ Hybrid Cloud :

| Multi-tenancy

“Production cloud”
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Objective:

Describe all aspects around
developing a new cloud
service

— Scope is end-to-end
process for developing a
new cloud service.

Focus is on the
management aspects as
they apply generically
across all types of cloud
services

— Provide detailed
description of basic
terminology relevant for
creating cloud services

— Provide prescriptive
product
recommendations
relevant for each cloud
service creation step and
tooling around that

— Provide illustrative
examples (“applied
patterns”) for how a new
cloud service can be
created

14

Cloud Service &

Consumer

i Integration
Tools

In-house IT

Consumer J; :

‘ Cloud I
Service 1

Cloud Service Provider

Can be on any

Cloud Services aaS-layer

Existing & 34 party
services, Partner
Ecosystems

Business- cess-
as-a-S /ice

Common Cloud

Management Platform (CCMP)

A

Exp

“New
Cloud

Software-

Platform-as-a-Sejvice

Exploit
runtime
funetions

Infrastructure-as-a-Service

funct;

Operational
Support
Services

(0SS)

loit

X Management
Lt (OSS & BSS)

OGNS

Business

Support

Services
(BSS)

Infrastructure

Cloud Service
Creator

™ 3
Service o
Creation -

Tools

Security, Resiliency, Performance & Consumability

Governance
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Existing management
tooling, processes and
operations staff?

Yes

Qutsourcers

IT
organizations
within
enterprises

Although having different
motivations, software &
process legacy and
requirements, there is a
common approach for creating
cloud services across all
segments

Want to own IT No
infrastructure & have
runtime & mgmt
software installed on-
premise?

ISVs

15

Communication
Service Providers
&
new Cloud Service
Providers

No

Yes

Different scenarios for offering
cloud services require

- different delivery models for

management software (“build-
it-yourself” vs. IBM-hosted)

- different levels of integration
with existing management

tools

© 2011 IBM Corporation
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Anatomy of a Cloud service — Highlevel overview

The internal structure of a cloud service is the integration of all runtime and management functions used to deliver, run and manage
instances of the respective cloud service.

e.g. VMs, storage
volumes, WAS
instances, web Developing a cloud service means developing using &
conferencing integrating runtime & management functions in a way that

sessions, etc. IT capabilities can be delivered as-a-service.
C|OUd delivers
service \ . Architecture
instances (operatlonal &
equest, modi use i
R dify & business

/ defined in the CC

Management functions Reference

Cloud Service cloud service instances | .
. E.g. automated delivery &
Consumer A Cloud Service (*-aaS) se?f—service mgmt v
e.g. VM-aaS, Storage-aaS, WAS-aaS, entitlement rating,
management, high

WebConf-aaS, etc. L. D
provisioning, monltorlng,
instances. availability, backup &

metering, patch
Cloud Service restore, incident & problem
Consumer B management, etc.
delivers —
% o Toperates

instances Runtime functions
Cloud Service E'g- (rf\?imprUte ?Orwer,
Consumer C ypervisors, storage

capacity, network isolation

Example — Julieanswers.com cloud service: Zones, Ioa.d palancersywen Cloud Service Provider
- Julieanswers ear file & application servers, Operations staff

- IHS/WAS/DB2 running the julieanswers ear file database mana.gement.

- Virtual machines running IHS/WAS/DB2 systems, analytics engines,

- TivoliLive monitoring the health of the julieanswers app business process & portal

and the underlying IHS/WAS/DB2 installation engines, etc.

- Billing tool

- BCRS to backup the julieanswers db2 database
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12 steps towards creating a cloud service

1. Specify cloud service 2. Implement runtime 3. Define unit of delivery & 4. Implement self-service delivery
description functionality rating & management functionality
App
MW
0s
Server Storagel Networkl & <>

AN «—>

Examples: Select off-the-shelf Examples: VM, file system, Examples: “Create VM, add more
Describe function, price , SLA of ples: . distributed app, virtual IP address, nodes to WAS cluster, change
N ’ hypervisor (VMaaS), implement b p RDBMS #of s for LotusLi b
cloud service, incl. management . queue, web conference, X max # of seats for LotusLive we
custom app (e.g. LotusLive) i N
scope -tier business app, etc. conf

5. Implement monitoring metrics & 6. Implement incident, problem 7. Implement 8. Implement backup
event correlation rules and asset mgmt processes resiliency SLA approach
por—
—
Select existing agent / implement Examples: HA for management Examples: Backup all VMs,
new agent for monitoring JVM Incident, problem & asset mgmt system, delivered WAS cluster backup DB of LotusLive
heapsize, hypervisor swap file process is specific to cloud must be highly available application
size, # of processes, etc. service > customization needed

12. Register cloud service

10. Implement cloud service 11. Implement rates for charging

specific billing metrics

9. Implement

to service catalog

security functions cloud service consumption

I
=
X2/

Examples: $0.11/VMhour; A cloud service must be
Implement authentication, Examples: CPU/hour, # of DB $0.19/MBsTransferred; registered to the service catalog
auditing, data protection, transactions, GB/month, # of $0.02/webconferepce; to be externally accessible,
governance & audit users/webconf/hour, etc. $0.05/fraudAnalysis entittiements need to be

configured,
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Overview: Recommended management products, to be exploited on a per
cloud service basis

1. Specify cloud service description n/a (cross-cutting)

2. Implement runtime functionality of the cloud service KVM, VMware, Linux, Windows, WAS, DB2, Cognos, Filenet,

3. Define Unit of delivery & rating n/a (cross-cutting decision)

4. Implement self-service delivery & management functionality TSAM
5. Implement monitoring metrics & event correlation rules IBM Tivoli Monitoring, Omnibus, Impact
6. Implement incident, problem and asset mgmt processes Tivoli Service Request Manager & TAMIT

7. Implement resiliency SLA Tivoli System Automation
8. Implement backup approach Tivoli Storage Mgr

9. Implement security functions Tivoli Security / ISS portfolio

10. Implement cloud service specific billing metrics TUAM

11. Implement rates for charging cloud service consumption TUAM

12. Register cloud service to service catalog TSAM / TSRM Service Provider Edition

18 © 2011 IBM Corporation
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Overview: Recommended management products, development tools and
artifacts to be created on a per cloud service basis

Building a cloud service hosted within the provider’s premise

Products & technologies Development/Config Tool Cloud service specific configuration / artifact

1. Specify cloud service description

2. Implement runtime functionality of the cloud service

3. Define Unit of delivery & rating

4. Implement self-service delivery & management
functionality

5. Implement monitoring metrics & event correlation
rules

6. Implement incident, problem and asset mgmt
processes

7. Implement resiliency SLA

8. Implement backup approach

9. Implement security functions

10. Implement cloud service specific billing metrics

11. Implement rates for charging cloud service
consumption

12. Register cloud service to service catalog

19

n/a (cross-cutting)

KVM, VMware, Linux, Windows, WAS, DB2, Cognos,
Filenet, ...

n/a (cross-cutting decision)

TSAM & TPM

IBM Tivoli Monitoring, Omnibus, Impact

Tivoli Service Request Manager & TAMIT

Tivoli System Automation

Tivoli Storage Mgr

Tivoli Security & ISS Portfolio

TUAM

TUAM

TSAM / TSRM Service Provider Edition

n/a

Rational Dev tools (for app artifacts), no

image creation tools available today

n/a

TSAM SD app
TPM ADPE

Universal Agent Builder (ITM)
Omnibus-internal tooling

TSRM-internal apps

Text editor (no dedicated tooling)

Various

No dedicated tooling available

Ul and CSV file import

TSAM/TSRM internal apps

n/a

VM golden master image, JEE ear file, SQL file, etc.

n/a

TSAM Service definition & TPM provisioning workflows

Monitoring agent (ITM), event correlation rule (Omnibus)

Incident & problem management workflows, jobplans, escalations

(TSRM)

HA policy

TSM Backup agent
Backup policy

various

Metering collectors
Job files

Rates persisted in TUAM database

Registration persisted in TSAM/TSRM internal database

© 2011 IBM Corporation
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*Cloud Computing Reference Architecture (CC RA) — Product & tooling mapping (on-prem products)

/ffC;‘oud Service

Consumer

Cloud Service
Creator

( Cloud Service Provider

Common Cloud Golden master VM

image (runtime)

fCIoud Services

rvice Business
nager Manager

— Business Support

[see runtime]

TSAMSDapp = B&---=-=-=-=-=-=-=--
~ JS8S - Operational | TPM forimages

Existing & Tivoli Service ) . internal apps
d i Ices - ices
3 p_arty (et I 5 J TSAM / Tivoli Service
services, Workflows, job 3 Request Manager SP
Partner | plans, escalations Service Delivery Catalog CAUCS ;g::ﬁr gffre\;llflz n | I
Ecosystems TSRM-internal apps anagement Catalog Management : r——
_) o ob files, metering
SC|OL_Jd Tivoli Service N/ ] A collectors
9 f { | =
erVIC_e Manager Sérvice Automation Management Rt SR . ! g' Editor
Agreement Request 8 o
enma, - || Management | hManagement WEECmELE 4 B Tivoli Usage &
VM image, JEE = f { I N\ il 2 Accounting Manager
earfile, SQL file, APDE Change & e i g
ol Configuration Lifecyclg’ '+ o 1 s >
= 1y { I -
— Tivoli Provisioning Management | Management |, | . . = .
Rational Dev tools Manager I Subscription Pricing Entitlernen G Service
(for app artifacts), “, Incident & = 1T Service , | | Management Man=_ et 9 Creation
no image creation Problem Level " / _—L 1| o
tools available anagemen | Managemen : L - s - : : Tools
t t
KVM, VMware, Linux, y i - : : : 3
Windows, WAS, DB2, { —_— { i : ! i i illi !
NCOWS: | Monitoring & || TAsset® | Capacity& |1 Metering Rating Billing i
Cognos, Filenet, ... : 1 "
i Event License FPerformance i ]
onsum E Management | Management | Managerment : E \ J A" : =
& \ / V file
In-house 1k _ |
| 111 Clearing & Accounts Accounts | \:
Omnibus-int. toolin~ [ Platform & Virtualization Management ) Settlement Payable Receivable ! _—Cditor
| I
. 1 SN 1 —
Omnibus & Impact k " r v ’ Tivoli Usage &
] Rl S S S 7 Mioooosossooooooooooomos - — Accounting Manager
o= Service Provider Portal & API ]
Editor — - . .
TAMIT apps eployment Transition Operations—=—%&__Sacuirity 2 Customer
Tivoli System = Architect Manager Manager 'ij@cﬂlnmﬁﬂ%é Care
Automation TAMIT
Legend E—
<cloud service- In fras tructure Tivoli Storage Manag
specific artifact
created> =
édevTooIForExploit ~ i /
ing mgmt/runtime —r
component> 5 HH il
- Security, Resiliency, Performance & Consumability /
<runtime/mgmt platform
component> .
Governance ©2011 IBM Corporatlcy
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21

Walkthrough all 12 steps per applied pattern while describing implementation-specific
decisions per step (incl. product selections)

1. ISV

* Example cloud service: “Desktop Cloud”
1. “Enterprise”:

1. WAS

The applied patterns should serve as a guideline for anyone who wants to deliver IT
capabilities as cloud services.

It is acknowledged that many real-world implementations won’t map exactly to the applied
patterns described here — many will be in a “grey zone” in between.

However, the applied patterns serve as good guidelines and blueprints for these custom
implementations

There will be more applied patterns available in future versions of the RA

© 2011 IBM Corporation
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22

Use Cases & Roles

Define

architectural

ey ‘ecloud service an‘d CC':IT- decisions
. and CCMP implementation documentedinthe
implementation imelementation- details - and mak
guidancefordoud | | gpecifc architecture DD implementation-
service and overview Specifcones
ccMP throughoutthe i
implementation

entire process

‘Architecture
Overview

Component
del

Operational
Model

]
i SISEREE 7 verage guidance .
= Lo areas as inputfor
i MP
i . implementation
Requirements I Resiliency
E 3
+ ' Metering, Rating and Accounting
L [ BSS De-composition :
Consumability &
1 ! Hybrid Cloud :
| Multi-tenancy

“Production cloud”
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Cloud Computing User Roles V2 — Applied as Actors of CC RA use cases

[
I,
lIn
i

Service
Component
‘ % Offering Manager Developer ‘ %
| % Business Manager
Customer Account Manager,
Business Office
Deployment Cloud
Architect Service
Creator
Transition
Manager may include

Cloud Service
Consultant, Cloud
Education Specialist

% Service Manager Clou_d
Service
Provider
‘ % Security & Risk
Manager
may act as
Operations
Manager
Operator,
Grefn IT |_% Facilities C pr——
Analyst, M
IT Administrator anager % Support & Care

IT Administrator specialties:
Storage Admin., Network Admin., OS Admin., Virtualization Admin.

Service Composer

may include

Cloud
Service

Bs

Business Manager

Consumer

Consumer

X

Service Integrator

X

Consumer
Administrator

Tenant
Administrator,
Workload
Administrator,

Data Administrator,
Security
Administrator

Bs

Consumer End
User
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Main Goal

Main Responsibility

Main Tasks
of their day-to-day
job

Skills

Working with which
other roles ?

24

Services meet their quality objectives
Get up-to-date information on service adoption in seconds not days

Have meaningful, fact based discussions on service quality with internal and
external suppliers

The focus of a Service Manager is to enable the smoothest service flow possible
between all systems, from business support system to operational support system
services. They ensure that the running service is well aligned with business and
operational objectives and targets.

Service Setup

Provision service

Service Runtime

Managing compliance with service’s Service Level Agreements (SLA)
Monitor third party supplier SLA

Detect service faults

Determine service impact (from infrastructure faults / degradation)
Prioritise problems based on network impact

Manage long and short term performance targets

Ensure alignment of business and operational support systems

Expert knowledge of the existing cloud infrastructure and good judgment of the
impact of a new or changed solution on it

Proficient understanding of the particular service offering and its service instances
Expert automation knowledge
Proficient understanding of capacity/performance issues within and across systems

Operations Manager; Operator; Network Administrator; Customer Account Manager;
Business Manager; Green IT Analyst; Deployment Architect; Cloud Service Creator

© 2011 IBM Corporation
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Creating & Managing
Service Offerings

CC RA V2.0 Use Cases

-ance Architecture

* 38 use cases, grouped into 10 packages,
along the cloud service life cycle

Defining the Scope,
Creating & Managing
Service Offerings,

Creating & Managing
Business Aspects

25

Via F2F or
Web Sales channel

Consultative Analysis;

Self-guided information & Enable customers

for managed
services

Consulting & Learning ‘ Contracting ‘ Tr%
_Q’.

(oS

Install & configure platform;
Manage capacity, changes,

o Request & View
events, security;

Development & Test Monitor infrastructure(s): :J:ag:ﬁ billing Cregte,
on the Cloud: Integrate Cloud & (non-) [ modify,
Administer

Developing & testing Cloud env.s
applications, using

development tool instances

delete users;
Create,
modify,
delete user
groups

Secure access

Desktop on the Cloud:
Making use of ‘Anytime,
Anywhere’ access to
applications, information and
resources

Collaboration in the Cloud:
Using social networking services
and online collaboration tools

Request, view, update, delete service instances

© 2011 IBM Corporation
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Non-functional

Define

use

implementation

guidance for cloud
service and

CCMP
implementation

Consumability

e

requirements

architectural
ecloud senice and CCMP- decisions
and CCMP T documentedinthe
implementation- etails . and mak
specific architecture DD implementation-
specificones
throughoutthe

entire process

‘Architecture

Component
Overview

del

Operational
Model

areas as inputfor
£ i lizatic MP
N implementation

i Resiliency

Metering, Rating and Accounting

I BSS De-composition 2
! Hybrid Cloud }

[ Multi-tenancy

“Production cloud”
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" Consolidate typical Cloud Computing Management Platform Non-Functional
Requirements to illustrate the minimal set of non-functional requirements for building a
Cloud Management Platform

" Reference architecture NFRs can help practitioners collect requirements during any
project requirements gathering phase

" NFRs are key input to other TWPs including Component Model and Operation Model

" NFRs are high level in nature, as such, they should be evaluated along with the lower
level CC RA Operational Model to establish the optimum Infrastructure for deploying
the proposed solution

" Non-Functional requirements of a Cloud management platform are quality requirements
or constraints of the platform that must be satisfied. These requirements address major
operational and functional areas of the platform in order to ensure the robustness of the
system.
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In version 2 of the NFR document we added NFRs from the following areas on top of
the version 1:

" Applied Pattern NFRs Added
- laaS - Public Cloud: +20
- laaS - Private Cloud: +17
- PaaS: +15
- SaaS - Managed Service Desk: +16

" Domain Specific NFRs Added
- Performance and scalability: +14
- Multi-tenancy: +16
- Virtualization management:
o Base virtualization: +12
© Network virtualization: +18
- Hybrid Cloud: +10 NFRs
- Resiliency: +13
- Metering / Accounting: +24
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What makes a cloud solution consumable?

Consumability is a customer-centric term that describes the total customer experience with IBM products,
solutions and services. Consumable solutions:

® Reduce total cost of ownership

® |mprove time to value

® Reduce support and maintenance costs

Key characteristics
On-demand self-service
Ubiquitous network access
Location independent resource pooling
Rapid elasticity

Flexible pricing models

Integration is critical
Data Integration / Migration
Process Integration

Ul Mashup

Labor simplification drives efficiency
Self Service
Automation of Management

Standardization of Workloads
31
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Designing Consumable Cloud Solutions

Gather customer, competitive,
and market data

U

Understand key workloads
for offering

U

Map key end-to-end tasks

U ﬂ

Identify relevant <:I Identify involved
consumability criteria user roles

Cloud
Service
Creator

Cloud Cloud
Service Service
Provider Consumer

Cloud User Roles
Describing who is
interacting with a cloud
service at the different

ﬂ stages of the cloud life
. A \ Conduct consumability cycle
Y 4 assessment and gap analysis

Using the consumability framework

that is modified specifically for cloud

solutions, identify the consumability

goals for a particular solution, assess Customer Feedback Stakeholder Feedback
the solution, and work towards closing (Validation) +  Getting ongoing feedback from stakeholders is

gaps.

32

essential for designing a consumable solution.
* Understanding the user roles, the next step is

to identify key stakeholders whose feedback

you need to gather
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An architectural principle is an overarching guideline or paradigm driving architectural decisions across
the entire architecture process on a more granular level.

1. Design for Cloud-Scale Efficiencies (“Efficiency Principle”):

Design for cloud-scale efficiencies, and time-to-deliver/time-to-change metrics, when realizing cloud characteristics such
as elasticity, self-service access, and flexible sourcing.

- Overarching objective of Driving down costs (¢/ServicelnstanceHour) and time-to-response by orders of magnitude

2. Support Lean Service Management (“Lightweight Principle”):
Support lean and lightweight service management policies, processes, and technologies.

- Radical exploitation of high degree of standardization in cloud environments to reduce management costs, based on
an Eliminate-Standardize-Optimize approach

3. Identify and Leverage Commonalities (“Economies-of-scale Principle”):
Identify and leverage commonality in cloud service design.

- Maximum sharing of mgmt components, infrastructure & infrastructure / platform cloud services across cloud services
to reduce CapEx & OpEx and time-to-market

4. Define and Manage Cloud Services generically along their Lifecycle (“ Genericity
Principle*):
Define service templates and manage service instances generically along their lifecycle, across I/P/S/BPaaS.
- Support I/P/S/BPaaS cloud services in a generic fashion, with a single management platform
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CC RA architecture overview
diagram lays defines basic
elements of any cloud service
environment

*Three main roles: Cloud service
consumer, provider and creator
whereas multiple roles can be
fulfilled by the same
organization/person

=Offered cloud services, required
Management services (CCMP) and
underlying infrastructure are
defined.

*Next level of drill-down defined for
each architectural element

CCMP is one element of the
overall cloud computing
reference architecture
"Defines operational and business
support services commonly needed
for delivering and managing any
cloud service (I/P/S/BPaaS)
*Doesn’t imply a single, monolithic
implementation of a CCMP. CCMP
is typically implemented by a well-
integrated set of mgmt products
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Term Definition Source
Business process services are any business process (horizontal or vertical) delivered through the Cloud IBM2
service model (Multi-tenant, self-service provisioning, elastic scaling and usage metering or pricing) via the

BPaaS Internet with access via Web-centric interfaces and exploiting Web-oriented cloud architecture. The BPaaS

provider is responsible for the related business function(s).

The capability provided to the consumer is to use the provider's applications running on a cloud NIST!
infrastructure and accessible from various client devices through a thin client interface such as a Web
SaaS browser (e.g., web-based email). The consumer does not manage or control the underlying cloud
infrastructure, network, servers, operating systems, storage, or even individual application capabilities,
with the possible exception of limited user-specific application configuration settings.

The capability provided to the consumer is to deploy onto the cloud infrastructure consumer-created NIST!
applications using programming languages and tools supported by the provider (e.g., java, python, .Net).

PaaS The consumer does not manage or control the underlying cloud infrastructure, network, servers,
operating systems, or storage, but the consumer has control over the deployed applications and possibly
application hosting environment configurations.

The capability provided to the consumer is to rent processing, storage, networks, and other fundamental NIST!
computing resources where the consumer is able to deploy and run arbitrary software, which can include
laaS operating systems and applications. The consumer does not manage or control the underlying cloud
infrastructure but has control over operating systems, storage, deployed applications, and possibly
select networking components (e.g., firewalls, load balancers).

Note: Across all cloud service models the definition is determined by the management scope covered by the provider.

For example, in laaS “the consumer does not manage or control the underlying cloud infrastructure [...]”, in PaaS “the consumer does
not manage or control the underlying cloud infrastructure, network, servers, operating systems, or storage [...]”, etc.. So this
essentially about the tasks the operations staff of the provider takes on, it is not about the virtualization technology being
used. For example, it’s possible to use hypervisor-level virtualization to realize PaaS, SaaS or BPaaS.

1. National Institute of Standards and Technologies; Draft NIST Working Definition of Cloud Computing, May 14, 2009
2. IBM MI and IPR definition bridge between Gartner and IDC, Aug 19, 2010
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Cloud Computing Reference Architecture Overview Diagram —
CCMP drill-down, highlighting some important topics

CCMP defines all —

. Cloud Service
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Cloud Computing Reference Architecture (CC RA) — Overall drill-down
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Cloud Computing Reference Architecture (CC RA) — Security, Resiliency, Performance & Consumability drill-down
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Cloud Computing Reference Architecture (CC RA) — Infrastructure drill-down
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Applied Patterns are based on cloud projects where the reference architecture AOD has been used to
create cloud implementations.
Applied patterns reflect common scenarios of how a cloud could be implemented:

1.

~

IBM Smart Business Development and Test on the IBM Cloud is a sample for a "simple"
(public) service provider architecture pattern. The diagram and related descriptions have been
used to lead the high-level discussion and to guide decisions on scope for release 1 and following.

The RA overview diagram has be used to discuss roles and responsibilities for a Desktop cloud
project where part of the infrastructure is managed by IBM.

An architecture overview diagram pattern for a private enterprise where traditional IT is
managed in parallel to a private cloud environment, plus the consumption of externally provided
public cloud services

A service provider "whitelabeling" architecture overview diagram pattern (i.e. a service
provider consuming cloud services from another cloud service provider and reselling the same
offering -- with different branding and different prices)

A service provider consumption and value-add architecture overview diagram pattern (i.e.
service provider consuming 1..n cloud services from other cloud services, composing them and
adding service provider specific value-add functionality on top)

Bio-Informatics Exchange
IBM Cloud Service Provider Platform
IBM Shared Private Production Cloud
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CC RA 2.0: Component Model
Primary focus on BSS and OSS

BSS and OSS component specifications and top-
level decomposition

Use Case realizations of important use cases
(e.g. Requesting Service Instances)

Extensive UML-based modeling of BSS and OSS
component relationships and dependencies

Cross-component view on CC RA 2.0 domains

Mapping of current IBM cloud implementations to
CC RA 2.0 Component Model

Condensed mapping of CC RA 2.0 components
with IBM recommended tools

43
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Use Case Realizations

44

A use-case realization describes how a particular use case is realized within the
design model, in terms of collaborating objects (IRUP).

CC RA 2.0 CM describes realization of typical

use cases:

Creating Service Offering incl.
Create Service Template
Create Rating Scheme

Requesting Service Instance

Sequence diagrams help to understand
components, processes and flows involved in
realization of use cases

Detailed component diagrams are included to
provide information about component
interfaces, relationships and dependencies

71501 Request Service Instance - Basic Flow

{1 portals 1 bSS 1 0SS

406 Search orBrowse Available Service Offerings - BasicFlow

1: getServiceOffering

2:getServiceOffering

506 SubmitService Request - Basic Flow

3:fulfillServiceRequest

501 Request Service Instance - Request Fulfillment Flow
501 Request Service Instance - Subscription Flow

3.1 updateServiceRequest

501 Request Service Instance - Billing Cycle Flow
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IBM recommended products for consuming management functionality as on-premise installations
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IBM recommended tools for consuming management functionality as a hosted offering
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CC RA 2.0: Operational Model Updates

Primary focus on leveraging existing
cloud implementations in IBM and

48

other CC RA work products

Show how components are to be realized and
deployed in a cloud-specific fashion

Harvest architectural patterns from existing cloud
implementations (e.g. SBDTC)

RSA models for each level of elaboration which
can be leveraged by adopters

System walkthroughs for major functional areas
in Use Case Model and Component Model

Implementation guidance on realizing CC RA
using IBM recommended tools identified in
Component Model

Identify critical decision points and requirements
used to guide the implementation
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The Operational Model emphasizes how a Cloud deployment differs

49

Adopter guidance on key decision points related
to Cloud

Addresses each node and component realization
specifically, noting important considerations
specific to Cloud

Walkthroughs show how the component
operates in the context of the CCMP

Locakion

NelwurkUnil

+2 (Central Management Network)

Sarver
=[] (Centra Manacerrent Database Node
- *{ (RAM Database)
i+ (RTC Detabase
-+ 758y Dalubase;
o +[] (T5Rv 5F Database;

Pty

i

Server Servar
=+ (MRA Nodz) =[5 Image Lifecyce Management Node)
= = (MRa Node ) | B |
! — (RAM) 1
- S TLANY & ki Fam
Server Server
uff (Service Dese Mordz) wfi (Sersice Qrchestration “ode)
& & (service Desk Nodei = 4 (service Jrchest-ztion Mode:
o o
- 0] (T3RY 3F ré__ £ 1 (TsARY .u
|
NetworkUnit
wi (Provider Access Metwork)
+ +
LEeryYer LEFYEr
[ (Servize Provider Portal Node) uf (Service Developer Forta MNode)
~ ) ) CCHE=TH A servi -3
*71 |Sendce Provider Hortal; E B (Service Javelepe- Sortal)
[

© 2011 IBM Corporation



IBM Cloud Computing Reference Architecture

Operational Model includes guidance for adopters to enable
application to engagements

* Implementation guidance includes:

50

— Applied patterns showing how CC RA can be
adapted to engagement-specific
requirements

— Recommended tool selection aligned with
component mappings in the Component
Model

— Identification of architectural decisions and
considerations of which practitioners need to
be aware
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" Defines all operational processes (“service flows”) required for managing cloud
services based on a CCMP deployment.

—These service flows are focused on reducing labor costs for management to a
minimum, by building on high degree of standardization present in any cloud
environment.

" Service flows depend on service management components as defined in the CC
RA component model — CCMP components are required for automating as many
tasks as possible.
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CC RA Service Flows Content: Overview

53

Service flows processes differences from standard IT management processes

* Leverages reduced (eliminate) scope of management, standardization, and opportunity
for optimization to dramatically reduce labor costs.

* Aimed at delivering cloud management processes for cost-competitive cloud
infrastructures

Manual as-is process Automated to-be process

e — ‘

* Implementation of cloud-optimized service management processes

* Configuration and Asset Mgmt

* Patch / Provisioning / Image Mgmt

* Incident / Problem Mgmt, Monitoring

* Performance and Capacity Mgmt

* Service Level Management / Metering
* Service Request Management

* Continuity Mgmt
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Context and Scope of CC RA 2.0 Standards
—Conte—
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"and driving the
evolution of standards we ease adoption of
our platform, assure solution portability,
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* Standards that need to be defined
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A standard can be defined as something with a pre-described specification, that is

measurable, recognized as having authoritative value, and which an organization chooses to

implement as a basis for 'good practice'.
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CC RA 2.0 Standards — Core Domain Model Overview
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" Create a central, authoritative domain model and
terminology to be used consistently in cloud solutions

" Cover core concepts that are common across cloud
solutions, and their touch points to specific disciplines

— Do not dive into specific domains to avoid
duplication of work

= Strong focus on (1) defining core concepts/terms and
(2) defining how those concepts are related to each
other

" Collect input from RA 1.0 and RA 2.0 documents, and
make consistent with RA 2.0

* Make consistent with models that are defined or are
being defined in IBM (e.g. CDM)
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59

AD documents important decisions about any aspect of the architecture including the
structure of the system, the provision and allocation of function, the contextual fithess
of the system and adherence to standards

Consolidate ADs from key offerings, architectural domains and TWPs to provide a
single place to find important ADs that illustrate rationale and justification of
architectural decisions

Develop standard reusable artefacts that can be consumed by offering and
engagement architects

Prove a reference of documented decisions that can help practitioners to:
- avoid unnecessary reconsideration of the same issues

- preserve design integrity in the provision of functionality and its allocation to
system components

- ensure that the architecture is extensible and can support an evolving system
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Scope Context - Capture ADs from key cloud offerings and
architectural domains & TWPs

Cloud Delivery Models

SEER)

Managed Service Desk

EEN
(Public & private cloud)
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In version 2 of the AD document we added decisions from the following areas on top
of the decisions from version 1:

" Applied Pattern Architecture Decisions
- laaS - Public Cloud — 14 ADs
- laaS - Private Cloud — 18 ADs
- SaaS - Managed Service Desk — 11 ADs

" Domain specific Ads
- Hybrid Cloud — 7 ADs
- Resiliency — 1 AD
- Virtualization management — 17 ADs
- Metering / Accounting — 4 ADs
- Performance and scalability — 5 ADs
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IBM Security Framework: Business Security Reference Model

Governance, Risk,

Compliance (GRC) People and Identity

IT Infrastructure:
Network, Server,
End Point

Application and Process

Data and Information
Protection Management

Software, System and
Service Assurance

Identity, Access and
Entitlement Management

Command and Control
Management

Security Policy
Management

Security Policy
Infrastructure

Security Info and
Event Infrastructure

Identity, Access and
Entitlement Infrastructure

so|dioulld |eln}oaliyoly

Host and End-point

Storage Security Application Security

Security
Code and Policies Identities and
Images Attributes
Security
Service Levels
Designs Config Info and Operational
Registry Context
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Data and Information

Physical Infrastructure

Threat and Vulnerability

Risk and Compliance
Assessment

Foundational Security Management

Management IT Service Management

Physical Asset
Management

Security Services and Infrastructure

Service Management
Infrastructure

Crypto, Key and
Certificate Infrastructure

Network Security Physical Security

Events and
Logs
Data Repositories

and Classification
IT Security

Knowledge
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Activity/Data Driven Cloud Security

64

Organizations need to adopt a
strategy for cloud security that
considers the unique attributes of the
cloud as well as the activities and
data the cloud is being utilized for.

Only by combining foundational
controls with activity/data specific
controls can organizations meet their
cloud security needs.

IBM Securily Framework

SCCURTY GOVERNANCL, FISK MANAGEWCNT
AND COMPLIANCE

q, DATA AND INFORMATION
o AFPLICATION AND PROCESS

° NETWORK, SERVER AND END FOINT
a PHYSICAL INFRASTRUCTURE

Foundational Controls
+

Drata Encryption
+

Drara Isolation
+

Auditing

COLLABORATION

Foundational Controls
+

Identity
+
Crata Security

DEVELDPER,/TEST

Foundational Controls
+

Imzge Management
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Performance & Scalability WG: Scope

Performance and Architecture/
scalability relevant Operational Patterns
Scenarios & Use for Performance and
Cases Scalability

V
S8WO09)N0 8|qewnsuo)

Performance and '\

scalability service
level KPIs, and
Goals

Measurement
methods and Metrics
of Service Levels

Roadmaps from Tivoli, Linux Technology Center (STG),
and SoNAS (STG)
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Common Cloud Management Platform

BSS

Business Support System

* Deployment patterns for OSS components .
— Multiple Virtualization Management
domains Service Delivery Catalog

— Horizontal Scaling of Provisioning 0SS
components Service Templates Service Automation Management

— Horizontal Scaling of Service Operational
Automation components Support Service Request Management

— Multiple OSS domains System

Provisioning

® High Scale Low Touch Virtualization

\ 7

= Patterns and strategies for rapid Virtualized Infrastructure — Server, Storage, Network, Facilities |
provisioning
— CoW boot disk of remote read-only
images
— Local caching of remote images and
CoW root disk of local read-only image

— Local caching of remote images and
only transferring image delta

— Use a combination of CoW, CoR, and
Pre-fetching

— Pre-create/hibernate/resume VM © 2011 IBM Corporation
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" 1 Introduction
— 1.1 Scope of this document

— 1.2 Supporting work products &
references

— 1.3 Legal Remark

= 2 Scenarios, Use Cases, KPls, and
Measurements

— 2.1 Use Cases and Actors
— 2.2 Influencing Scenarios and Factors

— 2.3 Key Performance Indicators and
Goals

— 2.4 Measurements & metrics

" 3 Deployment patterns for CCMP OSS
components

— 3.1 Multiple Virtualization Management
domains

— 3.2 Horizontal scaling of Provisioning
components

— 3.3 Horizontal scaling of Service
Automation components

— 3.4 Multiple OSS domains

68

" 4 High Scale Low Touch virtualization
management

— 4.1 Architecture

— 4.2 Functions

— 4.3 Results

— 4.4 Targeted scenarios and use cases

= 5 Virtual systems rapid provisioning

strategies
- 51 CoW boot disk of remote read-
only images

— 5.2  Local caching of remote images
and CoW root disk of local read-only
image

— 5.3  Local caching of remote images
and only transferring image delta

— 54 Use a combination of CoW, CoR,
and Pre-fetching

— 5.5 Pre-create/hibernate/resume VM
"6 Applied Pattern: Compute Cloud

= 7 References
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70

Component of the OSS layer

— provides common interface across hetergenous infrastucture & value-add
functions above infrastructure (pooling, placement, mobility, notification up)

Defines the capabilities and services for the management of virtual resources and the
underlying physical resources

Base virtualization divided into 2 main sub components
— Platform Management
— Virtual Resource Management
Network and Storage Virtualization are sub teams and discussed separately

Cloud Service Provider

Cloud Services Common Cloud . ﬁ Service r.e Business
Management Platform AW Manager  JJ W Manager

Details what functions/subcomponents should be part of the
Virtualization/Platform Management component | | P

— Definition of scope and functions . R | e

What is important for implementation/options in cloud
environments for these functions

— Considerations and what options are there, pros and
cons

— Performance, scaling and architecture decisions

— Ex: local storage vs shared storage the implications »
there wrt Performance, scaling, resiliency of the VMs b
What standq rds/recommendations are there for SR Yy fa e g
implementations

‘_; ’ BSS - Business Support
3 Services

Partner " Service Dalivery Catalog
Ecosystems 2 % i

Infrastructure
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* Virtualization Management

71

— Virtualization Platform Abstraction

* Common interface to request and access virtual resources

* Enables commonality for the higher level functions in the BSS
and OSS layers

Virtual Resource Pooling

* Ability to manage a set of virtualization infrastructure as a single
entity or “pool”

* Includes Compute, Network and Storage infrastructure

* Virtualization management component handles
placlement/allocation across the pool and optimization of the
pool.

* Resource allocation can be based on a variety of criteria and
factors such as energy, availability, licensing, etc

Reservation
* Reserves virtual resources for future use
* Provides a reservation interface

Image Repository

* Library of virtual appliances which can be deployed to create
workloads

Deployment and Undeployment

* Creation and deletion of virtual systems and network/storage
resources at the request of the provisioning layer

* Provides for intelligent allocation across the pool, may include
over commit of physical resources

Instance Image Management
* Provides management of deployed instances of the images,
including ability to capture images
Management of virtual servers
* Provides interface to start, stop, restart virtual servers
Relocation

* Provides ability to move a virtual resource from one physical
machine to another

* May happen as a result of a failure, predicted failure, or planned
maintenance

Platform Management
— Discovery of physical resources
* Library or catalog of discovered resources
* Inventory such as options, firmware, OS
— Platform Software Maintenance

* Monitoring, reporting, and patching of system
firmware and hypervisor software.

— Bare Metal installation/distribution

* Install and distribute OS and hypervisor
software and agents

— Platform health monitoring and reporting

* Monitors health of physical systems and
hypervisors

* Used for billing services and SLAs
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* Standards
— Platform management
* DMTF CIM, SNMP
— Virtualization management
* DMTF OVF
* Libvirt
* Activation engine - VSAE

" Non-Functional Requirements
— Mostly centers around performance and scaling which is critical in a cloud environment
— Details Documented in the NFR document

* Input provided to other work products for performance, resiliency, component model, etc

" Applied Patterns
— Private cloud, Cloudburst, Telco scenario

72
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IBM Cloud Computing Reference Architecture

T Creatar

" |dentify BSS/OSS core components that
are relevant to cloud (virtual) networking.

— Capability extensions for virtual =2
networking architecture and services. il
" |dentify a set of important cloud i e T il ’

I e

networking connectivity types (and
patterns) to support cloud users
(customers):

— Shared cloud infrastructure network(s).

— Private networks w/in cloud
infrastructure (with variation of access
over Internet).

— Private cloud to cloud virtual network
(including hybrid cloud — from
customer’s network to cloud).

Type 1 vidual natwark — awnad and manager 1y pravicdar. TwEpe 2 privala Wnual nebavork example

Type 2 ptrate Winual netearks — addblanal neksark serdces

* |dentify/define resources in resource e DT I SR
model (i.e., CIM), critical for supporting —— i |
cloud networking as part of infrastructure _ ?
authoritative topology DB. 2 :

— _ _ mos g oow e
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Virtualization Management — Networking TWP Summary

" Define subcomponents (and their expected
capabilities) and services of Networking
Virtualization Management in Virtualization and
Platform Management overall component. Network Virtualization Management Components

" |dentify Architecture Decisions and Non-
Functional Requirements related to networking.

Resource marapgement capabiliies

" Extend cloud use cases to include networking
connectivity (i.e., connecting cloud services to
virtual networks and automated network
provisioning).

Metwark Vitudization Manacgement

E
@
E
?
n

g

3

Deplony Deliete
sl Hetwork:

* Relate cloud networking to on-going standard HF.M
work in DMTF SVPC WG for virtual networking

within OVF.

" |dentify IBM products/assets that provide
foundations for building out support for cloud
networking and automated network provisioning.
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CC RA 2.0 Resiliency

CC RA 2.0 Resiliency
®= Defined cloud Resilience architecture

= Based on lessons learned from
implementations

" Mapped architecture to proposed
CCMP resilience implementation

* |dentified required products
* NFRs enhancements

Key learning from existing cloud
implementations

* OSS/BSS interdependencies and
operational requirements must be
considered in coordinated resilience
and automation design
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" Metering, Rating and Accounting Domain addresses:

— Different types of metered usage data (3 Key types) and the need to meter both
Allocated and Activity based data

— BSS-0SS mapping of runtime and design time data flows
— Product specific detailed functional gap analysis with tool recommendations
— Solution architecture along with implementation guidance

" 3 Applied Patterns from architecture as applicable to Public, Private clouds and an ISV
context are explained
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" Allocation Usage
— The result of a consumer occupying a resource such that other consumers cannot use it
— For example, the time period IT infrastructure topology (e.g. Servers, CPUs, Memory,

Storage, Network, Database, Websphere Cluster) has been allocated to a particular cloud
service.

— More suitable as Service Usage Metric.

" Activity Usage

The result of activity performed by the consumer e.g. CPUSecs, Bytes transferred etc
More suitable as Cost Usage Metric.

" Action Usage

80

Actions initiated by the consumer that the provider may wish to charge for or track costs
against

* e.g. Backup/restore server, change virtual server configuration
Action may or may not involve manual steps

© 2011 IBM Corporation



IBM Cloud Computing Reference Architecture

Cloud Delivery Requires Allocation and Activity Usage

Cloud Service _ .
Requestor #1 Allocation Usage Activity Usage

Cloud Service Provider

Cloud Service
Requestor #2

Saniice A cosis = $4,100

Cloud Service Provider
Cloud Service
Requestor #3 Service A revenue = $5,660

N

Service B revenue = $3,000

Service B costs = $3,290 LOSS

81 Cost and prices are for illustration purposes only © 2011 IBM Corporation
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|

|

! |

: i Billing Record Generation p/u‘/

G mmEmmm - T_ T
<Eost/Price Accountina Usage Accounting Usage Reports Rated Usage Reports

|

Provider’'s Rating & Accounting of Usage Accounting Records
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. 1
Business !

Qualified Usage Accounting Records context ' F—/—— E—
. . . I
.[..........Quauf.ledLLs.a.g.e.AcQ?umurLg.Rﬁppcdaﬁe.ne.rauQm......... 2 SRS
. ¥ Usage Data
OSS Correlated Usage Records fg,:‘t/;et : : Qualification Rules
|
p ! :
Metered Usage Data Correlation 4—:-: ﬁregjﬁg f‘s'ggfi’gz?aﬁ

A |
|

Local
context

Eetered Usage Data: Allocation, Activity, Action(Labor)

Data Correlation & l
. o)

Metered Usage Data Generation

—— ] —— —— ——————

Instrumented Service | Manages . | Instrumented Service
Management System Hosting System
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83

BSS Decomposition

Define @
i 0

use

ecloud senice
and CCMP

and CCMP-
| implementation

details

service and
ccMP
implementation
Gloud Service
Creation

+
[

specific architecture

Service Flows.

entire process

‘Architecture
Overview

Component
lode!

Operational
Model  j

verage guidance .

! Scalabil

areas as inputfor
! P
L implementation
! Resiliency

Metering, Rating and Accounting

BSS De-composition

Hybrid Cloud -}

Multitenancy

“Production cloud”
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Business Support Services Decomposition

" Business Support Services (BSS) is a set of components that enables interaction of
customers with the service provider. BSS works closely with Operational Support Services
(OSS), which is a set of computer systems and related processes used to deliver the
services. BSS and OSS functions for all IBM Cloud services are provided by the Common
Cloud Management Platform (CCMP)

" BSS Decomposition RA content - 44-page doc with the
following sections:
— BSS positioning within CCMP
— Overview of BSS functions required for all realizations
— Public Cloud realization L
— Private Cloud realization
— Brief discussion of hybrid cloud and product development realizations
— Future direction — BSS as a Service for promoting re-use and modularization

84 © 2011 IBM Corporation
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CCMP RA 2.0 conceptual CM for Business Support Services

Security & Compliance management

Customer Account mgmt Customer Management Contracts & agreements mgmt

Customer information mgmt Register contract/agreement |Billing Schedule

User identity mgmt User access mgmt Contracted Rating Contract generation

Service Offering Management Service Offering management Pricing

Offering Lifecylce mgmt List prices Price information mgmt
Service Offering Catalog

Options configuration & rule mgmt Discount Price model

Service Subscription Subscription Management

Request mgmt mgmt Order management
: . Enter & manage order | Delivery status monitoring

Entitlement mgmt

Metering Entitlement tracking Manage license/Entitlement

v,
(7]
()
|
w
c
a
3
o
]
]
»
c
T
-]
o
-
»
)
2
o
o
)

Clearing & settlement Financial Management Billing
Royalty mgmt / payment Accounts Payable Financial data release
Rating
Process billing charges [|Create & release invoice

ISV / Vendor payment Accounts Receivable

" —
Service Provider Portal
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Private Cloud Realization - using Tivoli Service Request Manager —
Service Provider Edition + Tivoli Usage and Accounting Manager . sausr

provides
all these
functions

Security & Compliance managementn\.I

List prices

Notes on METERING

ount mgmt
Custormer infammation mort TSRM provides
Allocation &
Uzer identity mamt Lg Activi ty-base d
Metering.

cription magmt B
TSRM tracks labor,
materials, tools, services

costs.

het momt

— Business Support Services

|enod wawdojanag aopuasg

7
5
=
@
0
o
=
@
=
E
]
=
-l
=
s
2

TUAM provides
Usage-based Metering

BSS

Rating

& release invoice

RATING & BILLING

TSRM & TUAM
provide partial rating
functions & bill data

R RERERRRRRRRR RS, diirect invoicing

NO Peering and Settlement
86 NO accounts payable/receiving © 2011 IBM Corporation
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87

Hybrid Cloud

@

Define @ '
9 ecloud senvios and COMP- |
and CCMP implementation \

details. 1

service and
CCMP

implementation

Cloud Service
Creation

specificarchitecture Service Flows.

implementation-
specificones
throughoutthe

entire process

Component
del

Operational
Model

@ e
: Scalabili verage guidance .

- areas as inputfor
i P
L implementation

: Resiliency

: Metering, Rating and Accounting

| Multi-tenancy

“Production cloud”
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" Scope and Purpose:

— Use Cases: Identify use cases and scenarios for
hybrid cloud setup, operations, and management

— Patterns: Identify solution patterns for integration
of on-premise with services in public cloud(s)

— Life-cycle: Identify and define workload migration
and life cycle events for services in hybrid cloud

— Roles: Identify roles associated with hybrid cloud
operations and services

— Decisions: Define architectural decisions for
hybrid cloud integration framework and for hybrid
cloud management services

" Perspectives

— Operating Perspective: Seamlessly move
peek workloads from on-premise to public Cloud

— Sourcing Perspective: Different types of
workloads to be provisioned by the most effective
Cloud from the perspective of cost, functionality,
availability, performance, security, etc.

— Management Perspective: Unified view and
capability to manage resources and information on-
premise and in off-premise Clouds combined with
management and integration of workloads and
resources across hybrid cloud

88

" Dimensions:

— Integration: How to connect on-premise
services and data to off-premise counterparts...
business data mapping and service integration

— Security: How to integrate on-premise/off-
premise identities, policies, auditing systems; how
to ensure proper security of off-premise cloud
workload; How to secure management and
payload interactions

— Monitoring: Integrate monitoring of off-premise
infrastructure and applications with on-premise
management system; Enable on-premise
monitoring and event infrastructure to reach into
clouds

— Management: Manage Capacity in the cloud;
provisioning- and de-provisioning based on
Monitoring data), capacity overflow from on-
premise to Cloud

— Governance: Who can, does, should use which
cloud-based services...service request
management of on- and off-premise resources

© 2011 IBM Corporation



?/ Examples:
Hybrid Cloud
Integration IBM Cloud
Connect off-premise

IBM Cloud Computing Reference Architecture

Examples: Tivoli Monitoring monlg?‘r_lgrge;\ggg tsto %g'az-mgm
( Hybrid Cloud Server ke " service
Integration > monitoring system
Hybrid Monitoring

Database Sync customer % ﬁﬂ:ﬁ Example
records : Federate Monitoring info of Workload in IBM Public Cloud

{ Examples:
i Hybrid Cloud ] g?;n:jnon D
1 u
Integration .

On-premise to off-premise Business Application Integration:

Example: : Mgmt and Capacity mentPlat | b i Cloud
On-premise Database to Salesforce Cloud Private (On Overflow of/to form RESOUICes
Premise Public Cloud (IBM Cloud)

Resources)

Governance & Hybrid Workload Management
Examples:
Governance for acquiring Resources from IBM Compute
Cloud and/or Amazon; Workload Management and

( Hybrid Cloud
Integration

Sync on-premise

DI (B identity model and capacity overflow from CCMP based private Cloud to IBM
directory Compute Cloud

ST ST T < EXAMEIEs: I o
Security: Directory Integration & Identity Federation L ERP T :Hg”g%ﬂ“d b o
Example o i i gration. - ~-» Cognos Apps |
. : P : '+ Data | T i P
Synchronize on premise ODW LDAP and LotusLive | ; Query Access  {3za22 Moo Ao
Domino directory info and facilitate SSO Replication | DB2 11 Cognos B o
" SIB Staging DB Staging DB *+=- ===

__________________ N .

___________________

Cognos and other Analytic Applications in the Cloud:
Initial Load to Cloud; Change Data Capture Replication
to & from Cloud; Query Access; Data Cleansing
89 © 2011 IBM Corporation
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IBM Cloud Computing Reference Architecture

/Common Cloud Management Platform

BSS

Business
Support
Services

Offering Mgmt

Order Mgmt
R ——

Accounting & Billing

Contract Mgmt

0SS

Operational
Support
Services

1av

Service Templates

|enod Aiaall@q 801AI8S

Service Request Management

Provisioning

Monitaring %
Event Managrment

Customer Mgmt

Entitlements
e —————

Invoicing

SLA
Reporting

Service Delivery Catalog

Service Automation Manageiiient

Configuration Mgmt

Incident, Problem &
Change Management

IT Asset & License Management

Virtualization Mgmt

Pricing & Rating

Subscriber Mgmt

Peering & Settlement

Service Offering
Catalog

Metering, Analytics & Reporting

Image Lifecycle Management

IT Service Level Management

Capacity &
Performance Management

Hybrid Cloud
Integration:

Client Controlled
from within the
enterprise

90 90

IBM Development &
Test Cloud

L4
T, ..."~.
a,
3rd Party Cloud
4 Services B

Updated for
Hybrid Cloud

Private Cloud
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Don
Partia

Multi-tenancy requirements and customer expectations

Requirements mapping to CC RA component for impact and gap analysis
Multi-tenant patterns

Leveraging existing multi-tenancy assets and capabilities

Specification of how secure Multi-Tenancy should be implemented across the CC RA
components

92 © 2011 IBM Corporation
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Multi-tenancy deliverables

Multi tenant NFRS NFR deliverable

Use Cases and extensions Use case deliverable

Component impact analysis Component deliverable

Multi-tenancy definition
Tenant definition

Multi-tenant patterns whitepaper

93 93 © 2011 IBM Corporation
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94

Multi-tenancy refers to the ability of services to be offered to multiple user
entities (tenants) in a way so that each tenant operates as logically isolated,
while, in fact, using physically shared resources.

© 2011 IBM Corporation
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A business entity that is
contractually responsible for the

Tenant +—— consumption of Cloud Service
oy from a service provider.
A role within the 1 P
business entity that
manages contracts 1 1 o _ _
and optionally Consumer 1 1n A role within the business entity
approves —»  Business Agoqsgmer «— that will request commission and
commission of Manager ministrator decommission services from the
services from the L Cloud.
Cloud
1:n
The users of the Consumer Tin 1 Service The Cloud service instance
X End User Instance r ted bv the Service Owner
Service equested by the Service e
1
1:n

Service Resources

The resources consumed by the
service

Application|| Platforms

Virtual Storage Network
Machine 9 component]
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Multi-tenancy whitepaper

Standardisation
Security risk
Cost/tenant

1. Primitive set of patterns of multi-
tenancy

2. Associated multi-tenant
characteristics that will have to
be supported in any Cloud
implementation.

3. Multi-tenancy of managing and
manage environments

4. Multi-tenancy needs of public
and private clouds.

96

Multitenancy service considerations

Low » High
Low » High
High = Low
| Tenant ” Tenant | | Tenant ” Tenant | | Tenant ” Tenant | | Tenant ” Tenant | | Tenant ” Tenant |
App App App App App App App App Application

Platform||Platform Platform||Platform Platform||Platform Platform Platform

os 0os os os Operating System Operating System Operating System

Infrastr. || Infrastr. Infrastructure Infrastructure Infrastructure

Infrastructure

Data center floor

Data center floor Data center floor Data center floor

Data center floor

<

Platform-level
multi-tenancy

Operating
System-level
multi-tenancy

Hypervisor-level
multi-tenancy

Physical-level
multi-tenancy

Legend:

[ Dedicated
B Shared
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Cloud Computing Reference Architecture 2.0:
Overview

CC RA team / presented by Mike Buzzetti
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IBM Cloud Computing Reference Architecture =

"Executive Summary

"Introduction & Overview
—Historical evolution of the Reference Architecture
—Structure of the RA 2.0
—Target audience
—How to apply the RA for cloud implementations

"Cloud Computing Reference Architecture Details
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The IBM CC RA represents the aggregate experience

across hundreds of cloud client engagements and
the implementation of IBM-hosted clouds

— Based on knowledge of IBM'’s services,
software & system experiences, including IBM
Research

The IBM Cloud Computing Reference Architecture
(CC RA\) is reflected in the design of

— IBM-hosted cloud services

— Clouds IBM implements for clients

— IBM cloud appliances

— IBM cloud service management products

The CC RA focuses on cloud specifics such as
radical cost reduction while achieving high
degrees of security, reliability, scalability and
control

The CC RA consists of 21 detailed documents

representing best-of-industry knowledge and insight

on how to architect, design and implement clouds

3 08/03/11

Mike Buzzetti notes

Existing legacy products and technology can be mapped to to the CCRA since the CCRA
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Creator
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The IBM Cloud Computing Reference Architecture ...

*|s based on open standards

*Delivers enterprise-class security to meet local, regional and national compliance for
privacy and governance

*Combines powerful automation and services management (low touch) with rich
business management functions for fully integrated, top-to-bottom management of cloud
infrastructure and cloud services

=Supports the full spectrum of cloud service models, including Infrastructure as a Service
(laaS), Platform as a Service (PaaS), Software as a Service (SaaS) and Business
Process as a Service (BPaaS)

"Enables the flexible scaling and resiliency required for successful cloud economics and
ROI

*Facilitates seamless integration into existing customers' environments

*Is based on our industry leading expertise with SOA for building services and service-
oriented architectures

4 08/03/11 © 2011 IBM Corporation

SOA is defined by the open group as “an architectural style that supports services orientation
Service orientation is a way of thinking of services and services-based development and the
outcomes of services.

That basically means that cloud computing supports service orientation
SOA solutions usually do not have all the characteristics of cloud simultaneously.
SOA solutions usually have to have the management built from scratch

SOA service reuse is generally only within the organization that delivers the service.

Not all SOA solutions are cloud servers, since cloud requires automated deployment and
management
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IBM Cloud Computing Reference Architecture:

Development Process

Development led by the IBM Cloud
Computing Architecture Board

*Comprising technology leaders from IBM
Research and IBM’s software, systems and
services organizations

=>50 of IBM’s top cloud computing experts
represent the core team

Derived from extensive client interaction
combined with IBM’s extensive
capabilities and experience in building
enterprise-class IT systems.

The CC RA provides specifications for

— the physical components of a cloud
implementation (network, compute,
storage, virtualization)

— Software components required to run
management

— Operational processes

— Governance policies tailored for the

5 os@mvironment or enterprise.

A process of continuous improvement helps ensure that the
reference architecture is both responsive to changing client and
security requirements and incorporates technology
developments via IBM products and evolving design
specifications.
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The IBM Cloud Computing Reference Architecture

covers are broad range of important cloud-specific topics
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Structure of the IBM Cloud Computing Reference Architecture

There are two deliverables
for each work product of
the RA
— Document: Detailed
description of the work
product, important for in-
depth work
— Presentation: Summary of
the document, for simplified
consumption and quick start

The RA is defined
according the Unified
Method Framework
(UMF)

->Simplifies field adoption
since all IBM field architects
attend UMF training by
default

Each work product
includes one or more
“applied patterns”

— An applied pattern illustrates
how the respective work
product could be used / was
used in a specific

7 imSierhentation

s10NpoJd oM UIBWIOP-SSOID)

syonpoud siom

IBM Cloud Computing Reference Architecture

Functional (=use cases)
and non-functional
requirements against the
other RA work products

Captures cloud-
specific architectural
decisions made on
any other work
product

Non-functional
Requirements

“Cloudified”
management processes
for operating cloud
services with cloud-
scale-efficiency

Defines architectural building
blocks
Product-agnostic

—_—

Component Model
Refines architecture overview to
the next level of detail

Cross-cutting
work product
encompassing all
security aspects
relevant in the
context of the CC
RA.

funoeg
spiepuejs

SMo|4 821A188

Consistent &
prescriptive
architecture
across all
technical
domains

SuoIsI98(] |BAN}OBNYDIY

Deployment-evel view
of the reference architecture
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IBM Cloud Computing Reference Architecture: Domain work product

details

How to implement a
cloud to achieve optimal
performance &
scalability

Guide for creating cloud
services and how to
exploit management
functions.

Considerations for
implementing multi-
tenancy in a cloud
environment

| Example for how to
implement a cloud
management system for
offering production-level
cloud services

IBM Cloud Computing Reference Architecture

Nol
Requirements

se Cases

Architecture Overview
—

Component Model
—
Operational Model

Aunoseg

spJepuejs
SuoIs193(Q |eAN}OBNY2IY

smoj4 8d1n1es

Watsianey | “Prducion

Accounting

~'
'
¥ v 3 v -

szt Metering, '
Virtualization BSS Do- '
Management | Mybrid Clnuﬂ] Resiliency Rating and ocrissaiion Cmsum.billly} i

 Definition for how to use

virtualization
management across
server, storage and
network

Architecture &

Detailed definition of
BSS domains and how

Details on metering,
rating and accounting,

considerations for
implementing a hybrid
cloud

they should be
implemented from a
product perspective

including prescriptive
guidance with respect to
implementation

Y
considerations for
implementing a cloud

How to optimize the end
to end experiences
related to cloud services

8 08/03/11
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CCRA

Harvesting
(“Learning from cloud deployments in
the past?”)

Refinement
(“Improve the CC RA content presently
available”)

Forward looking
(“Which future topics are relevant for
cloud computing”)

* Harvest learnings &
material from cloud
implementations while
factoring out short cuts taken
by implementation team (e.g.
due to constrained time
lines).

* Continuously ongoing
harvesting process due to
additional learnings during
each phase

* Continuous improvement of
CC RA content based on
feedback from CC RA
exploiters & stakeholder

* Be clear about which parts
of the RA are already
addressed in today’s IBM
cloud offerings and which
aspects still have to be
addressed

* Today'’s cloud implementations
are not necessarily optimal
implementations (due to time &
resource constraints)

- Need forward-looking guidance
on ideal target implementation

*Examples are:

* generalization of CCMP
services

* layered cloud services

* NFRs, e.g. security,
resiliency

* Hybrid clouds

9 08/03/11
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How to implement a cloud using the IBM Cloud Computing

Reference Architecture

Define
‘equirements and
use
implementation
guidance for
cloud service and
CCMP
implementation

There is a well-defined

process for using the RA to

implement a cloud service

— Acloud is constituted

by a CCMP
implementation and an
arbitrary number of
cloud services
delivered and
managed by it

Cloud
Service

Creation

A dedicated presentation
and document is available
describing the process for
using the RA to develop
the management aspects
for a cloud service

Non-functional

Requirements

RA work products also
serve as authoritative
reference on specific
technical topics for
education purposes

Consumability

10 08/03/11

fine cloud service

Create cloud service and CCMP- decisions
and implementation documented in the
implementation- details . RA and make
specific architecture Service Flows implementation-
overview specific ones
throughout the

Architecture
Overview

Component
Model

Security

Performance & Scalability

Operational
Model

Leverage
architectural

entire process

on specific technical
areas as input for

developing a cloud
service & CCMP

spiepuelg
suols199Q [BIN}ORNYIIY

Vir

Resiliency

Metering, Rating and Accounting

BSS De-composition

Hybrid Cloud

Multi-tenancy

“Production cloud”
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Using the CC RA: Which work products have to be created on a

N N N De_fine cloud-se_rvice ! Q(_}MP
cloud service basis? Sroate doud servie o

* The RA contains two
types of work products

specific service flows. Reference RA-level standard
Refer to RA-level definitions
service flows.

Document cloud
service-specific
decisions made for
each step of the cloud

Create cloud service /
CCMP implementation-

Create cloud service /
'CCMP implementation-

1. Work products se’ﬁ‘::;’::""" specific architecture specific component
. Use the RAlevel work overview, based on RA- model. Reference RA-
only serving as a level AOD level component model

product as a reference

reference o Creat coud sencs
documentation recommendatons T
for specific e e
aspeCts Of Archi!ecture Component Operational ‘

" Overview Model Model

implementing a
new cloud:

All “domain-

>
o
SEO(EED Document cloud H
specific” work service-specifc use ) | gl
products except + R — e B
. i ™ g g
“ClOl{d s"erwce S —— o Performance & Scalability ] & g_
creation Requirements Virtualization Management | g
»
2. Work pl’OdUCtS + Document cloud Resiliency ]
. ice-specific NFRs.
serving as the Refaronce Rievol P ——— |
H - NFRs serving as a etering, Rating and Accounting
ba5|s. for a cloud Consumability basis
specmc work BSS De-composition ]
B _———
!‘)I’OdUCté All . pascsserd rt:;:cgi Hybrid Cloud !
cross-aomain operatngand Multi-tenancy Capture cloud service /
managing this clou 5 CCMP-implementati
WOrk‘PTOdUCts service spedﬁ?;cefmzrc‘mmoln
plUS Cloud “Production cloud” Lever‘;;z‘z‘:;:ﬁence
: PP d ted as part of AD
Service Creation g parto e RA

Work product to be created on
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Cloud Computing Reference Architecture Details

12 08/03/11
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13 08/03/11

Cloud Service Creation

© 2011 IBM Corporation
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“Cloud Service Creation” — Scope and Overview

Objective:

Describe all aspects around
developing a new cloud
service

Cloud Service % Cloud Service Provider i/ Cloud Service Y
— Scope is end-to-end Consumer ~ K| Creator
N £
process for developing a | (Cloud Services Canbeonany | on Cloud
new cloud service § aaS-layer |ynagement Platform (CCMP)
Focus is on the ¢l | 7 Existing & 3% party Business: fcess- 1| |4
management aspects as : sevioes Parner. i} asas 1k
iaally el cosystems | |4
they apply generically T cow L [ — 1k =
5 14 o ik
across all types of cloud [ imegaton | o = Mansgemert
services IR aaine v [ s
— Provide detailed § 5 Service” | |1 Operational Business Semice
description of basic ; || e e Toole”
terminology relevant for 5 ! (0ss) G
creating cloud services ; i - E
— Provide prescriptive ’ Consumer i ] v oot |1 | [
produc Ll | il
recommendations | e : : 1
relevant for each cloud ]
service creation step and
tooling around that ]
— Provide illustrative K i
examples (“applied B L=
patterns”) for how a new Security, Resiliency, Performance & Consumability
cloud service can be Governance
created

14 08/03/11 © 2011 IBM Corporation
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Developing cloud services — four major segments: Overview

Want to own IT
infrastructure & have
runtime & mgmt
software installed on-
premise?

15 08/03/11

Existing management
tooling, processes and
operations staff?

Yes

T
organizations
within
enterprises

Although having different
motivations, software &
process legacy and
requirements, there is a
common approach for creating
cloud services across all
segments

Communication
Service Providers

new Cloud Service
Providers

No

Different scenarios for offering
cloud services require

- different delivery models for

management software (“build-
it-yourself” vs. IBM-hosted)

- different levels of integration
with existing management

tools

© 2011 IBM Corporation
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Anatomy of a Cloud service — Highlevel overview

instances of the respective cloud service.

The internal structure of a cloud service is the integration of all runtime and management functions used to deliver, run and manage I

e.g. VMs, storage
volumes, WAS
instances, web
conferencing
sessions, etc.

'%

Request, modify & use

cloud service instances :
%

Cloud Service
Consumer A

Cloud Service
Consumer B

delivers

Cloud Service
Consumer C

Developing a cloud service means developing using &
integrating runtime & management functions in a way that
IT capabilities can be delivered as-a-service.

Cloud Service (*-aaS)
e.g. VM-aaS, Storage-aaS, WAS-aaS,

WebConf-aaS$, etc.

Example — Julieanswers.com cloud service:

- Julieanswers ear file

- IHS/WAS/DB2 running the julieanswers ear file

- Virtual machines running IHS/WAS/DB2

- TivoliLive monitoring the health of the julieanswers app
and the underlying IHS/WAS/DB2 installation

- Billing tool

- BCRS to backup the julieanswers db2 database

Runtime functions
E.g. compute power,
hypervisors, storage
capacity, network isolation
zones, load balancers, web
& application servers,
database management
systems, analytics engines,
business process & portal
engines, etc.

16 08/03/11

Management functions
(operational &
business)
E.g. automated delivery &
self-service mgmt,
entitlement, rating,
provisioning, monitoring,
metering, patch
management, high
availability, backup &
restore, incident & problem
management, etc.

1 — defined in the CC

Reference
Architecture

T operates

Cloud Service Provider
Operations staff
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12 steps towards creating a cloud service

Sover | Soregel Nt ]
AN —

Describe function, price , SLA of
cloud service, incl. management
scope

2. Implement runtime
functionality
N

Examples: Select off-the-shelf
hypervisor (VMaas), implement
custom app (e.g. LotusLive)

3. Define unit of delivery &
rating

Examples: VM, file system,
distributed app, virtual IP address,
queue, web conference, RDBMS,
3-tier business app, etc.

4. Implement self-service delivery
& management functionality
&=

Examples: "Create VM, add more
nodes to WAS cluster, change
max # of seats for LotusLive web
conf

5. Implement monitoring metrics &
event correlation rules

Select existing agent / implement
new agent for monitoring JVM
heapsize, hypervisor swap file
size, # of processes, etc.

6. Implement incident, problem
and asset mgmt processes

RS
=SS

Incident, problem & asset mgmt
process is specific to cloud
service > customization needed

7. Implement
resiliency SLA

Examples: HA for management
system, delivered WAS cluster
must be highly available

8. Implement backup
approach

=8

Examples: Backup all VMs,
backup DB of LotusLive.
application

9. Implement
security functions

Implement authentication,
auditing, data protection,
governance & audit

10. Implement cloud service
specific billing metrics

Examples: CPU/hour, # of DB
transactions, GB/month, # of

11. Implement rates for charging
cloud service consumption

e

T

Examples: $0.11/VMhour;
$0.19/MBsTransferred;

registered to the service catalog
$0.02/webconference; to be externally accessible,
usersiwebconf/hour, etc. $0.05/fraudAnalysis entitlements need to be
configured,

12. Register cloud service
to service catalog

Acloud service must be

17 08/03/11
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Overview: Recommended management products, to be exploited on a per
cloud service basis

Products & technologies to build your own cloud service

1. Specify cloud service description n/a (cross-cutting)

2. Implement runtime functionality of the cloud service KVM, VMware, Linux, Windows, WAS, DB2, Cognos, Filenet,

3. Define Unit of delivery & rating n/a (cross-cutting decision)

4. Implement self-service delivery & management functionality TSAM
5. Implement monitoring metrics & event correlation rules IBM Tivoli Monitoring, Omnibus, Impact
6. Implement incident, problem and asset mgmt processes Tivoli Service Request Manager & TAMIT

7. Implement resiliency SLA Tivoli System Automation
8. Implement backup approach Tivoli Storage Mgr

Implement sec Tivoli Security / ISS portfolio

10. Implement cloud service specific billing metrics TUAM

11. Implement rates for charging cloud service consumption TUAM

12. Register cloud service to service catalog TSAM / TSRM Service Provider Edition

18 08/03/11 © 2011 IBM Corporation
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Overview: Recommended management products, development tools and
artifacts to be created on a per cloud service basis

Building a cloud service hosted within the provider's premise
Products & technologies Development/Config Tool Cloud service specific configuration / artifact
Specify cloud service description nla (cross-cutting) nia nia

2. Implement runtime functionality of the cloud service KVM, VMware, Linux, Windows, WAS, DB2, Cognos, Rational Dev tools (for app artifacts), no VM golden master image, JEE ear file, SQL file, etc.

Filenet, ... image creation tools available today

e - "
4. Implement self-service delivery & management TSAM & TPM TSAM SD app TSAM Service definition & TPM provisioning workflows
functionality TPM ADPE

5. Implement monitoring metrics & event correlation

1BM Tivoli Monitoring, Omnibus, Impact
rules

Universal Agent Builder (ITM)
Omnibus-internal tooling

Moritoring agent (ITM), event correlation rule (Omnibus)

6. Implement incident, problem and asset mgmt
processes.

Tivoli Service Request Manager & TAMIT TSRM-intemal apps :prdden; & problem management workflows, jobplans, escalations

7. Implement resiliency SLA Tivoli System Automation Text editor (no dedicated tooling) HA policy
8. Implement backup approach Tivoli Storage Mgr TSM Backup agent
Backup policy
9. Implement security functions Tivoli Security & ISS Portfolio Various various
10. Implement cloud ser TUAM No dedicated tooling available Metering collectors.
Job files
11. Implement rates for cha g cloud service TUAM Ul 'and CSV file import Rates persisted in TUAM database

consumption

12. Register cloud service to service catalog

19 08/03/11

TSAM / TSRM Service Provider Edition

TSAM/TSRM internal apps

Registration persisted in TSAM/TSRM internal database
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*Cloud Computing Reference Architecture (CC RA) — Product & tooling mapping (on-prem products)

//ﬂ:nr' el

LECTENITT

Cloud Service Provider

'Cloud Services Common Cloud

o
Wiz e

TP workd

APDE

Tivoli Provisioning

a Manager -

(for app artifacts), _‘ +Incident &, + IT Service

noimage creation e Problem Level

tools available. E \\,, N *janagemen | Managemen
ITM Agent Builder | ‘ i . ——

1 sl
L.zt zw
nagen-en |

IBM Tivoli Mortoring

oo oo

Omnibus & Impact

Platform & Virtualization Management
Z.

2l
Agrzerarl
Eanagener]

rvice i Business L
ment Platforn Manager Manager Regis
TSAMSD. — [see runtime] persisted in DB
— app = A rp— 9
" . ' TSAM/TSRM-
Existing & e 9SS — Operational | TPM for Images 5 — Business Support
i ices ices
3 party Automation Manager S TSAM / Tivoli Service
services, ( Request Manager SP
N 0 Customer Service
Partner Service Delivery Catalog i s
lanagement Catalog
C|OUd | Tivoli Service Request _
Service Manager

L

1dV 8 [eHod|

Service Provider Portal & AP

Edior B

8 Beployment

Customer
Care

Tivoli Usage &
Accounting Manager

TAMIT apps Transition Operationg
Tivoli System Architect Manager ‘ Manager

Automation TAMIT 7
Legend

M:
Infrastructure -

—.

ing mgmtruntime
component>

platiorm

Security, Resiliency,Performance & Consumability

Service
Creation

Tivoli Usage &
Accounting Manager

component>

Governance
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21

Walkthrough all 12 steps per applied pattern while describing implementation-specific
decisions per step (incl. product selections)

1. ISV

* Example cloud service: “Desktop Cloud”
1. “Enterprise”™

1. WAS

The applied patterns should serve as a guideline for anyone who wants to deliver IT
capabilities as cloud services.

It is acknowledged that many real-world implementations won’t map exactly to the applied
patterns described here — many will be in a “grey zone” in between.

However, the applied patterns serve as good guidelines and blueprints for these custom
implementations

There will be more applied patterns available in future versions of the RA
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22 08/03/11

Use Cases & Roles

© 2011 IBM Corporation

22



Cloud Computing User Roles V2 — Applied as Actors of CC RA use cases

IBM Cloud Computing Reference Architecture

Service
Component
% Offering Manager Developer | % Service Composer
% Business Manager
Customer Account Manager,
Business Office % Consumer
Deployment Cloud Business Manager
Architect Service
Creator
Transition % Service Integrator
Manager may include may include
Cloud Service
Consultant, Cloud
Education ialist % Consumer
% Service Manager | C’°‘!d CIOl{d AdminisEator
Service Service

Tenant
Administrator,

Provider Consumer

Security & Risk
Manager

may act as

Workload
Administrator,
Data Administrator,

Security
Administrator

Consumer End
User

Operations
Manager %

Operator,
Green IT Facilities
Eo by Ml N T 3

IT Administrator

rator specialties:

Network Admin,

© 2011 IBM Corporation



Detailed Role Description - Example: Service Manager

IBM Cloud Computing Reference Architecture

Main Goal = Services meet their quality objectives
= Get up-to-date information on service adoption in seconds not days

= Have meaningful, fact based discussions on service quality with internal and
external suppliers

Main Responsibility The focus of a Service Manager is to enable the smoothest service flow possible
between all systems, from business support system to operational support system
services. They ensure that the running service is well aligned with business and
operational objectives and targets.

Main Tasks Service Setup
of their day-to-day = Provision service
job Service Runtime

* Managing compliance with service’s Service Level Agreements (SLA)
= Monitor third party supplier SLA

= Detect service faults

= Determine service impact (from infrastructure faults / degradation)

= Prioritise problems based on network impact

= Manage long and short term performance targets

= Ensure alignment of business and operational support systems

Skills = Expert knowledge of the existing cloud infrastructure and good judgment of the
impact of a new or changed solution on it

= Proficient understanding of the particular service offering and its service instances
= Expert automation knowledge
= Proficient understanding of capacity/performance issues within and across systems

Working with which Operations Manager; Operator; Network Administrator; Customer Account Manager;
other roles ? Business Manager; Green IT Analyst; Deployment Architect; Cloud Service Creator

24 08/03/11 © 2011 IBM Corporation
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Service Offerings,

CC RA V2.0 Use Cases

‘ance Architecture

Creating & Manag,‘ng « 38 use cases, grouped into 10 packages,

along the cloud service life cycle

Service Offerings

Defining the Scope,
Creating & Managing

Creating & Managing Consultative Analysis; Via F2F or

Business Aspects

25

08/03/11

Developing & testing ’
applications, using \

development tool instances

Self-guided information & Web Sales channel Enable customers
ed ion for managed

services

Install & configure platform;
Manage capacity, changes,

events, security; Request & View
Development & T Monitor infrastructure(s); :‘::gsﬁ billing Cfedate,
i - . modify,
Integrate Cloud & (non-) T fy

Cloud env.s delete users;

secure access

delete user
Desk n the CI groups
Making use of ‘Anytime, ——

Anywhere’ access to 1

applications, information and
resources /

Collaboration in the Cloud:
Using social networking services
and online collaboration tools

Request, view, update, delete service instances
© 2011 IBM Corporation
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Non-functional requirements

26 08/03/11 © 2011 IBM Corporation

26



IBM Cloud Computing Reference Architecture

® Consolidate typical Cloud Computing Management Platform Non-Functional
Requirements to illustrate the minimal set of non-functional requirements for building a
Cloud Management Platform

= Reference architecture NFRs can help practitioners collect requirements during any
project requirements gathering phase

* NFRs are key input to other TWPs including Component Model and Operation Model

® NFRs are high level in nature, as such, they should be evaluated along with the lower
level CC RA Operational Model to establish the optimum Infrastructure for deploying
the proposed solution

® Non-Functional requirements of a Cloud management platform are quality requirements
or constraints of the platform that must be satisfied. These requirements address major
operational and functional areas of the platform in order to ensure the robustness of the
system.

27 08/03/11 © 2011 IBM Corporation

27



IBM Cloud Computing Reference Architecture

NFR Context Relationship with other TWP and Domains

Cloud Delivery Models

28 08/03/11
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Architectural Domains and Technical Work Product Inputs*
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Bupunoooy / Buney /Bulsiay

© 2011 IBM Corporation

28



IBM Cloud Computing Reference Architecture

Non-Functional Requirement TWP document contains the following
detailed NFRs...

In version 2 of the NFR document we added NFRs from the following areas on top of
the version 1:

® Applied Pattern NFRs Added
- laa$S - Public Cloud: +20
- laaS - Private Cloud: +17
- PaaS: +15
- SaaS — Managed Service Desk: +16

* Domain Specific NFRs Added
- Performance and scalability: +14
- Multi-tenancy: +16
- Virtualization management:
o Base virtualization: +12
o Network virtualization: +18
- Hybrid Cloud: +10 NFRs
- Resiliency: +13
- Metering / Accounting: +24

29 08/03/11 © 2011 IBM Corporation
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Consumability

© 2011 IBM Corporation
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What makes a cloud solution consumable?

Consumability is a customer-centric term that describes the total customer experience with IBM products,
solutions and services. Consumable solutions:
® Reduce total cost of ownership [ e ne e e e e e

Simplifies ownership  Admin & Maintain

Automation of Management and operation

® Improve time to value ; . :
. H Market dri Attribut '

® Reduce support and maintenance costs : L St — l :
Key characteristics : dentify 9

. E i ;

On-demand self-service asy to do business  Evaluate =

. Plan »
Ubiquitous network access c |
Location independent resource pooling Acquire 3
Rapid elasticity Positive _first-use Configure g_
experience !

Flexible pricing models Operate =
Integration is critical T : Integrate < :
apidly integrates - !

Data Integration / Migration with existing b H
environment Deploy Q

Process Integration 3 :
Develop |

Ul Mashup Readily adapts to ®

CU§tomer e E !

Labor simplification drives efficiency fequitements ustomize (o] '
o B

Self Service Problem Mgmt = !

Standardization of Workloads Fix & Upgrade
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Designing Consumable Cloud Solutions

Identify relevant :
consumability criteria

Consumability Assessment
Using the consumability framework
that is modified specifically for cloud
solutions, identify the consumability
goals for a particular solution, assess
the solution, and work towards closing
gaps.

32 03.08.11

4

Understand key workloads
for offering

g

Map key end:

end tasks
g

g

g

Conduct consumability

assessment and gap analysis

g

Customer Feedback
(Validation)

user roles

Cloud
Service
Creator
Cloud Cloud
Service Service

C

Cloud User Roles
Describing who is
interacting with a cloud
service at the different
stages of the cloud life
cycle

Stakeholder Feedback
Getting ongoing feedback from stakeholders is
essential for designing a consumable solution.
Understanding the user roles, the next step is
to identify key stakeholders whose feedback
you need to gather ©2011 IBM Corporation
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Architectural Principles & Overview

33 08/03/11
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An architectural principle is an overarching guideline or paradigm driving architectural decisions across
the entire architecture process on a more granular level.

1. Design for Cloud-Scale Efficiencies (“Efficiency Principle”):

Design for cloud-scale efficiencies, and time-to-deliver/time-to-change metrics, when realizing cloud characteristics such
as elasticity, self-service access, and flexible sourcing.

-> Overarching objective of Driving down costs (¢/ServicelnstanceHour) and time-to-response by orders of magnitude

2. Support Lean Service Management (“Lightweight Principle”):
Support lean and lightweight service management policies, processes, and technologies.

-> Radical exploitation of high degree of standardization in cloud environments to reduce management costs, based on
an Eliminate-Standardize-Optimize approach

3. Identify and Leverage Commonalities (“Economies-of-scale Principle”):
Identify and leverage commonality in cloud service design.

- Maximum sharing of mgmt components, infrastructure & infrastructure / platform cloud services across cloud services
to reduce CapEx & OpEx and time-to-market

4. Define and Manage Cloud Services generically along their Lifecycle (“Genericity
Principle“):
Define service templates and manage service instances generically along their lifecycle, across I/P/S/BPaaS.
-> Support I/P/S/BPaa$ cloud services in a generic fashion, with a single management platform

34 08/03/11 © 2011 IBM Corporation
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Cloud Computing Reference Architecture (CC RA) — Overview

CC RA architecture overview
diagram lays defines basic
elements of any cloud service
environment

"Three main roles: Cloud service
consumer, provider and creator
whereas multiple roles can be
fulfilled by the same
organization/person

=Offered cloud services, required
Management services (CCMP) and
underlying infrastructure are
defined.

"Next level of drill-down defined for
each architectural element

CCMP is one element of the
overall cloud computing
reference architecture
"Defines operational and business
support services commonly needed
for delivering and managing any
cloud service (I/P/S/BPaaS)
*Doesn’'t imply a single, monolithic
implementation of a CCMP. CCMP
is typically implemented by a well-
integrated set of mgmt products

35 08/03/11

Cloud Service

Consumer

Service
Integration
Tools

Consumer :
In-house IT 3

Cloud Service Provider

Cloud Services

Existing & 3 party
services, Partner
Ecosystems

Business-Process-
as-a-Service

Software-as-a-Service

Platform-as-a-Service

Infrastructure-as-a-Service

Common Cloud
Management Platform (CCMP)

Operational Business
Support - Support
Services ’ Services

(0sS) (BSS)

Creator

Service
Creation
Tools
"

Infrastructure

Cloud Service 1,

Security, Resiliency, Performance & Consumability

Governance
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Cloud service model definitions

Term I Definition I Source I
Business process services are any business process (horizontal or vertical) delivered through the Cloud IBM2
service model (Multi-tenant, self-service provisioning, elastic scaling and usage metering or pricing) via the

BPaaS Internet with access via Web-centric interfaces and exploiting Web-oriented cloud architecture. The BPaaS

provider is responsible for the related business function(s).

The capability provided to the consumer is to use the provider's applications running on a cloud NIST!
infrastructure and accessible from various client devices through a thin client interface such as a Web
SaaS browser (e.g., web-based email). The consumer does not manage or control the underlying cloud
infrastructure, network, servers, operating systems, storage, or even individual application capabilities,
with the possible exception of limited user-specific application configuration settings.

The capability provided to the consumer is to deploy onto the cloud infrastructure consumer-created NIST?
applications using programming languages and tools supported by the provider (e.g., java, python, .Net).

PaaS The consumer does not manage or control the underlying cloud infrastructure, network, servers,
operating systems, or storage, but the consumer has control over the deployed applications and possibly
application hosting environment configurations.

The capability provided to the consumer is to rent processing, storage, networks, and other fundamental NIST!
computing resources where the consumer is able to deploy and run arbitrary software, which can include
laaS operating systems and applications. The consumer does not manage or control the underlying cloud
infrastructure but has control over operating systems, storage, deployed applications, and possibly
select networking components (e.g., firewalls, load balancers).

Note: Across all cloud service models the definition is determined by the management scope covered by the provider.

For example, in laaS “the consumer does not manage or control the underlying cloud infrastructure [...]”, in PaaS “the consumer does
not manage or control the underlying cloud infrastructure, network, servers, operating systems, or storage [...]", etc.. So this
essentially about the tasks the operations staff of the provider takes on, it is not about the virtualization technology being
used. For example, it’s possible to use hypervisor-level virtualization to realize PaaS, SaaS or BPaaS.

1. National Institute of Standards and Technologies; Draft NIST Working Definition of Cloud Computing, May 14, 2009
2. IBM MI and IPR definition bridge between Gartner and IDC, Aug 19, 2010
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Cloud Computing Reference Architecture Overview Diagram —
CCMP drill-down, highlighting some important topics

CCMP defines all
management functions
commonly needed for the
automated delivery &
management of any cloud
service

Components are grouped in
two major categories:
Operational Support Services
(OSS) and Business Support
Services (BSS)

— OSS: Responsible for
managing the runtime
components of cloud
services

— BSS: Responsible for all
business / finance
related aspects of cloud
services

Economies of scale can be
achieved by managing
multiple cloud services with
the same set of mgmt
components (see
architectural principles)
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Cloud Service '}
Consumer

Usage Metering and Accounting
*Flexible support of delivery models

Cloud Service Provider

Cloud Services

Ecosystemsk

Consumer
In-house IT

Virtualized Resource
Management
*Deploy cloud services on virtualized
resources
*Manage virtual resources

r Security
*Design for Multi-Tenancy
*Protect assets through Isolation, integrity, image- risk and compliance
management

Service Automation Management
*Interpret and Execute Build- and Management Plans
*Orchestrate Management Componentry

Common Cloud [ Service

Image Management
*Design, build and manage images for cloud services

Security &
Risk Manager
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Cloud Computing Reference Architecture (CC RA) — Overall drill-down
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Cloud Computing Reference Architecture (CC RA) — Security, Resiliency, Performance & Consumability drill-down
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Cloud Computing Reference Architecture (CC RA) — Infrastructure drill-down
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41

Applied Patterns are based on cloud projects where the reference architecture AOD has been used to
create cloud implementations.
Applied patterns reflect common scenarios of how a cloud could be implemented:

1. IBM Smart Business Development and Test on the IBM Cloud is a sample for a "simple"
(public) service provider architecture pattern. The diagram and related descriptions have been
used to lead the high-level discussion and to guide decisions on scope for release 1 and following.

2. The RA overview diagram has be used to discuss roles and responsibilities for a Desktop cloud
project where part of the infrastructure is managed by IBM.

3. An architecture overview diagram pattern for a private enterprise where traditional IT is
managed in parallel to a private cloud environment, plus the consumption of externally provided
public cloud services

4. A service provider "whitelabeling” architecture overview diagram pattern (i.e. a service
provider consuming cloud services from another cloud service provider and reselling the same
offering -- with different branding and different prices)

5. A service provider consumption and value-add architecture overview diagram pattern (i.e.
service provider consuming 1..n cloud services from other cloud services, composing them and
adding service provider specific value-add functionality on top)

6. Bio-Informatics Exchange

7. IBM Cloud Service Provider Platform

8. IBM Shared Private Production Cloud

08/03/11 © 2011 IBM Corporation
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Component Model
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CC RA 2.0: Component Model
Primary focus on BSS and OSS

CHRSTAT Uty Parane

BSS and OSS component specifications and top-
level decomposition

Use Case realizations of important use cases
(e.g. Requesting Service Instances)

S rare 1] VA e

ER | gty e

RS~ R lrews, Sa1zpoar Sond cae

Extensive UML-based modeling of BSS and OSS
component relationships and dependencies

Cross-component view on CC RA 2.0 domains

Mapping of current IBM cloud implementations to
CC RA 2.0 Component Model

Condensed mapping of CC RA 2.0 components
with IBM recommended tools
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Use Case Realizations

A use-case realization describes how a particular use case is realized within the
design model, in terms of collaborating objects (IRUP).

CC RA 2.0 CM describes realization of typical [~ momsE s e -
use cases: ] ]
Creating Service Offering incl.
Create Service Template
Create Rating Scheme
Requesting Service Instance

Sequence diagrams help to understand
components, processes and flows involved in " owm
realization of use cases

Detailed component diagrams are included to LI .
provide information about component
interfaces, relationships and dependencies
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IBM recommended products for consuming management functionality as on-premise installations
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IBM recommended tools for consuming management functionality as a hosted offerin
(=
S el

TR

Cloud Service Provider £ Sk
Doz

Common Cloud ‘ Service ‘ Business .
Management Platform Manager Mabagen Component

'Cloud Services

= - o Developer
& Consumer End Existing & = 0SS — Operational Support - BSS —Business Support “
user 39 party z% Services Services i
services, g‘g . " = S i Service
. - 83 . Customer Service. Service Composer
Cloud Service Ecr;:n;t‘;ns [EWRTTWC: Delivery Catalog Account Offering Offering | %
Integration Y Service Manager Management || Catalog | Management !
Tools - = -
2 Service Automation Management " ! g’ Offering ‘
2 P 5
Service 3 sarzerearl E § Manager
Integrator e i 2
£ g
EN Tivoli Live [ 3 [
A Service Manager ES {
Consumer g Jil 3 !
Business Sl E ie i
Manager = [
2 3 ! 3 I Service
___________ S B i - ] Management
| Consumer In- Paas %z " P : i '] Development
I house IT 1 -5 Woli Tiveli Live : a ¥ [ ]
1 Business ) ] A Service Manager AR - = - - : P N
0 \ e . | 5 3
1 | Processes o | — Lol 1 3 Service Runtime 0
1 s p — Platform & Virtualization Management  Eeivnen | Pa ‘ ! . Development
|} T~ 8 ] = N | "
Applications || 8 B ) ! . k
i | H g o - it 4
h ]
I g ] 5 23S g 8 | Service Provider Portal & AP ] ] D:lgfll;::ar:\(:m
| ER | i 9 ! Tools
1 =L D Transition Operations Security & Customer 1
i ] L ) Architect Manager Manager Risk Manager Care I
Ll 4
: Image Creation
[ ols
Consumer |
Administrator Infrastructure !

Security, Resiliency, Performance & Consumability @

\_ Governance ©2011 1BM Corporstion |




IBM Cloud Computing Reference Architecture

47 08/03/11

Operational Model
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CC RA 2.0: Operational Model Updates

Primary focus on leveraging existing e melienis
cloud implementations in IBM and . T
other CC RA work products L '
Show how components are to be realized and I, Ll

deployed in a cloud-specific fashion

Harvest architectural patterns from existing cloud 1 e mmaem Jo ooo
implementations (e.g. SBDTC) T i
ROl
RSA models for each level of elaboration which - S
can be leveraged by adopters I i om
- -
System walkthroughs for major functional areas i .-'— --=
in Use Case Model and Component Model 1 e .
= " mmsms o m
I " amm smow " - -
Implementation guidance on realizing CC RA L
using IBM recommended tools identified in LEE R e
Component Model . .

Identify critical decision points and requirements
used to guide the implementation

48 08/03/11 © 2011 IBM Corporation
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The Operational Model emphasizes how a Cloud deployment differs

® Adopter guidance on key decision points related

to Cloud
® Addresses each node and component realization N = amp e
specifically, noting important considerations R oo
specific to Cloud Ln - ¥
e ]
= Walkthroughs show how the component -
operates in the context of the CCMP
= S | T
i=n " A
—SO00 0o _

49 © 2011 IBM Corporation
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Operational Model includes guidance for adopters to enable

application to engagements

" Implementation guidance includes:

— Applied patterns showing how CC RA can be
adapted to engagement-specific
requirements

— Recommended tool selection aligned with
component mappings in the Component
Model

— Identification of architectural decisions and
considerations of which practitioners need to
be aware

50
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Service Flows
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= Defines all operational processes (“service flows”) required for managing cloud
services based on a CCMP deployment.

—These service flows are focused on reducing labor costs for management to a
minimum, by building on high degree of standardization present in any cloud
environment.

= Service flows depend on service management components as defined in the CC
RA component model — CCMP components are required for automating as many
tasks as possible.

52 08/03/11 © 2011 IBM Corporation
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CC RA Service Flows Content: Overview

Service flows processes differences from standard IT management processes

* Leverages reduced (eliminate) scope of management, standardization, and opportunity
for optimization to dramatically reduce labor costs.

* Aimed at delivering cloud management processes for cost-competitive cloud
infrastructures

Manual as-is process Automated to-be process

* Implementation of cloud-optimized service management processes

* Configuration and Asset Mgmt

» Patch / Provisioning / Image Mgmt

* Incident / Problem Mgmt, Monitoring

* Performance and Capacity Mgmt

* Service Level Management / Metering
* Service Request Management

e Continuity Mgmt

53 08/03/11 © 2011 IBM Corporation
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Standards
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Context and Scope of CC RA 2.0 Standards
r~€onte=y

i ~Scop
By means of adlerxiy=eo and driving the + Existing Cloud COwmpererrg and Management

evolution of standards we ease adoption of Standards

“our platform, assure solution portability, + Standards that are currently being defined
avoid vendor lock-in, and enable an eco- ||* Standards that need to be defined
system of partners around our platform. (recommended standards)

| APIs E. ﬁ I,
| BSS Ul Portal ﬁ Q e
&

Cloud Domain fheooe _-: .
Model and lege
_...._...._b &ee] &

Cloud
Management &
Orchestration

U :
| Consumabilitx B Timeel b, =
Management h ]
Standards ¥ -
| - Securitx ﬁ

Virtualization
(OVF, Images
Mgmt., Network,

A standard can be defined as something with a pre-described specification, that is

measurable, recognized as having authoritative value, and which an organization chooses to
implement as a basis for 'good practice',
55 08/03/11 © 2011 IBM Corporation
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CC RA 2.0 Standards — Core Domain Model Overview

1
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57

® Create a central, authoritative domain model and
terminology to be used consistently in cloud solutions

= Cover core concepts that are common across cloud
solutions, and their touch points to specific disciplines
— Do not dive into specific domains to avoid
duplication of work

= Strong focus on (1) defining core concepts/terms and
(2) defining how those concepts are related to each
other

* Collect input from RA 1.0 and RA 2.0 documents, and
make consistent with RA 2.0

* Make consistent with models that are defined or are
being defined in IBM (e.g. CDM)

08/03/11

BSS

Security

Roles
Hybrid
Cloud |
Core | .-"/
Concepts |
&
Fo- - ..l. O _.'ll
/ /

~ Virtualization /

'/
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Architectural Decisions
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59

AD documents important decisions about any aspect of the architecture including the
structure of the system, the provision and allocation of function, the contextual fitness
of the system and adherence to standards

Consolidate ADs from key offerings, architectural domains and TWPs to provide a
single place to find important ADs that illustrate rationale and justification of
architectural decisions

Develop standard reusable artefacts that can be consumed by offering and
engagement architects

Prove a reference of documented decisions that can help practitioners to:
- avoid unnecessary reconsideration of the same issues
- preserve design integrity in the provision of functionality and its allocation to
system components
- ensure that the architecture is extensible and can support an evolving system

08/03/11 © 2011 IBM Corporation
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Scope Context - Capture ADs from key cloud offerings and
architectural domains & TWPs

Architectural Domain Subset*
Technical Work Products

. e B ™ t ™
Cloud Delivery Models ( ( 'r '(
Use Cases & Roles
SEEN] ] | i il
Managed Service Desk @
=)
S i I 1 i
w Architecture - m
8 Overview T £
g =
a Hg N I Ha
— =y B T - c
o] Security =] £ 2 it =
= E® = =] 3 2
= =) H e H= H= H =
+ 2 2 g = n v
[¥] Component Model | & &2 ] = o a
@ f 5} = B
A N
= " E
e H 3 H H Ha
= a
=
Operational Model =
o P
5 Iaas Standards
(Public & private cloud)
Non Functional
Requirements
Service Flows
Ean Eas s S "
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Architectural Decision TWP Word Document Contains the following
detailed ADs...

61

In version 2 of the AD document we added decisions from the following areas on top

of the decisions from version 1:

Applied Pattern Architecture Decisions
- laa$S - Public Cloud — 14 ADs
- laaS - Private Cloud — 18 ADs
- SaaS — Managed Service Desk — 11 ADs

Domain specific Ads
- Hybrid Cloud — 7 ADs
- Resiliency — 1 AD
- Virtualization management — 17 ADs
- Metering / Accounting — 4 ADs
- Performance and scalability — 5 ADs

08/03/11
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Security
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IBM Security Framework: Business Security Reference Model

Governance, Risk,

Compliance (GRC) People and Identity Data and Information

IT Infrastructure:
Application and Process Network, Server, Physical Infrastructure
End Point

Foundational Security Management

IYoJy

Software, System and Identity, Access and Data and Information Threat and Vulnerability
Service Assurance Entittement Management Protection Management Management

This di%gram is the Top Level view of the blueprint. The top Iayer is the IBM
Securify FrameworkK, Which Providésdhie busingsswontext éibiisiness
perspegtive of security. The framework is commonly represented by the
graphig you see on the right. JheyduaRsint seRaAkes the management of
securify from the implementation of security, which are represented in the
middlepand bettoiidayertaspactively. e Cortfoge nfmstuctre  nfasinute

IT Service Management

Storage Security eI S Application Security Network Security Physical Security

A product-agnostic and solutioi-agnostic approach to defining security
capabilities. )
Code and Policie: . Identl_hes andl Events and

A common vocabulagy.to uséh more detail &8 TisCUSEIONS o, reosiores

. . . Seryice Levels o . and Glassjfication
Architectural prmap"[es that @se vahdacross:atdonigins and deployment
environments
Based oti'fesearching many customer related scenarios © 2011 1M Gorporation

A roadmap to assist in designing and deploying security solutions

The security management layer represents the capabilities needed to
translate the business view of security concerns into policies, operational
procedures, and technical controls that can be deployed into the IT landscape
and the organization. The Services and Infrastructures layer represents the
security capabilities needed to enforce policies and their integration points
into the IT infrastructure.

By separating security management from security implementation, the IT
organization can focus on getting the policy and needed controls correctly
defined and can better monitor and assess how completely and effectively
the policies are being enforced.

Architecture Principles in the Blueprint

. Openness

. Security by default

. Design for accountability

. Design for regulations

. Design for privacy

. Design for extensibility

. Design for sharing

. Design for consumability

9. Multiple levels of protection

10. Separation of management, enforcement and accountability

11. Security is model-driven

12. Security-critical resources must be aware of their security context
13. Consistency in approaches, mechanisms and software components

0O NO UL A~ WN K
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Activity/Data Driven Cloud Security

64

Organizations need to adopt a
strategy for cloud security that
considers the unique attributes of the
cloud as well as the activities and
data the cloud is being utilized for.

Wi R ek

Only by combining foundational
controls with activity/data specific
controls can organizations meet their
cloud security needs.

08/03/11
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Performance & Scalability
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Performance & Scalability WG: Scope

Performance and Architecture/

scalability relevant Operational Patterns

Scenarios & Use for Performance and
Cases Scalability

Performance and
scalability service
level KPls, and
Goals

Measurement
methods and Metrics
of Service Levels

Roadmaps from Tivoli, Linux Technology Center (STG),

and SoNAS (STG)

66 08/03/11
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Architectural Patterns

Initial focus on these CCMP Components

* Deployment patterns for OSS components

— Multiple Virtualization Management
domains

— Horizontal Scaling of Provisioning
components

— Horizontal Scaling of Service
Automation components

— Multiple OSS domains

High Scale Low Touch Virtualization
Management

(S

(Common Cloud Management Platform

BSS

Business Support System

Service Delivery Catalog

Service Templates Service Automation Management
Operational
Support Service Request Management
System

Provisioning

Virtualization M,
i

J

Virtualized Infrastructure — Server, Storage, Network, Facilities

® Patterns and strategies for rapid

provisioning

— CoW boot disk of remote read-only
images

— Local caching of remote images and
CoW root disk of local read-only image

— Local caching of remote images and
only transferring image delta

— Use a combination of CoW, CoR, and
Pre-fetching

— Pre-create/hibernate/resume VM

© 2011 IBM Corporation
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* 1 Introduction
— 1.1 Scope of this document

— 1.2 Supporting work products &
references

— 1.3 Legal Remark

= 2 Scenarios, Use Cases, KPlIs, and
Measurements

— 2.1 Use Cases and Actors
— 2.2 Influencing Scenarios and Factors

— 2.3 Key Performance Indicators and
Goals

— 2.4 Measurements & metrics

* 3 Deployment patterns for CCMP OSS
components

— 3.1 Multiple Virtualization Management
domains

— 3.2 Horizontal scaling of Provisioning
components

— 3.3 Horizontal scaling of Service
Automation components

— 3.4 Multiple OSS domains

68 08/03/11

=4 High Scale Low Touch virtualization
management

— 4.1 Architecture

— 4.2 Functions

— 4.3 Results

— 4.4 Targeted scenarios and use cases

* 5 Virtual systems rapid provisioning

strategies
— 5.1 CoW boot disk of remote read-
only images

— 5.2 Local caching of remote images
and CoW root disk of local read-only
image

— 5.3 Local caching of remote images
and only transferring image delta

— 5.4 Use a combination of CoW, CoR,
and Pre-fetching

— 5.5 Pre-create/hibernate/resume VM
=6 Applied Pattern: Compute Cloud

=7 References

© 2011 IBM Corporation
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Virtualization Management — Base

69 08/03/11
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Virtualization Management - Base
= Component of the OSS layer

— provides common interface across hetergenous infrastucture & value-add
functions above infrastructure (pooling, placement, mobility, notification up)

* Defines the capabilities and services for the management of virtual resources and the
underlying physical resources

= Base virtualization divided into 2 main sub components
— Platform Management
— Virtual Resource Management
* Network and Storage Virtualization are sub teams and discussed separately

Cloud Service Provider

Details what functions/subcomponents should be part of the | ;..o ommon Gioud
Virtualization/Platform Management component ) [|Memeaement P,
— Definition of scope and functions & e
What is important for implementation/options in cloud

environments for these functions

— Considerations and what options are there, pros and
cons

— Performance, scaling and architecture decisions

— Ex: local storage vs shared storage the implications
there wrt Performance, scaling, resiliency of the VMs

= What standards/recommendations are there for
implementations

70 08/03/11 © 2011 IBM Corporation
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Virtualization and Platform Management

® Virtualization Management

71

— Virtualization Platform Abstraction

* Common interface to request and access virtual resources
* Enables commonality for the higher level functions in the BSS
and OSS layers
Virtual Resource Pooling

« Ability to manage a set of virtualization infrastructure as a single

entity or “pool”

* Includes Compute, Network and Storage infrastructure
Virtualization management component handles
placlement/allocation across the pool and optimization of the
pool.

* Resource allocation can be based on a variety of criteria and

factors such as energy, availability, licensing, etc
Reservation

* Reserves virtual resources for future use

* Provides a reservation interface
Image Repository

« Library of virtual appliances which can be deployed to create

workloads
Deployment and Undeployment

* Creation and deletion of virtual systems and network/storage

resources at the request of the provisioning layer

* Provides for intelligent allocation across the pool, may include

over commit of physical resources
Instance Image Management
« Provides management of deployed instances of the images,
including ability to capture images
Management of virtual servers

* Provides interface to start, stop, restart virtual servers
Relocation

« Provides ability to move a virtual resource from one physical

machine to another

* May happen as a result of a failure, predicted failure, or planned

maintenance

08/03/11

* Platform Management

— Discovery of physical resources
 Library or catalog of discovered resources
* Inventory such as options, firmware, OS
— Platform Software Maintenance
* Monitoring, reporting, and patching of system
firmware and hypervisor software.
— Bare Metal installation/distribution

« Install and distribute OS and hypervisor
software and agents

— Platform health monitoring and reporting

* Monitors health of physical systems and
hypervisors

* Used for billing services and SLAs

© 2011 IBM Corporation
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Virtualization and Platform Management

» Standards
— Platform management
* DMTF CIM, SNMP
— Virtualization management
* DMTF OVF
* Libvirt
* Activation engine - VSAE

® Non-Functional Requirements
— Mostly centers around performance and scaling which is critical in a cloud environment
— Details Documented in the NFR document

® Input provided to other work products for performance, resiliency, component model, etc

* Applied Patterns
— Private cloud, Cloudburst, Telco scenario

72 08/03/11 © 2011 IBM Corporation
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Virtualization Management — Networking

73 08/03/11
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Virtualization Management — Networking Summary

IBM Cloud Computing Reference Architecture

* Identify BSS/OSS core components that -

are relevant to cloud (virtual) networking. =
— Capability extensions for virtual - .
networking architecture and services. = | —

= |dentify a set of important cloud
networking connectivity types (and _
patterns) to support cloud users L

(customers): [ e -
— Shared cloud infrastructure network(s). - s =
— Private networks w/in cloud L]

infrastructure (with variation of access !
over Internet). —— —

— Private cloud to cloud virtual network

(including hybrid cloud — from = £
customer’s network to cloud).

* Identify/define resources in resource Ry T R F U R
model (i.e., CIM), critical for supporting e - -l e
cloud networking as part of infrastructure S _'l: T 1 - 2t

o = -
authoritative topology DB. = =_=. i p— ‘= =
74 08/03/11 =y = ©2011 _IEI-VI Corporation

Virtualization driving changes in network infrastructure, creating new
opportunities for network management

Network requirements for virtualization and cloud are similar,
especially for Enterprise/private clouds.

Hybrid Clouds and CSP Clouds have additional requirements for
scaling, concurrent updates, etc. These are the focus of several
startups.

We need to develop comprehensive capability for managing virtual
networks, matching capabilities for physical networks

- Leverage work from ITM, Director.

-Lead in supporting optimization of new data center networks (e.g.
Cisco FabricPath, TRILL, ...)

Competitors (HP, Solarwinds)
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Virtualization Management — Networking TWP Summary

* Define subcomponents (and their expected
capabilities) and services of Networking
Virtualization Management in Virtualization and
Platform Management overall component. gonE T e @ pran

Identify Architecture Decisions and Non-
Functional Requirements related to networking.

Extend cloud use cases to include networking
connectivity (i.e., connecting cloud services to
virtual networks and automated network
provisioning).

Relate cloud networking to on-going standard
work in DMTF SVPC WG for virtual networking
within OVF.

Identify IBM products/assets that provide
foundations for building out support for cloud
networking and automated network provisioning.

75 08/03/11 © 2011 IBM Corporation

Virtualization driving changes in network infrastructure, creating new
opportunities for network management

Network requirements for virtualization and cloud are similar,
especially for Enterprise/private clouds.

Hybrid Clouds and CSP Clouds have additional requirements for
scaling, concurrent updates, etc. These are the focus of several
startups.

We need to develop comprehensive capability for managing virtual
networks, matching capabilities for physical networks

- Leverage work from ITM, Director.

-Lead in supporting optimization of new data center networks (e.g.
Cisco FabricPath, TRILL, ...)

Competitors (HP, Solarwinds)
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Resiliency
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CC RA 2.0 Resiliency

CC RA 2.0 Resiliency

= Defined cloud Resilience architecture

® Based on lessons learned from
implementations

® Mapped architecture to proposed
CCMP resilience implementation

Identified required products
* NFRs enhancements

Key learning from existing cloud
implementations

* OSS/BSS interdependencies and
operational requirements must be

considered in coordinated resilience

and automation design

7 08/03/11
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Metering, Rating and Accounting

78 08/03/11
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* Metering, Rating and Accounting Domain addresses:

— Different types of metered usage data (3 Key types) and the need to meter both
Allocated and Activity based data

—BSS-0SS mapping of runtime and design time data flows
— Product specific detailed functional gap analysis with tool recommendations
— Solution architecture along with implementation guidance

= 3 Applied Patterns from architecture as applicable to Public, Private clouds and an ISV
context are explained

79 08/03/11 © 2011 IBM Corporation
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= Allocation Usage
— The result of a consumer occupying a resource such that other consumers cannot use it

— For example, the time period IT infrastructure topology (e.g. Servers, CPUs, Memory,
Storage, Network, Database, Websphere Cluster) has been allocated to a particular cloud
service.

— More suitable as Service Usage Metric.

= Activity Usage
— The result of activity performed by the consumer e.g. CPUSecs, Bytes transferred etc
— More suitable as Cost Usage Metric.

= Action Usage

— Actions initiated by the consumer that the provider may wish to charge for or track costs
against

* e.g. Backup/restore server, change virtual server configuration
— Action may or may not involve manual steps

80 08/03/11 © 2011 IBM Corporation
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Cloud Delivery Requires Allocation and Activity Usage

Cloud Service
Requestor #1

Allocation Usage a Activity Usage

Cloud Service Provider

Cloud Service
Requestor #2

Saervice A costs = $4,100

$2,600
Cloud Service Provider
Cloud Service
Requestor #3

Service A revenue = $5,660

Service B revenue = $3,000

81 08/03/11

Service B costs = $3,290
Cost and prices are for illustration purposes only

Loss

© 2011 IBM Corporation

1. To determine if the service is Profit or Loss
2. To Maximize Cloud Utilization

3. Network bandwidth type service metrics require to measure usage
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Metering Rating & Accounting: BSS — OSS Mapping

P
1 Billing Record Generatlon

tEost/Pnce Accountlna Usage Accountmg Usage Reports Rated Usage Reports

[ Prowder s Rating & Accountlng of Usage Accounting Records
-
Qualified Usage Accounting Records ;asrlrlt]:;s
[}

« = e u e e e e QMRNTSG HsAoa Accaunting Records Ganaiation s ssausas
0SS Correlated Usage Records fs;‘t’;cj

|
|
|
|
|
|
|
|
|
|
T
|
[}
|
|
|
|
|
|
|
|
|
|
|
|
|
|

[ Metered Usage Data Correlation
A P . Local
etered Usage Data: Allocation, Activity, Action(Labor) Gt
1
[ Metered Usage Data Generation

Instrumented Service I\_/Ia_na_ge_s_» Instrumented Service
Management System Hosting System
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BSS Billing Records j/
.. i —

— S
Usage Data
Qualification Rules

Correlation & Aggregation
: Rules (Service)

A

Data Correlation &
dgregation Rules (each sourge)

; !
i i I"":‘:‘EMetrics Definition
e D [
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BSS Decomposition
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Business Support Services Decomposition

® Business Support Services (BSS) is a set of components that enables interaction of
customers with the service provider. BSS works closely with Operational Support Services
(OSS), which is a set of computer systems and related processes used to deliver the
services. BSS and OSS functions for all IBM Cloud services are provided by the Common
Cloud Management Platform (CCMP) —

* BSS Decomposition RA content - 44-page doc with the
following sections:
— BSS positioning within CCMP
— Overview of BSS functions required for all realizations
— Public Cloud realization
— Private Cloud realization
— Brief discussion of hybrid cloud and product development realizations
— Future direction — BSS as a Service for promoting re-use and modularization

84 08/03/11 © 2011 IBM Corporation
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CCMP RA 2.0 conceptual CM for Business Support Services

[ Security & Compliance management\

Customer Account mg Customer Management Contracts & agreements m

Customer information mgmt Register contract/agreement |Billing Schedule

User identity mgmt User access mgmt Contracted Rating Contract generation

Service Offering Management Service Offering managem: Pricing

Offering Lifecylce mgmt List prices Price information mgmt
Service Offering Catalog

Options configuration & rule mgmt Discount Price model

Service Subscription Subscription Management

Order management
Enter & manage order || Delivery ste monitoring

Request mgmt mgmt

Entitlement mg

Meterin:
9 Entitlement tracking Manage license/Entitlement

se21A19g Joddng ssauisng — SS9

Clearing & settlement Financial Management Billing

Royalty mgmt / payment Accounts Payable Financial data release
Rating
Process billing charges ||Create & release invoice

ISV / Vendor payment Pesaulits FeashaEs

L © =

(S J
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Private Cloud Realization - using Tivoli Service Request Manager —
Service Provider Edition + Tivoli Usage and Accounting Manager  sruse

provides
all these
o functions

Notes on METERING

TSRM provides
Allocation &
Activity-based
Metering.

TSRM tracks labor,
materials, tools, services
costs.

TUAM provides
Usage-based Metering

RATING & BILLING

TSRM & TUAM
provide partial rating
functions & bill data
generation — but not
a" direct invoicing

NO Peering and Settlement
86 08/03/11 NO accounts payable/receiving ©2011 IBM Corporation
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Hybrid Cloud
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= Scope and Purpose:

— Use Cases: Identify use cases and scenarios for
hybrid cloud setup, operations, and management

— Patterns: Identify solution patterns for integration
of on-premise with services in public cloud(s)

— Life-cycle: Identify and define workload migration
and life cycle events for services in hybrid cloud

— Roles: Identify roles associated with hybrid cloud
operations and services

— Decisions: Define architectural decisions for

hybrid cloud integration framework and for hybrid
cloud management services

" Perspectives

88

— Operating Perspective: Seamlessly move
peek workloads from on-premise to public Cloud

— Sourcing Perspective: Different types of
workloads to be provisioned by the most effective
Cloud from the perspective of cost, functionality,
availability, performance, security, etc.

— Management Perspective: Unified view and
capability to manage resources and information on-
premise and in off-premise Clouds combined with
management and integration of workloads and
resources across hybrid cloud

08/03/11

* Dimensions:

— Integration: How to connect on-premise
services and data to off-premise counterparts...
business data mapping and service integration

— Security: How to integrate on-premise/off-
premise identities, policies, auditing systems; how
to ensure proper security of off-premise cloud
workload; How to secure management and
payload interactions

— Monitoring: Integrate monitoring of off-premise
infrastructure and applications with on-premise
management system; Enable on-premise
monitoring and event infrastructure to reach into
clouds

— Management: Manage Capacity in the cloud;
provisioning- and de-provisioning based on
Monitoring data), capacity overflow from on-
premise to Cloud

— Governance: Who can, does, should use which
cloud-based services...service request
management of on- and off-premise resources

© 2011 IBM Corporation
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Hybrid Cloud: Use Case Scenarios
Integration

Connect off-premise
monitoring events to
on-premise
monitoring system

Hybr Qloud

Hybrid Monitoring

Sync customer L . Example ) .
records Federate Monitoring info of Workload in IBM Public Cloud

. . . L . Hybrid Cloud
On-premise to off-premise Business Application Integration: Integration
Example: Mgmt and Capacity
On-premise Database to Salesforce Cloud Overflow of/to

Public Cloud

= Governance & Hybrid Workload Management
ntegration J Examples:

Governance for acquiring Resources from IBM Compute
Sync on-premise Cloud and/or Amazon; Workload Management and
identity model and capacity overflow from CCMP based private Cloud to IBM
directory Compute Cloud

Security: Directory Integration & Identity Federation

Example
Synchronize on premise ODW LDAP and LotusLive Query Access
Domino directory info and facilitate SSO Replication

ing DB

Cognos and other Analytic Applications in the Cloud:
Initial Load to Cloud; Change Data Capture Replication
to & from Cloud; Query Access; Data Cleansing
89 08/03/11 © 2011 IBM Corporation




* Cloud Management Platform — Hybrid Cloud Model

IBM Cloud Computing Reference Architecture

/Common Cloud Management Platform

BSS
Business
‘Support
Senies Order Mgmt Entitlements Subscriber Mgmt

Offering Mgmt

Invoicing Peering & Settlement

Accounting & Billing

SLA Service Offering
Contract Mgmt Reporting Catalog

Metering, Analytics & Reporting
_. Updated for
Hybrid Cloud

Service Delivery Catalog
Service Templates Service Automation Man2gzi

i
Service Request Management & Configuration Mgmt Image Lifecycle Management

Incident, Problem & T T
Provisioning Change Management IT Service Level Management

IT Asset & License Management - '\‘gr:gégemem

Monitaring &
Event Management

Virtualization Mgmt

Hybrid Cloud

Private Cloud

Integration:
Client Controlled
from within the
enterprise IBM Development &
iy 3rd Party Cloud
Test Cloud :
9 0803/ x -*‘} Seryicoesy j ©2011 IBM Corporation
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91 03/03/11

Multi-tenancy

© 2011 IBM Corporation
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Don
Partia

Multi-tenancy requirements and customer expectations

Requirements mapping to CC RA component for impact and gap analysis

Multi-tenant patterns

Leveraging existing multi-tenancy assets and capabilities

Specification of how secure Multi-Tenancy should be implemented across the CC RA
components

92 08/03/11 © 2011 IBM Corporation
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Multi-tenancy deliverables

93

Multi tenant NFRS NFR deliverable

Use Cases and extensions Use case deliverable

Component impact analysis Component deliverable

111

Multi-tenancy definition
Tenant definition

Multi-tenant patterns whitepaper

088/03/11 © 2011 IBM Corporation
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94

Multi-tenancy refers to the ability of services to be offered to multiple user
entities (tenants) in a way so that each tenant operates as logically isolated,
while, in fact, using physically shared resources.

08/03/11 © 2011 IBM Corporation
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A role within the
business entity that

Tenant —
1
1:n
Consumer
Administrator

1

1:n

Service
Instance

1:n

Service Resources

Application|| Platforms

Virtual
Machine

Network

Storage |
componen

manages contracts 1
and optionally Consumer
approves —» Business
commission of L__Manager |
services from the

Cloud

The users of the  ——» C;ﬂ”;bzeer'
Service

95 08/03/11

A business entity that is
contractually responsible for the
consumption of Cloud Service
from a service provider.

A role within the business entity
that will request commission and
decommission services from the
Cloud.

The Cloud service instance
requested by the Service Owner

The resources consumed by the
service

© 2011 IBM Corporation
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Multi-tenancy whitepaper

Standardisation
Security risk
Cost/tenant

1. Primitive set of patterns of multi-

tenancy
2. Associated multi-tenant

characteristics that will have to

be supported in any Cloud
implementation.

3. Multi-tenancy of managing and

manage environments

4. Multi-tenancy needs of public

and private clouds.

96 08/03/11

Multitenancy service considerations

Low » High
Low » High
High <« Low

[ Tenant || Tenant | | Tenant || Tenant | | Tenant || Tenant| [ Tenant [ Tenant| | Tenant]| Tenant|

e

Data center floor Data center floor Data center floor Data center floor Data center floor

] ] [ v
Physicaldevel  Hypervisor-level Operating Platform-level

multi-tenancy

© 2011 IBM Corporation
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