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End the journey through the dark LI
Turn on the light with wireshark
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The mother of all IP diagnostics: PING

3
2

http://en.wikipedia.org/wiki/Sonar

,2active sonar is emitting pulses of sounds and listening for echoes. Sonar may be used as a
means of acoustic location and of measurement of the echo characteristics of "targets" in

““

the water.

ap L]
File Edit Wiew Go Capture Analyze Statistics Telephony Tools [Internals  Help
@) == gp

e BEXZL AT (BB QAN 0B % B
Filter: |icmp.t:.rpe==l}aricmp.t:.rpe==8 [V] Expression... Clear Apply
Source ipid ip.df iplen  Data Time Info
205.144.107.201 Ox8779 Not set 38 20101115113456519193 2010-11-15 12:34:56.533325 Echo (ping) request 1d=0x6443, seqg=1,/2546, ttl=40
198,147.171.51 0x7ee9 NoOT set 38 20101115113456519193  2010-11-15 12:34:56.533325 Echo (ping) reply 1d=0x5443, seg=1/256, ttl=54
205.144.107.201 Ox8781 Not set 38 20101115113456519193  2010-11-15 12:34:56.659208 Echo (ping) request 1d=0x6443, seqg=2,/512, ttl=49
198.147.171.51 Ox7eef Mot set 38 20101115113456519193  2010-11-15 12:34:56.778293 Echo (ping) reply 1d=0x6443, seq=2/512, ttl=564
205.144,107. 201 Ox8784 Not set 38 20101115113456519193  2010-11-15 12:34:56.778293 Echo (ping) reguest 1d=0x6443, seq=3/7068, tt'|=49
198.147.171.51 Ox7ef0 Mot set 38 20101115113456519193 2010-11-15 12:34:56.778293 Echo (ping) reply 1d=0x8443, seq=3/768, trl=564
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Ping comes in with TTL 49

src_ip is 205.144.107.201
Ping reply leaves with TTL 64
src_ip is 198.147.171.51
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http://en.wikipedia.org/wiki/Sonar

TTL and Topology |.

L]
File Edit View Go Capture Analyze Statistics Telephony Tools [Intermals  Help
S ERXE2Ee AT L |EE QA A0S % B
Fitter: |icmp.h'pe==Duricmp.h'pe==B [V] Expression... Clear Apply
Source ipid ip.df iplen  Data Time Info
205.144,107.201 Ox8779 Not set 38 20101115113456519193  2010-11-15% 12:34:56.533325 Echo {(ping) reguest 1d=0x6443, s5eq=1/25%6, tt]1=49
198.147.171.51 0x7eed9 Not set 38 20101115113456519193  2010-11-15 12:34:56.533325 Echo (ping) reply 1d=0x6443, seg=1,/256, ttl=564
205.144,.107.201 Ox87EL NOT set 38 20101115113456519193  2010-11-15 12:34:56.659208 Echo (ping) reguest 1d=0x&443, seq=2/512, ttl=49
198,147.171.51 Ox7eef Not set 38 20101115113456519193 2010-11-15 12:34:56.778293 Echo (ping) reply jd=0x64432, seqg=2/512, ttl=584
205.144.107.201  Ox8784 Not set 38 2010111511 3458519193 2010-11-15 12:34:546.778293 Echo (ping) request 1d=0xb443, seq=3/7868, ttlfﬁgm.
198.147.171.51 0x7ef0 NOt s&t 38 20101115113456519193 2010-11-15 12:34:56.778293 Echo (ping) reply 1d=0x8443, seq=3,/768, ttl=84

TTL=49 PING

G reply

198.147.171.51

205.144.107.201

The trace was taken at 198.147.171.51 (TTL 64 = initial TTL of z/OS)

The hexadecimal PING payload is date/time — not a common z/OS payload...

The incoming PING traveled 15 hops (assuming this host has the same initial TTL)
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Traceroute and TTL

1 tracerte.pcap

Fle Edit Yiew Go Capture Analyze Statistics Telephony Tools Internals Help

3w e EEXZEE |l acr»aT L EE QAR $¥D%| B

Filter: |i|:|.au:||:|r== 52.123.65.104 ordns [V] Expression... Clear Apply

Source ip.id ip tl ip.df iplen Time Infa

10.0.118. 20 Oxa25c (41564 1 Mot set 92 96.509023 Echo {(ping) request 1d=0x0400, seqg=2816,11, ttl=1l
10.0.118.1 Ox57ed (22509), 0xa25c 255,1 Mot set 56,92 0.001927 Time-to-live exceeded (Time to live excesded in transit)
10.0.118, 20 Oxa25d (41565) 1 Mot set 92 0.000234 Echo (ping) request dd=0x0400, seg=3072,/12, ttl=1l
10.0.118.1 Ox57ee (225100, 0xa25d 255,1 Mot set 56,92 0.000689 Time-to-live exceeded (Time to live excesded in transit)
10.0.118, 20 Oxaz5e (415667 1 Mot set 92 0.000248 Echo (ping) request dJd=0x0400, s5eg=3328/13, ttl=1
10.0.118.1 Ox57ef (22511),0xa25e 255,1 Mot set 56,92 0.000735 Time-to-live exceseded (Time to live excesded in transit)
10.0.118, 20 Oxa25f (41567 2 Mot set 92 0.989153 Echo {ping) reguest {d=0x0400, seg=3584,/14, ttl=2
9.155.60.1463 Ox05f7 (1527),0xa25f 254,1 Mot s£T 56,92 0.001879 Time-to-live exceeded (Time to live excesded in transit)
10.0.118. 20 Oxa260 (41568) 2 Not set 92 0.000219 Echo {(ping) reguest {d=0x0400, seg=3840,/15, ttl=2
9.155.60.163 Ox05f8 (1528),0xa260 254,1 MOt s€T 56,92 0.001012 Time-to-live exceeded (Time to live excesded in transit)
10.0.118. 20 Oxa26l (41569) 2 Not set 92 0.000238 Echo {(ping) reguest {d=0x0400, seg=4096/18, ttl=2
9.155.60.1463 Ox05f9 (1529),0xaz6l 254,1 Mot set 56,92 0.0009%3 Time-to-live exceeded (Time to live excesded in transit)
10.0.118, 20 Oxa262 (41570 3 Mot set 92 0.995684 Echo (ping) request 1id=0x0400, seqg=4352,/17, ttl=3
9,155.0.121 Ox07ad (19465, 0xazée2 253,1 Mot set 56,92 0.001107 Time-to-live exceeded (Time to live excesded in transit)
10.0.118. 20 Oxa263 (41571} 3 Mot set 92 0.000251 Echo {(ping) reqguest 1d=0x0400, seqg=4608/18, ttl=3
9,155.0.121 0x07as (1966),0xa263 253,1 Mot set 56,92 0.000980 Time-to-live exceeded (Time to live excesded in transit)
lD.Cl.llE.2D Clw = FEA A1 ETY 2 klat st a2 O NANN20E Cebim fmdmna™ ramiact 4Ot nn cam_ AREA MO ++71_2
9.155.0.121 ey .

1o 0118 00 Traceroute sets TTL too low to solicit ICMP error messages from the routers in the path
9.155.0.25%

10.0.118.20 TTL 1:1ip.id @a25c,a25d,a25e getting response from 10.0.118.1

9.155.0.25%

10.0.118. 20 H H H

L0 HE 20 TTL 2 ip.id a25f,a260,a261 getting response from 9.155.60.163
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Traceroute for HPR/IP s |
EEDIAG TEST=YES

IP Packets are sent to all EE ports with TTL of 1, if no ICMP TTL exceeded response is
received the packet is resent with 3.3 seconds interval

If a TTL exceeded message is received, the sender's src_ip and the RTT will be remembered

|1 EEDIAG.cap.modups. pcap - Graph Analysis

o 19814717151 1012810498 — 10.128.104 57 — 199.22040.9 -
205.144.107.201 10.128.104.85 10.40.20.130 152177.24
o000 | Ll P, func=Unknowg; : : :
3.287  UP.funcsUinknowg)
6,630 P funesUnknowg; : : :

B U P, func=Unknowr!

—_

First hop router didn't answer

. L Time todive exceed

1%t 222 - 3 retransmissions
§ 2" 10.128.104.99

!_l P, func=Unknowr!
| Time4odive exceed

“H12001) !

i - Timeto4ive exceed
. _ WP func=Unknow! !
. L | Time-todive exceed

3 10.128.104.85

. P, func=Unknowrg,!

Time-todivie exceed

i Timetodive exceed
1

[ S R ] [ S R ] [ S R ] [ S R ] [ S R ] [ S R ]
[ S I ] [ S I ] [ I ] [ I ] [ I ] (4= R ]
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Traceroute for HPR/IP
ErEDIAG TEST_:YI_ES

EEDIAG

. 000000

Ox84ca

Im
=]

© Copyright IBM Corp. 2011. All rights reserved. 7

The destination is 11 hops away
The TEST OK comes in with a TTL of 49
The initial TTL of the remote host is 60

2011

477 TEST req 4] 1 ((33988) 198.147.171.51
482 EEDIAG TEST req 3.195164 1 OxB506 (34054) 198.147.171.51
487 EEDIAG TEST req 3. 388341 1 Ox8586 (34182) 198.147.171.51
492 EEDIAG TEST req 3. 268688 2 OxB608 (34312) 198.147.171.51
497 EEDIAG RTT reply 0. 044252 254,1 Ox7el3 (32275),0xB608 10.128.104.99
502 EEDIAG TEST req 0, 000000 3 Ox860d (34317) 198.147.171.51
507 EEDIAG RTT reply 0, 000000 253,1 Ox4734 (18228),0x860d 10.128.104. 85 =
509 EEDIAG TEST req 0. 000000 4 OxBE12 (34322) 198.147.171.51
517 EEDIAG RTT reply 0. 00890% 252,1 Ox8980 (35200),0x8612 10.40.20.134
519 EEDIAG TEST req 0, 000000 5 0xB617 (34327) 198.147.171.51
527 EEDIAG RTT reply 0, 000000 251,1 Ox0000 (0),0x86817 (34:199.220.40.9
532 EEDIAG TEST req 0. 000000 6 O0xB61lc (34332) 198.147.171.51
538 EEDIAG RTT reply 0.059784 246,1 Oxa500 (42240),0x861c 152.177.242.210
539 EEDIAG TEST req 0, 000000 7 OxB621 (34337) 198.147.171.51
547 EEDIAG RTT reply 0, 045674 58,1 Ox5elb (24091),0x8621 205.144.107.201
550 EEDIAG TEST req 0. 000000 8 OxB627 (34343) 198.147.171.51
557 EEDIAG RTT reply 0.048145 247,1 Oxd78e (55182),0xB8627 205.144.107.201
559 EEDIAG TEST req 0, 000000 9 0x862d (34349) 198.147.171.51
568 EEDIAG RTT reply 0.045130 247,1 0x77d9 (30681),0x862d 205.144.107.201
569 EEDIAG TEST req 0. 000000 10 0xB634 (34356) 198.147.171.51
577 EEDIAG RTT reply 0.041841 246,1 Oxbbea (46826),0x8634 205.144.107.201
580 EEDIAG TEST req 0, 000000 11 q@sa3b (34383) 198.147.171.51
587 EEDIAG RTT reply 0.050343 245,1 0xfaet(63073),0x863b 205.144.107.201
592 EEDIAG TEST req 0. 000000 12 OxBo4l (34369 198.147.171.51
EEDIAG [4] Ox66a3 (26275)
602 EEDIAG TEST req 19, 757549 1 OWBECE (35016) e 1is 451 Rt
e | TTL 11 was the last packet getting an ICMP
[Frame is dignored: False]
[Protocols in frame: eth:ip:udp:1lc:datal TTL 12 reaChed the Other end_
[coloring Rule Name: EEDIAG TEST req ]
[Coloring Rule String: udp.dstport ge 12000 and 1lc.contraol ==




The traceroute for HPR/IP:

r1..-

. _
SHARE
Techaglogy « Corssclines « Rasulls

EEDIAG TEST—YES

§7Y EEDTAE TEET Ty ARTele] I GREIET T I9EEY TO8 14717151 tAit ;

487 EEDIAG TEST req 3195164 1 0x8506 (34054) 19814717151 The initial TTL of routers is 255

487 EEDIAG TEST req 3.388341 1 0x8586 (34182) 198.147.171.51

492 EEDIAG TEST req 3. 268888 Wﬂ Local Datacenter routers

497 EEDIAG RTT reply 0.044252 254, bx7e13 (32275),0x8608 10.128.104

502 EEDIAG TEST req 0.000000 3 0x860d (34317) 198.1477171.51

507 EEDIAG RTT reply 0.000000 253,1 0x4734 (18228), 0x86 .128.104.85

509 EEDIAG TEST re 0.000000 4 0x8612 (34322 198.147.171.51 . . )

517 EEDIAG RTT rEpEI:ly 0. 008905 252,1 0x8980 o0y, oxse12 10.40:20.13¢  — Distant Routers with higher RTT

519 EEDIAG TEST req 0.000000 717

527 EEDIAG RTT reply 0.000000 251, A

532 EEDIAG TEST req 0.000000 S additional hops not seen

538 EEDIAG RTT reply 0.059784 246,490xa500 (42240),0x861c 152.177.

539 EEDIAG TEST req 0.000000 7 0x8621 (34337) 7.171.51

547 EEDIAG RTT reply  0.045674 58,1 Ox5elb (24091), 0x862 144.107.200 4 | Sgme IP address

550 EEDIAG TEST req 0.000000 8 0x8627 (34343) 198.147.171.51 A

557 EEDIAG RTT reply 0.048145 247,1 0xd78e (55182),0%8627 205.144.107.201 .

559 EEDIAG TEST req 0.000000 9 198.147.171.51 Different TTLs, IP.IDs

568 EEDIAG RTT reply 0.045130 247,1 0x77d9 (30681),0x862d 205.144.107.201

569 EEDIAG TEST rag 0. 000000 10 0x863 198.147.171.51 TTL 58 Not a router

577 EEDIAG RTT reply 0.041841 246,1 Oxbfea (46826),0x8634 205.144.107.201

580 EEDIAG TEST req 0.000000 10 0%863b (34363) 198.147.171.51

587 EEDIAG RTT reply  0.050343 245 4 0xf661 (63072),0x863b 205.144.107. 201 TTL 49 Not a router

592 EEDIAG TEST req 0.000000 12 0x86841 (34389) 198.147.171.51

597 EEDIAG TEST OK 0.048407 49 Ox66a3 (26275) 205.144.107.201

602 EEDIAG TEST req 19.757549 1 0x88c& (35016) 198.147.171.51 [

1] (]

L' 1 smiiee 1 DERAl Pehewd s 1 ma 1 | —

[Frame is dignored: False] lad

[Frotocols in frame: eth:ip:udp:1lc:datal

[coloring Rule Name: EEDIAG TEST req ]

[Coloring Rule String: udp.dstport ge 12000 and Tlc.control == 0Ox00T7]

<
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TTL and Topology ll.

The packet with TTL 12 reached the other end.
The destination is 11 hops away
The TEST OK comes in with a TTL of 49
The initial TTL is 60

198.147.171.51 205.144.107.201

TTL—12 TTL=11 TTL=10 TTL=9 TTL=8 TTL=7 TTL=6 TTL=5 TTL=4 TTL=3 TTL=2 TTL=1
I e S S e L N

i e e
@@@%%%@@@@@
58 247 246 245

ICMP_TTL 253 252 251 246

TTL=49 TTL=60

- «
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SHARE

© Copyright IBM Corp. 2011. All rights reserved. 9 2011

@
LY
||
nn
i
.:iil"
il
®



SHARE

TTL and Topology lll.

Looking at the returned TTLs, we can make assumptions as to how the routers are
connected.

198.147.171.51 205.144.107.201

M Trr.=49
- TTL=9
TTL—12 TTL=11 TTL—10 @ TTL=7 TTL=6 TTL=5 TTL=4 TTL—3 TTL—2 TTL=1

=N @ \/@ @?E @ @ -
ICMP TTL 2272 \%

253

SHARE
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TTL and Topology IV.

Routers send with a TTL of 255
Linux sends with a TTL of 6
A gap in the TTLs indicates a VP

Multiple\ﬁgpli\es from the same IP addre

Sec tunnel is in the path
indicate a NAT hiding the original addresses

198.147.171.51

TTL=12 TTL=11 TTL=10 (e

NAT IP address
205.144.107.2

TTL=5

TTL=7 TTL=

e e g T TTL=1
@ % 253\TTL=8 @ @
ICMP_TTL 272 254 Y G 252 251 . J2a46 Y s
253 o
TTL=3 w246
—
247
p : ! —— —
= == SHARE

Im
=]
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Fragmentation is bad — BAD

- BAD

Fitter: | (ip flags mf==1 or ip frag_offset= 0} && {ip.proto == 17) w | Bxpression... Clear Apply
Ma. whazzin . Time ip ipid iplen src.addr dst addr { rihdr
445 Fragmentation 0O.000000 48 0x6350 44 205.144.107.201 198.147.171.61 12003 Q0000000000000
446 Fragmentation 0.021794 48 0x6350 1494 205.144.107.201 198.147.171.5
| 1 |

-
i

= Internet Protocol Version 4, src: 205.144.107.201 (205.144.10

.201), Dst: 198.147.171.51 (198.147.171.51)

version: 4

Header Tength: 20 bytes

Type of service: Ox00 (None)

Total Length: 44

iFication: O0x6350 (25324
. Ox01 (More Fragments)

Fragmen a1 :

Time to live: 48

0

Same ip.id, only first packet has a UDP
header! Most Firewalls will drop 2™
packet as it does not match any port
filter rule!

Frotocol: UupkP (173

Header checksum: 0x5c50 [validation disabled]
Source: 205.144,107.201 {205.144.107.201)
Destination: 198.147.171.51 ({198.147.171.51)
= User Datagram Protocol, Src Fort: 12003 (12003), Dst PO
Source port: 12003 (120030
Destination poct: 12003 (120030
Length: 1498

TTL

12003

changes to 48!

(12003)

UDP length is 1498, adding 20 bytes IP
header indicates the original packet was
1518 bytes at the sender!

+ Check T 0xd270 [unchecked, not all data av
# Logical-Link Control
+ Systems Network Architecture
. Mime e e cmmb Tl ard Rl s ora’l
0oo00 00 Of al 00 00 01 00 50 9b 00 00 O1L 08 00 45 00 .
0010 00 2c 63 50 20 00 20 11 5c 50 cd 90 &b c9 c6& 93 I
0020 ab 323 22 23 2e 23 05 cda d2 70 04 08 03 £2 08 dO L3L.T.T..
Q030 00 00 00 00 00 00 0O £F o0 3d L i,
AL

<
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TTL and Topology VI. - Fragmentation

Fragmented IP packets get inspected adding an additional hop to the ip path.

10.40.20 205.144.107.201

199.220.40

198.147.171.51 10.128.104
| NAT

< TTL=9

TTL=12 TTL=11 TTL=10 @ TTL=7 TTL=/6/\/—\-¥L=5
’ > —p

S & mumr@a ) &

ICMP_TTL 2?2 | 254 \% 252 251\4vJ246

Fragments

SHARE
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Now we have picture of the environment
Time to get started working on the 'problem’

TTL=9
TTL=10 iug TTPL="7

- — -
iﬁii'j';SQE‘FTLiﬁﬂfiiii F5

254 R\ Sy | 252
;fsa
|

=0

Fraguents

SHARE
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o

Detecting INOPs with wireshark

g — O
File Edit uView Go Capture Analyze Statistics Telephony Tools Internals  Help
B e EEXR2E AcsaT2IEE QaQD #0B%| B
Fiter: |ud|:u.dst|:u:urt=='|2[l'[l'[!'&&||c 84 llc.control == (xD0F3 &4 llc. control == B00F7 [v] Eryare el T
Ma. whazzin . Time iptl  ipid iplen  |src.addr dst addr dst port llz ot s5AP dSAP  IDBLK IDMUM
64 XID_In 0. 000000 49 Ox86ad 170 205.144.107.201198.147.171.51 12000 0Ox00af SNA Path SNA  Ox00000FFT Ox00026k&e
65 XID out 0.0112862 64 Oxdd26 159 198.147.171.51 205.144.107.201 12000 0Ox00af sNA SNA P OxO0000FTf Ox0001lbact
66 DISC 0.000628 64 Oxdd27 31 198.147.171.51 205.144.107.201 12000 O0Ox0053 SNA SNA P
67 XID_In 0.029777 49 Ox86b0 170 205.144.107.201198.147.171.51 12000 Ox00af sNa Path sNa OxO00000FTT Ox00026b8e
68 XID out 0. 000000 64 Oxdd2a 159 198.147.171.51 205.144.107.201 12000 Ox00af SNA SNA P 0x00000FfT 0x0001b8a7 _
70 DISC 0.000622 64 Oxddzb 31 198.147.171.51 205.144.107.201 12000 0x0053 SNA SNA P
71 XID_In 0. 000000 49 0Ox86b2 170 205.144.107.201198.147.171.51 12000 Ox00af sNa Path sna  OxO00000FTT Ox0002683C
72 XID out 0.001382 64 Oxdd2c 159 198.147.171.51 205.144.107.201 12000 Ox00af sna SNA P Ox00000FTT Ox0001lbbfk
73 DIsC 0. 000000 64 Oxddzd 31 198.147.171.51 205.144.107.201 12000 0Ox0053 SNA SNA P
74 XID_In 0.042454 49 Ox86b5 170 205.144.107.201198.147.17
76 XID out 0.008611 64 Oxdd2e 159 198.147.171.51 205.1 Incoming XID gets answered and DISC
77 DISC 0. 000507 64 Oxddzf 31 198.147.171.51 205.1 . .
114 XID_In 270.00015 49 Oxbc20 170 205.144.107.201198.1 Immedlately'
115 XID out 0.0890407 64 Ox0248 159 198.147.171.51 205.1
116 DISC 0. 000601 64 Ox0249 31 198.147.171.51 205.14= : )
| i | (2]
O File: "E:'\2011\SHARE\Orlando's9248_1.cap”™ 82 KB 1531:38:05 Packets: 726 Displayed: 28 Marked: 0 Load time: 0:00.046 —

Filter name: | Linkup/Linkdown

Filter string: |udp dstport==12000 8¢ lic &4 llc.control == be00F3 &8 llc.control == 2007 || Expressi

DYNPU=YES?

No matching SWNET
= - PU found ?!?
o ][ e ] [omd ] \

k)
-

L
.

Im
=]

SHARE

© Copyright IBM Corp. 2011. All rights reserved. 15 2011



Active link — why a new XID?

r1...-

k-
SHARE

Techaglogy + Cormeclions - Resulls

| 59248 1.cap = O

File Edit View Go Capture Analyze Statistics Telephony Tools [Internals  Help

e PFEAXZSE A¢+TLIEEF QaQaQaB @§@® % B

Fitter: w | Bxpression.. Clear Apply

Mo. whazzin . Time ip tl ip.id iplen grc.addr dst addr dst port (il
111 Tdle link out 0.236451 64 0x0210 31 198.147.171.51 205.144.107.20112000
112 Tdle Tlink out 4.193559 64 Ox0222 31 198.147.171.51 205.144.107.20112000
113 1dle Tink 1inb 49 Oxbb52 31 205.144.107.201 198.147.171.51 12000
114 XID_In 49 Oxbcz0 170 205.144.107.201 198.147.171.51 12000
115 XID out 64 Ox0248 159 198.147.171.51 205.144.107.20112000
116 DISC Q. 31 198.147.171.51 205.144.107.20112000
117 XID_In 0. 046840 144, 7,201 198.147.171.51 12000
118 XID out Q. 000000 .51 205.144.107.20112000
119 DISC Q. 000412 64 0x024b L144.107. 20112000
120 DISC Q. 000000 49 Oxbc22 3 ] ; ! ]
121 XID_In 0.000648 49 Oxbc23 17( There is'an-active link between the two ip
122 XID out Q. 000000 64 0x024c 15¢ ;
123 pISC 0.006573 64 0x024d 31 addresses when the XID comes in.
124 XID_1In 0.039901 49 Oxbc24 17(
125 DISC 0. 000000 49 0xbc25 37Uy, 99 IU7 . ZUL 198, I47. L7 L. 3L LZUdy
126 XID out 0.000473 64 Ox024e 159 198.147.171.51 205.144.107.20112000
127 DISC 0. 000539 64 Ox024f 31 198.147.171.51 205.144.
128 Idle link inb 3.077671 49 Oxbd34 31 205 4o 2ol 1 oe 142
129 1dle link out O.000000 64 Ox026C 31 195 147.171.51 205,144,107 201 12006

I Parallel TGs between No longer supported!
one ip address palr'
O File: "E:\2011'5HARE \Orlando\59246_1.cap™ 82 KB 1531:36:05 Packets: 726 Displaykd: 726 Marked: 0 Load t

AL

<

Im
=]
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Now we have picture of the environment
Time to get started working on the ‘problem’

[
Suth ]
'Er-

Pathswitch?

\@’ T =0t SHARE

© Copyright IBM Corp. 2011. All rights reserve d. 17 2011
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jee.ee
i

How to find switching pipes

Eile Edit Wew Go Analyze Statistics  Telephony Tools Internals  Help

Buoee EEXEE Aacs»TLIEE QAN #DM x| B

Filter: |5na.nlp.thdr.uﬁset = 13 &4 sna.nlp thdrbsn = 0 or (expert.group == "MaHorrned"M Expression... Clear Apply

Capture

Mo. whazzin . Time ipttl ipid iplen  src.addr dst addr dst port nhdr TCID

200 PATHSWITCH 12:21:01.726086 64 Oxlad2 175 198.147.171.51 205.144.107.20112001 d400000000000000Ff 18163F9500010156
| 1 »

Stafus Segment )
Switching Information Segment

gLl S0 U U4 Ul S u L g Ul g5 34 32 Uy 22 UL . 4. h]

0050 00 00 00 88 b8 00 01 34 98 00 00 Of a0 0O 00 O1 oohecd geaa ol

0060 2c 05 0e 00 00 1b 17 00 2 00 00 c& e= 00 00 OO0 pe e aF [_]

Q070 00 00 00 00 00 12 14 00 3c 28 B3 BZ 00 00 00 O35  ........ ={ch.

0080 95 00 00 ea 60 00 00 00 b4 Oc &7 0a 00 80 51 01 e v i —ees annannns

0030 0 01 00 00 00 0c 67 NDa 00 B0 19 00 14 01 OO OO . . ... ... M

D Textitem {text), 72 bytes Packets: 726 Displayed: & Marked: 0 Load time: 0:00.082 Profile: EE2

Properties

Filter name: | HPR PATHSWITCH

Filter string: | sna.nip thdr.offset = 13 &4 sna.nlp thdrbsn = 0 or {e:q:ert.gmud [ Expression... ]

oK

I

Lpply

Cancel

Yeah, tune in and listen
to ICMP.FM

Let's expand the trace
in this timeframe!

© Copyright IBM Corp. 2011. All rights reserved.
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PATHSWITCH due to routing loop

es, if they don't make it to

the remote RTP a

PATHSWITCH is the

ogical consequence

Our outbound NLPs die
in a routing loop!

9748 ap — -
File Edit View Go Capture Analyze Statistics Telephony Tools Internals  Help
B ol el ¢ BEREXEE AT LIEBR Qaab| —
Filter: | [v] Expression... Clear Apply
MNo. whazzin . Time ip ttl ip.id iplen  src.addr dst.addr dst port nhdr [A]
200 PATHSWITCH 12:21:01. 726086 64 Oxlad2? (6866) 175 198,147 171,51 205.144.107.20112001 d4000000000001
201 CPSVCMG 12:21:01.759857 49 0xd937 [ 07) 83 205.144.107.201 198.147.171.51 12001  d4000000000001
202 CPSVCMG 12:21:01.759857 64 Oxlael (6880 82 198.147.171.51 205.144.107.20112001 d4000000000001
0 O oop 0 06 Ox6d0 a0 Ox1a ¥ 0 0 0 08 00
04 RO oop 01.8110 Ox6d0 000, , Oxlael 56,83 20 07.201 108 00 =
06 RO oop 0 00 Ox6 q Ox1b 5 0 0 0 08 00
208 CPSVCMG 12:21:02.846496 64 Oxlblc 40 82 198.147.171.51 205.144.107.20112001 d4000000000001
Cg 0 OO D O 58 Oxb 9 O D 0, 8 O O O a8 0
0 oD O 238649 Oxb o L O D38 6 O O O a8 0
212 CPSVCMG 12:21:03.838649 64 0x1b43 (6979) 83 198.147.171.51 205.144.107.20112001 d4000000000001
0 oo O 2318649 Oxb6db 500 O D 6, 8 O O O a8 OO0
715 rocurhae 12-21-04 NN2I0A fA Nvihdh FRQRTY R 108 147 171 51 20K 144 107 2011720001 Hannnnnnnnnnnivl
| m | (2]
o File: "E:\2011\SHAREOrlando\59248_1.cap™ 82 KB 1531:36:05 Packets: 726 Displayed: 726 Marked: 0 Load time: 0:00.031 Profile: _EE2

T
L
Y

4]

© Copyright IBM Corp. 2011. All rights reserved.
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Routing Loop: TTL exceeded

The ICMP message comes
|n W|th a TTL of 245

Who's that?
Let's check our plc_ture'

Fiter: | ip #tl<10 and udp and ludp length==5& W

Mo. whazzin . Time ip ip.id 21— g = Ta 0
59 Routing Loop 12:13:17. 3 ,1 Ox256d (9581),0xdbad (56,31 20>5.944, 10? 201 ’98,14? 1/1.51 12000
61 Routing Loop 12:13:21.893 ,1 Ox25Ffd (9725),0xdc31 (56,31 . . PCi 198.147.171.51 12000

Routing :17:36. 060766 .1 Oxedce (25806), 0x00cE 3 . vyl 198.147.171.51 12000
Routing Loop :20:58. 315697 ,1 Oxbcse (27742),0x1a09 . . .. 1 188.147.171.51 12001
Routing Loop :20:58. 349276 .1 OxecS5T (27743),0x1a0d 6, . . cews 198.147.171.51 12001
Routing Loop :200:59. 230052 .1 Ox6cB0 (27776),0x1a46 , 83 . . L2001 198.147.171.51 12001
Routing Loop :20:59. 394710 ,1 OxbcBe (27790),0x1a69 , 83 . . L2001 198.147.171.51 12001
Routing Loop :20:59. 526941 .1 Ox6cO9b (27803), Oxlacb 3 . . L2001 198.147.171.51 12000
Routing Loop 121 :00. 055715 ,1 Oxechd4 (27828),0x1a79 , 83 . . L2001 198.147.171.51 12001
Routing Loop 121 :00. 587253 ,1 Oxbeccd (27853),0x1a%a , 83 . . L2001 198.147.171.51 12001
Routing Loop :21:00. 864111 .1 Oxbcel (27873),0x1abl , 83 . . L2001 198.147.171.51 12001
3 Routing Loop :21:01. 777062 .1 Oxed03 (27907),0x1ad? B, . . L2001 198.147.171.51 12001
Routing Loop :21:01.811973 ,1 Oxed05 (27909), Ox1aed , 83 . . L2001 198.147.171.51 12001
Routing Loop :21:02. 752500 ,1 Oxed33 (27955),0x1b14 B, . . L2001 198.147.171.51 12001
Routing Loop :21:02. 887721 .1 Oxed37 (27959),0x1blc , 83 . . L2001 198.147.171.51 12001

Ry Bt CumL = 2 2238540 [y el el L} [ Ayl 5 [ 2 (4]

b

=18

o

# Internet Protocol version 4, Src: 205%.144.107.201 (205.144.107.201), Dst: 198.147.171.51 (198.147.171.51)
=] Internet Control Message Protocaol
Type: 11 (Time-to-live exceadad)
Cade: 0 (Time to live exceeded in transit)
Checksum: 0x3ded [correct]
# Internet Protocol version 4, Src: 198.147.171.51 (198.147.171.51), Dst: 205.144.107.201 (205.144.107.201)
+# User Datagram Protocal, Src Port: 12001 (12001), Dst Port: 12001 (12001)

v iy

<

Im
=]

SHARE

© Copyright IBM Corp. 2011. All rights reserved. 20 2011



PATHSWITCH due to routing loop S
Where is it?

L
S b 3
h ™

Pathswitch!

\@’ T =0t SHARE

© Copyright IBM Corp. 2011. All rights reserve d. 21 2011




TTL and Topology VIl. - Here's the problem =~

A routing problem at the remote end is causing our NLPs to be discarded

10.40.20 205.144.107.201

199.220.40

198.147.171.51 10.128.104
| NAT

H

< TTL=61

TTL=64 TTL=63 TTL62 @ TTL=59 TTL= ;.p—\/\gkm
> — —

S & sorv@e 0 | @

ICMP_TTL ??? | 254 \ & 252 251\4vJ246

Fragments

@
LY
||
nn
i
.:iil"
il
®
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Wireshark
Personal Configuration Files - Profiles

About Wireshark

Wireshark f-‘u.rthu:-rs| Folders | Plugins | License

MName 1 Folder

WDocuments and Settings’

wAdministrator My Documents®,

"File" dialogs [
Temp [

WDOCUME~TWADMIMI™

SLOCALS™ 14 Temp®

Personal configuration C:

“Documents and Settings®

wWAdministratorApplication DataWWireshan,

Global configuration  C:A

Frogram Files \Vireshark

System A

Program Files"Wireshar

*\Program Files WVireshark

)

¢ Address

Typical Files 1

capture files
urtitled capture files
"dfiters”, "preferences”, "ethers”, ..

"dfiters”, "preferences”, "manuf”, ..

program files

=T =0

File Edit Wiew Favarites Tools Help
\_) LE p Search [{ Folders v
Y\Documents and Settings\Administrator\Application Data\Wireshar - ]
Cycp ts and Settings\Administrator\Application Data\Wireshark v| &l G
* . colorfilter
= = _ or 5
File and Folder Tasks ¥ — profies 333 = -
[ === 1kB
Other Places ~ — s T
: dfilters : S preferences:
o w5 T e
&) My Documents
@ Shared Documents i recent i recent_commaon
] File aza| | File
&§ My Computer CEE] | Iy CEE] |
\Q My Metwork Places d s HARE
© Copyright IBM Corp. 2011. All rights reserved. 23 2011




Wireshark s
Personal Configuration Files - Profiles

4! A1A1DA.PCAP.nodu ps.pcap - Wireshark

File Edit WView Go Capture Analyze GStatistics Telephony Tools Help
o EEXEE A¢ DT QA WM %

Fitter: * Expression... Clear Apply
L) |

W‘ﬂme Source Destination Protocal Info

\ 1 0.000000 10.84.80.163 10.64.96.193 DRDA SQLCARD|[Packet sjze limited during captu

& Wireshark

ze limited during captu
DTA[Packet size Timited d

File Edit WView Favarites Too

0 © 3 0

|53 ©\Documents and Setﬁngs'y%dministratl:ur'-ﬁ.pplicaﬁnn Data'\Wireshark

1 Address

= " colorfilte | :
File and Folder Tasks ¥ orofies B 24 bits)
223l 1km 0:50:a3 (08:00:5a:40:50:a3)
“ 4,946,193 (10.64.95.193)
Other Pla b P m—
sriiaces dfilters . grekerences brt: 49413 (49413), seq: 14178242
icati File 2aal | File
e e b w 2k8 153KE. | |
My Documents
i Shared Documents recent — recent_common T Q..
: File File . L% . ...
&§ My Computer 3 KB cEE] | IR s N o
\:g My Metwork Places - r ........
Innnn in in [Tl 4 M A A A rC AT A - E = s C Tl C™y A A C ¥ A - co e P =l o A
LYY 2
€y =55 SHARE
=== I,

© Copyright IBM Corp. 2011. All rights reserved. 24 2011



s 3
Questions SHARE
* |P Wizards on Facebook IP Wizards

ip.wizards@groups.facebook.com

* Wireshark Bootcamp 2011
* Germany: http://tinyurl.com/ZOWIEODE
* Canada : http://tinyurl.com/ZOWIEOCE

\@’ T =0t SHARE

© Copyright IBM Corp. 2011. All rights reserved. 25 2011
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Appendix

* I[P Fragmentation

@
LY
||
nn
i
.:iil"
il
®
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Fragmentation: Why ? — Part I. £

An unfragmented packet arrives

1 fragmentation.cap - Wireshark

File Edit View Go

Capture  Analyze Statistics Telephony Tools  Help

EEXEE A¢»aTFL (EE QaaD #E8B -
Fitter: | | *  Expression... .
_ —— _ IPID 65A6 arrived unfragmented
Mo.  ‘whazzin . Time iptl lipid  liplen  lscaddr
137 0. 000000 49 Ox65a6 1486 205.144,1 ip.Ien==1486
138 0. 000000 64 0x6b3f 83 198.147.1
139 0.351288 64 Ox6bcl 93 198.147.1 udp.length =="1466

B Internet Protocol, Src: 205.144.107.201 (

Version: 4

Header Tength: 20 bytes
H Type of serwvice: Ox00
Total Length: 1488

Identification: 0Ox&%a6 (26022)

H Flags: 0x00

Fragment offset: 0
449

Time to live:

Protocol: UDP {17
# Header checksum: 0x73%8 [wvalid
Source: 205.144_ 107,201 (2057144.107. 201
198.147.171.51 (198.147.171.51)
Protocol,
12003

Destination:
= User Datagram
Source port:
Destination
Length: 1466

H Checksum: 0x605b [unchecked, not all data available]
# Loaical-Link Control

Po

144.107.201), Dst sna.nlp.thdr.dif == 0x0000058f
I

Transport Connection Identifier: 3db427f20001097c¢
# RTP Transport Packet Header Byte B: Ox3c
# RTE/Transport Packet Header Byte 9: 0x00
a offset/4: 0x0005
Data Length Field: Ox0000058F
Byte Seguence Number: 0x0010aé6ca
# Transmission Header
¥ Request/Response Header
E Data (2 bytes)

jon disabled]

rc Port: 12003 (12002), ost port{ The:NLPopayload was

12003) 0x058f = 1423 bytes
< 12003 (12003)

© Copyright IBM Corp. 2011. All rights reserved. 27




aae —
Fragmentation: Why ? — Part II. s )
What was the original size of the packet?

g

Mo. whazzin . Time ipttl  lipid iplen src.addr dst addr dst.port
140 0. 0000300 48 0x65ad 44 205.144.107.201 198.147.171.51 1213(]3|v

| I | [#]
Type of service: 0x00 [None) el

Total Length: 44 st
Identification: Ox65ad 802497 IP Header1 fragment

ip,len at the sender
must have been

Flags: 0Ox01 (More Fragments : S
Fragment offset: 0 Ip'len__44 1498+20 bytes!
Timg to liwve: 48 -
FProtocol: UDP {17 I Ip-ld == OX65ad

Header checksum: 0x59f3 [wvalidation disabled] ]
Source: 205.144.107.201 (205.144.107.201) ip.flags.mf ==
Destination: 198.147.171.51 (198.147.171.51)

= User Datagram Protocol, 5rc Port: 12003 (12003), UDP Header

Source port: 12003 (12003}
Destination port: 12003 {12003)

Length: 1498 - | Udplength == 1498

Checksum: 0x128d [unchecked, not all data avail

Logical-Link Contraol ANR Header

= Systems Network Architecture —_ c : c c c c c c
o Network Layer packet header sna.nlp.nhdr.anr == d0:00:00:00:00:00:00:00:ff

Metwork Layer Packet Header Byte 0@ 0Oxc2

Metwork Layer Packet Header Byte 1: Ox08 RTP THDR:
Automatic Network Routing Entry: d00000000000 .
Reservad sna.nlp.thdr.tcid == 3d:??:??2:?7:??:?7?:?77:7?7
| 111} | l>l
0000 00 Of al 00 00 04 00 50 9b 00 00 04 08 00 45 0O ALl
0010 00 2c 65 ad 20 00 30 11 59 f3 cd 90 6b c9 ¢ . 3L, IF]
0020 ab 33 2e 23 Ze 23 05 da 12 Bd 04 08 08 do . B.F

0030 00 00 OO OO OO OO OO FF 00 3d

S = SHARE

O Automatic Metwork Routing Entry (sna.nlp.nhdr.anr), 9 bytes Packets: 200 Displayed: 2 Marked: 0 Load tim... | Profile: SHARE_2 2011




Fragmentation: Why ? —

What was the original D

® Internet Protocol, Src: 205.144.107.201 (205.144.107.201), Dst: 198.147.
[ User Datagram Protocol, Src Port: 12003 (12003}, Dst Port: 12003 (12003)

Source port: 12003 (12003)
Destination port: 12003 (12003}
Length: 1498
# Checksum: 0x128d [unchecked,
F Logical-Link Control
E Systems Network Architecture
[+ Network Layer Packet Header
# [Unreassembled Packet: SNAJ

not all data availab]

r'.%ii,-

“E
SHARE

Techaglogy + Cormeclions - Resulls

Part lil.
LF of the NLP?

Bac

IP Header: 2™ fragment

ip.len==1494
ip.id == 0x65ad
RTP THDR:

0ooo
0010
0020
0030

0o of al
00 2c &5
ab 33 2e
00 00 00

00 00 04 00 50
ad 20 00 30 11
el 2e 3 05 da
00 00 00 00 ff

9b 00 00 04 08 00 45 00
59 f3 cd 90 6b c9 cd 93
12 &d 04 08 03 €2 08 do
00 3d — |

FH Type of serwvice: 0x00 (None)

Total Length: 1494

Identification: 0x&5ad (26029)

Flags: 0Ox00

Fragment offset: 24

Time to Tive: 48§

Protocol: UDP (173

Header checksum: 0x7446 [wvalidation di
source: 205.144.107.201 (205,144,167
Destination: 198.147.171.51 ( L147.171.51)

- _sna.nipthdr.teid == 3d:b4:27:f2:00:01:09:7¢c

sna.nlp.thdr.off: 0x000d

+ Data (60 bytes)

NLP payload was 0x058f

Same as before!

0000 00 OF al 00 80 04 00 50 9b 00 00 04 08 00 45 80  ....... P E. -

0010 05 dé aﬁgg 03 30 i1 74 46 cd 9gkGh cg‘e/éﬁ el 0. TRk .. But additional segments!
0020 ab 33 b 27 f2 00 01 08 7c 3c 04 00 0d 00?00 05 .3.°.... [<......

0030 8f 00 10 ac 5a 03 22 c5 58 00 06 db 80 00 00 00  ....Z.". X.......

0010 00 05 De 00 00 00 01 00 02 00 00 01 a7 00 00 00  ..oierer nvneenn

0050 00 00 00 00 00 5c 00 03 02 00 00 00 00 34 ... .l a SHARE

© Copyright IBM Corp. 2011. All rights reserved.
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