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Introduction 

! I am a mainframe technician with some 
knowledge of RACF 

! I have been doing this for almost 30 years 
! This session will look at how to automate 

system z security functions using zSecure 
! Happy to take questions as we go 



Language! 

! And I don’t mean bad language! 
! Two countries separated by a common 

language! 
! When is a ZEE not a ZEE? 
! When it’s a ZED 
! What is PARMLIB(e)? 
! When its PARMLIB 



What's this? 

! Zeebra? 
! No it’s a Zebra! 
! Hopefully this will help you understand me  
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So what’s it all about? 
! Because of its reputation for providing the most secure 

platform in the enterprise, many organizations run their 
mission-critical applications and centralise their data on 
mainframes 

! It can be a challenge dealing with the complexity and 
scope of provisioning users, controlling resource access, 
auditing event and compliance reporting 

! Cost-effective security can be achieved with simplified 
administration, consistent security policy enforcement, 
state-of-the-art event analysis and automated audit and 
compliance reporting 

! Effective mainframe security can help you reduce costs, 
improve service and manage risk in your enterprise 



Some of the things we need to 
do? 

! Verify the protection of the Trusted Computing Base 
! Identify exposures, document your parameters to the 

auditors 
! Know your privileged users 

! No excessive privileges, unneeded access 
! Limit authorities and data access to current job roles 

! Remove unneeded and obsolete authorities  
! Remove inactive user ids 
! Remove inconsistencies, redundant entries 
! Remove superfluous access rights 



What's Automation 

! Scheduled processes for regular tasks 

! Automatically enforcing policy 

! Automating manual processes 



Scheduled Automation 

! We can schedule regular batch processes 
to: 

! Automation of regular Audit functions 

! Perform Status Audit 

! Perform compare against baseline 



Automatic Enforcement 

! Provide automation to enforce the agreed 
security policy 

! Enforce policy for all RACF commands issued 
! Deny command 
! Correct command 

! Automatically react to events as they happen 



Automating Manual Processes 

! Automate the generation of RACF 
commands when: 
! Creating, Modifying, Listing & Deleting RACF Profiles: 

! Users 
! Groups 
! Datasets 
! General Resources 

! Performing housekeeping tasks such as mass 
cleanup of a RACF database 
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Policy enforcement solution that 
enforces compliance to 
company and regulatory 
policies by preventing 
erroneous commands 

Real-time mainframe threat 
monitoring allowing you to 
monitor intruders and identify 
mis-configurations that could 
hamper your compliance 
efforts 

Compliance and audit solution that 
enables you to automatically analyze and 
report on security events and detect 
security exposures 

Enables more efficient and 
effective RACF administration, 
using significantly less resources 

Reduces the need for scarce, 
RACF-trained expertise through a 
Microsoft Windows–based GUI for 
RACF administration 

Allows you to perform 
mainframe administrative 
tasks from a CICS 
environment, freeing up 
native-RACF resources  

Note: ACF2 and Top Secret are either registered trademarks or trademarks of CA, Inc. or one of its subsidiaries. 

Combined audit and administration 
for RACF in the VM environment 

IBM Tivoli zSecure Suite 
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Automation of regular Audit 
functions 



Regular Audits 

! zSecure Audit standard reports 

! Many standard audit reports readily available 

! Others can be composed via the standard panels 

! Finally, build your own reports with CARLa 



zOS Status Audit – Detailed 
Reports 



Automated Vulnerability 
Assessment 



SMF “exceptions” report 



Status Auditing 



What Can Happen! 

! Shows definitions, like all users with 
system special 

! Large amount of output, hopefully every 
day the same 



What we want to happen! 

! Exceptions summarised in an email 
! Detail reports available for review and 

archiving 
! Needs to be resource efficient & scalable 



What we want to happen! 

! Change detection 
! Detect differences with previous reporting run 
! Changes may be missed when a report was skipped/

lost 

! Baseline verification 
! Shows when the definitions do not fit the standards 
! Typically by comparing the status against a baseline 

! Automation allows you to move from 
“Auditing” to “Monitoring” 



Baselines are key! 

! Describes the required values 
! Lists the approved exceptions 

! When all systems are compliant 
! No  action needed 

! If a discrepancy is found 
! Revert the change, or Update the baseline 

! Baseline becomes the living 
documentation for the implementation 
! Report will show discrepancy until it is fixed 

ISO27001 Recommendations for Information Security 
Management Systems (ISMS) 



How Can we automate? 

! Compliance requirements 
! Monitor changes to operating system and security 
! Monitor activities of privileged users 
! Monitor irregular logons 
! Verify operating system parameters against baselines 
! Verify users with specific (high) application authority 



How can we automate? 

! zSecure Audit customised reporting: 
! Built with CARLa report specification 
! Using your policy and naming conventions 
! Baselines document the security implementation 

standards 
! Show parameters that are in conflict 
! Approved changes must be reflected in the baseline 
! Inappropriate changes will show up until they have 

been addressed 



View for the Compliance 
Manager 

Please respond to 
Security Management 
Team  

 



View for the Technician 
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What Do We Do Today? 

! Situation: 
! Security management outsourced 
! User administration delegated to non-technical users 
! Departments with their own applications, 

responsibility and security administrators 

! Way too many Group & System Special Users!! 



What Do We Do Today? 

! Solutions Available: 
! Implement GROUP SPECIAL or GROUP AUDITOR 

! Impractical when profile ownership is not clearly 
specified in RACF 

! ISPF front end to build RACF commands 
! Users do not key in RACF commands, but 

privilege is not protected 



zSecure Option 

! RACF command screening using zSecure 
Command Verifier 
! Each security change verified against granular policy 

! Using masks for classes and profiles 
! Inappropriate commands prevented 
! Missing or incorrect parameters can be fixed 
! Even controls commands issued by system special 

users 



Command Verifier – Example 1 

! All controlled via profiles defined in the 
RACF XFACILIT class 

! If you forget to code an OWNER, take first 
3 letters of userid as OWNER 

Profile              APPLDATA   UACC 

C4R.USER./OWNER.**   =USERID(3)   READ 



Command Verifier – Example 2 

! Do not allow the use of the TRUSTED and 
PRIVILEGED keywords 

Profile                                  UACC 
 
C4R.STARTED.STDATA.ATTR.PRIVILEGED.**    NONE 
C4R.STARTED.STDATA.ATTR.TRUSTED.**       NONE 



The Results .. ta da…… 



Command Audit Trail 



Command Audit Trail - What 

! Keep track of significant changes to profiles 
! Adding/changing/deleting application segments  

! like OMVS, TSO, CICS and STDATA 
! Adding/removing user attributes 

! like Special, Operations, Restricted 
! Connecting/removing users from groups 
! Adding/removing attributes for datasets and general 

resources 
! Permit commands for datasets and resources 

adding/deleting members on resource profiles 
! the last 64 additions/changes/removals will be tracked 



Command Audit Trail - Why 

! Answer questions like 
! Since when does this user have TSO authority? 
! Who gave this user Special? 
! Since when has this Group/User access to this 

dataset? 
! Was anything changed in the access list of this 

resource recently? 
! Who put this profile in warning mode, and when did 

(s)he do it? 



Command Audit Trail - When 
! Maintained when activation profile exists 

! C4R.class.=CMDAUD.data-type.more 
! Data-type is 

! =SEGMENT - adding, changing and deleting segments 
!  =ATTR - adding and deleting attributes 
! =CONNECT -  adding, changing and deleting user to 

group connections 
! =ACL - use of the PERMIT command 
! =MEMBER - adding and deleting members in a 

grouping resource class profile 
! E.g. C4R.DATASET.=CMDAUD.=ACL.** 

! Permits, UACC etc. on activation profile are ignored 



Command Audit Trail - Where 

! Kept within the target profile, in USRDATA 
! Not replicated with RRSF 

! Display using: 
! LISTUSER, LISTGRP, LISTDSD, RLIST 
! C4RCATMN command 

 ___ C4RCATMN ___________________________________________________________   
|                                                                        | 
|        _LIST___                                                        |  
|      _|________|__CLASS(class)__PROFILE(profile)__ _________ _         |  
|     | |_REMOVE_|                                  |_GENERIC_| |        |  
| >>__|_________________________________________________________|_____>< | 
|     |_MSG_____________________________________________________|        |  
|     |_NOMSG___________________________________________________|        |  
|                                                                        | 
|________________________________________________________________________| 



Command Audit Trail – List 

! List the whole audit trail 
! UPDATE on the activation profile 

c4rcatmn list class(user) profile(ibmuser) 
 
 Command Audit Trail for USER IBMUSER 
 Segment:  CICS    Added on 05.241/03:19 by C4RTEST 
                   Changed on 05.241/03:20 by C4RTEST 
           TSO     Changed on 05.241/03:19 by C4RTEST 
 Attrib:   PASSWRD Removed on 05.238/14:24 by C4RTEST 
           INTERV  Changed on 05.241/04:42 by C4RTEST 
           RESTR   Added on 05.238/14:24 by C4RTEST 
 Connect:          BCSC Added on 05.238/14:24 by IBMUSER 
 GrpAttr:  ADSP    BCSC Removed on 05.238/14:24 by IBMUSER 



 __________________________________________________________________________________  
|                                                                                  | 
| Command Audit Trail for USER IBMUSER                                             | 
| Segment:  CICS    Added on 05.241/03:19 by C4RTEST                               | 
|                   Changed on 05.241/03:20 by C4RTEST                             | 
|           TSO     Changed on 05.241/03:19 by C4RTEST                             | 
| Attrib:   PASSWRD Removed on 05.238/14:24 by C4RTEST                             | 
|           INTERV  Changed on 05.241/04:42 by C4RTEST                             | 
|           RESTR   Added on 05.238/14:24 by C4RTEST                               | 
| Connect:          C4RGRP1 Added on 05.238/14:24 by IBMUSER                       | 
| GrpAttr:  ADSP    C4RGRP1 Removed on 05.238/14:24 by IBMUSER                     | 
|                                                                                  | 
|__________________________________________________________________________________| 
 __________________________________________________________________________________  
|                                                                                  | 
| Command Audit Trail for DATASET  IBMUSER.**                                      | 
| Segment:  DFP     Added on 05.245/05:21 by C4RTEST                               | 
| Attrib:   WARNING Added on 05.245/05:20 by C4RTEST                               | 
| Access:           C4RGRP1 access READ on 05.234/09:39 by C4RTEST                 | 
|                   C4RGRP2 access READ on 05.234/09:39 by C4RTEST                 | 
|                   C4RTEST access READ on 05.234/09:39 by C4RTEST                 | 
|                   SYS1 access READ on 05.234/09:39 by C4RTEST                    | 
|                   IBMUSER access READ on 05.234/09:39 by C4RTEST                 | 
|                   * access UPD on 05.234/09:39 by C4RTEST                        | 
|                   CRMBGUS access Removed on 05.234/09:39 by C4RTEST              | 
|                   **ALL** access Removed on 05.257/15:06 by IBMUSER              | 
|                                                                                  | 
|__________________________________________________________________________________| 
 __________________________________________________________________________________  
|                                                                                  | 
| Command Audit Trail for GCICSTRN CICSA.SPRO                                      | 
| Member:           CICSA.CEDA Added on 05.249/14:21 by C4RTEST                    | 
|                   CICSA.CEMT Removed on 05.249/14:21 by C4RTEST                  | 
|                                                                                  | 
|__________________________________________________________________________________| 
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Generating RACF Commands 

! Perhaps the most straight forward function 
provided by zSecure Admin 

! Ability to generate large amounts of RACF 
commands in a timely manner 

! Simple task of cloning a RACF group can 
require 100’s of commands 
! ADDGROUP 
! CONNECT’s 
! PERMITS 



Generating RACF Commands 

! Can be done via: 
! ISPF interface 
! CARLa Code Interactively 
! CARLa Code in batch 



Group Selection Panel in ISPF 



Copy Group 



Copy Group Return Code 



Generated Commands 



Running the Generated 
Commands 



Command Output 

36 
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Other Functions 

! Given we only have an one hour not 
enough time to cover all facilities available: 
! zSecure Alert 
! Access Monitor 
! RACF Offline 

! So one slide on each…… 



zSecure Alert 

! Situation 
! Too many technicians with access to business databases 
! Must keep financial data confidential to prevent insider trading 
! Allow technicians to do their work 

! Real-time alert as mitigating control using 
zSecure Alert 
! Reduce need to implement separation of access 
! sysprogs keep their “must be able to read/change  

anything” status 
! No need for political battle or costly re-orgs 
! Quick install, instant visibility 



Access Monitor 

! Situation 
! Profiles from old applications 
! Permits and connects from previous job 
! CICS transactions, no longer needed 
! Must fix profiles to fit current needs 
! PCI-DSS, SOX, HIPAA, etc all demand appropriate 

authorities 

! zSecure Admin, Access Monitor 
! Logs RACF access decisions efficiently 
! Identifies unused profiles, groups, permits, members 
! Generates RACF commands to delete 



RACF Offline 

zSecure Admin 

Result of 
simulation 

Access 
Monitor 
file 

zSecure Admin 

RACF commands 

Access 
Monitor 
file 
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Summary 
! Using the out of the box facilities provided by the 

zSecure product suite it is possible to vastly 
improve the security posture of your system z 
estate 

! With a little time and effort you can implement 
effective security controls that will assist in 
meeting all of your compliance & audit 
requirements 

! You will also make your technical, administration 
and audit teams extremely effective when it 
comes to system z security management 



Questions? 



Reference Material 
! zSecure Homepage:  

 http://www-01.ibm.com/software/tivoli/products/zsecure/ 
! zSecure information center: 

http://publib.boulder.ibm.com/infocenter/tivihelp/v2r1/topic/
com.ibm.zsecure.doc/welcome.html 

! zSecure release note information:  
http://publib.boulder.ibm.com/infocenter/tivihelp/v2r1/topic/
com.ibm.zsecure.doc/releaseinfo/releaseinformation.html 

! zSecure forum: 
http://www.ibm.com/developerworks/forums/forum.jspa?
forumID=1255 

! zSecure Redbook:  
http://www.redbooks.ibm.com/abstracts/sg247633.html?Open 

! zSecure Quarterly Newsletter: 
     (send e-mail to jamie_pease@uk.ibm.com to join) 
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And finally… 

Now you can... 

...get outta here!!! 


