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End the journey through the dark SHARE
Turn on the light with wireshark

Fragments
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The mother of all IP diagnostics: PING SHARE

http://en.wikipedia.org/wiki/Sonar

,2active sonar is emitting pulses of sounds and listening for echoes. Sonar may be used as a
means of acoustic location and of measurement of the echo characteristics of "targets" in
the water.”

Tal Wireshark: Display Filter - Profile: SHARE_Z = (] IS‘:‘_I

=@ 1" map3.cap - Wireshark

File Edit View Go Capture Analyze GStatistics Telephony Tools  Help

E R Y EEX2E Aes T L /EE QA 808 % B

Fitter: |i|:m|:|.t'_.'pe==D|:uri|:mp.t'_.rpe==E |v Expression... Clear Apphe

Mo. whazzin . Time ipttl ip.id iplen src.addr dst addr dst port data

2751 PING request .9533327 49 OxB779 38 205.144.107.201 198.147.171.51 2010111
2752 PING reply 533327 64 OxX7eed 38 198.147.171.51 205.144.107. 201 201011
2753 PING request : . 659208 49 OxB781 38 205.144.107.201 198.147.171.51 201011
2754 PING reply : 778293 64 Ox7eef 38 198.147.171.51 205.144.107.201 201011

2755 PING reguest : _778203 40 OxB8784 38 205.144.107.201 198.147.171.51 201011

Delete ] | | EEDIAG TEST=YES 12001 Ping comes in with TTL 49

EE Fragmerted

EE Routing Loop A src_ip is 205.144.107.201

PING
— Ping reply leaves with TTL 64
Fiter name: | FING | src_ip is 198.147.171.51
Filter string: |i|:m|:u.t'_.r|:|e==D ar icmp type==8 | [ Ey:uressi-:un...]

T T
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SHARE

Technology - Connections * Results

Ping comes in with TTL 49
src_ip is 205.144.107.201

Ping reply leaves with TTL 64
src_ip is 198.147.171.51

TTL=49 PING

-

TTL=64 PING reply
4>

198.147.171.51

205.144.107.201

Works similar to the IP traceroute, sending IP packets with too
exceeded messages.

D NET,EEDIAG,TEST=YES can be used to determine the ip route towards a destination host

short TTL soliciting ICMP TTL

© Copyright IBM Corp. 2011. All rights reserved.




FIow Graph g =
EEDIAG TEST=YES SHARE

Technology - Connections * Results

—

IP Packets are sent to all EE ports with TTL of 1, if no ICMP TTL exceeded response is
received the packet is resent with 3.3 seconds interval)

If a TTL exceeded message is received, the sender's src_ip and the RTT will be remembered

|1 EEDIAG.cap.modups. pcap - Graph Analysis

T 158.147.171.51 10.128.104 .59 10.128.104 57 159.220.40.9
205144 107 201 10.128.104 .85 10.40.20.130 152177 24
1 1 1 1
0,000 e !_l F.funu:=L|nkn-:uwg:_ . ! ! !
3,287 ~ UP func=Unknowg:' . . .
L _.:.. ]
6.520 - |_| P func= Llnlcn-:u'-m_._ -

First hop router didn't answer

—_

. : Time todive e::l-u-:eed

&

15t 2?? - 3 retransmissions
2" 10.128.104.99
3 10.128.104.85

P func=Lnlonow ':_ -

. ,UP func=lnknowg, ': E

:.ﬂI:I:IIE--tD-IiVE exceed
]

I ]

P, func=Unknowg:' !

I ]

Timetodive excesd

P, func=Unknowg:' !

| Time4odive exceed

I ]

P, func=Unknowg:'

Time 4odive exceed

&

P, func=Unknowg:' !

(4= [ S = R ] [ S = R ] [ S = R ] [ S = R ] [ S = R ] (4]
(4= [ S I ] [ I ] [ I ] [ I ] [ I ] (4

L B R L T T R - R R
L5 0 T O T S R I TR T = I == T == [ = N == Y = =

i Time4odive exceed
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The traceroute for HPR/IP:
EEDIAG TEST=YES SHARE

Technology - Connections * Results

B

T

1 Wireshar,
A" EEDIAG.cap.nodups.pcap - Wireshark

File Edit View Go Capture Analyze Statistics Telephony Tools Help

A BEXZE Q¢+ TL (BB QA0 #EB % H
Fitter: |udp.port==12001 ¥  Expression... Clear  Apply

Ma. whazzin . Time ip ip.id iplen src.addr dst addr dst port [lz.ctd
102 EEDIAG TEST reg  0.000000 10 0x7497 76 198.147.171.51 205.144.107.201 12001 Ox00f7
107 EEDIAG RTT reply 0.046825 1 0x7497 76 205.144.107.201 198.147.171.51 12001
109 EEDIAG TEST reg  0.000000 11 0x749c 76 198.147.171.51 205.144.107.201 12001 Ox00f7
117 EEDIAG RTT reply 0.079326 1 0x749c¢ 76 205.144.107.201 198.147.171.51 12001
122 EEDIAG TEST req 0.019701 12 Ox74a2 76 198.147.171.51 205.144.107.201 12001 Ox00f7
127 EEDIAG RTT reply 0.014944 1 W74a2 76 205.144.107.201 198.147.171.51 12001
132 EEDIAG TEST req 0.000000 13 0x7™da7 76 198.147.171.51 205.144.107.201 12001 Ox00f7
EEDIAG 0.077552 49 0x4954 : : .201 198.
142 EEDIAG TEST req 19.710413 1\x7 682 76 198.147.171.51 205.144.107.201 12001 Ox00f7
CLUIAS TE2I=TED 10U |
FF Franmentad
Froperties
Fiter name: | EEDIAG TEST=YES 12001
Fitter string: |llc.control == &0 7 and udp dstport==120{1 -Ey:uressil:nn... .
TTL 12 was the last packet getting an ICMP
Hel oK Al Carcel
T | TL 13 reached the other end.

The destination is 12 hops away
The TEST OK comes in with a TTL of 49

© Copyright IBM Corp. 2011. All rights reserved. 6
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TTL and Topology Il. SHARE

Technology - Connections * Results

TTL=13 TTL=12 TTL=11] TTL=10 TTL=9 TTL=8 TTL=7 TTL=6 TTL=5 TTL=4 TTL=3 TTL=2 TTL=1

> > I e e e T S e e i S
OK TTL <«
o The packet with TTL 13 reached the other end.
198.147.171.51 The destination is 12 hops away 205.144.107.201
The TEST OK comes in with a TTL of 49

TTL=12 TTL=11 TTL=10 TTL=9 TTL=8 TTL=7 TTL=6 TTL=5 TTL=4 TTL=3 TTL=2 TTL=1
—> I e S S e L N

o e e

ICMP_TTL ??°? 254 253 253 252 251 246 58 247 246 245

If the TTL is too low, it will solicit an ICMP packet from the router that saw a TTL=1
Inspecting the source ip address and its own TTL enables us to complete the picture

© Copyright IBM Corp. 2011. All rights reserved. 7
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TTL and Topology llI. SHARE

Technology - Connections * Results

Looking at the returned TTLs, we can make assumptions as to how the routers are
connected.

198.147.171.51 205.144.107.201

< TTL=9
TTL=12 TTL=11 TTL=10 u@ TTL=7 TTL=6 TTL=5 TTL=4 TTL=3 TTL=2 TTL=1

i — e
B B v @ S & &
IcMp_TTL 2?7 254 Y G@ad 252 251 246 58 247 246 245
253

© Copyright IBM Corp. 2011. All rights reserved. 8
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TTL and Topology IV. SHARE

Technology - Connections * Results

Routers send with a TTL of 255

Linux sends with a TTL of 6
A gap in the TTLs indicates a VP Sec tunnel is in the path

198.147.171.51

205.144.107.201

TTL=49
-
TTL=12 TTL=11 TTL=10 (g
.
&7 v _
- =

ICMP_TTL 222 254 YV G 252

253

© Copyright IBM Corp. 2011. All rights reserved. 9
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TTL and Topology V. - NAT
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SHARE

Technology - Connections * Results

The ICMP messages from the last 6 hops are all 'from the same ip-address'
The TTLs are different though and so are the IPID ranges

198.147.171.51

\

Time

0. Q00000
L Q00000
L Q00000
. 014257
L Q00000
L032109
L Q00000
L 004069
L Q00000
.051322
L Q00000
.07 3889
L Q00000
.0344493
L Q00000
029717
.034914
. 024822

10 e M e M e M e T e M e o e e e T e Y e e

ip ttl

ipid

Ox783f
Ox783f
Ox7B44
Ox7 844
Ox7 849
Ox7849
Ox7B851
Ox7851
Ox7B56
Ox7856
Ox785e
Ox785e
Ox7B6S
Ox7865
Ox78bcC
Ox786C
Ox7B72
49 Oxdeec

e =
e e T = = N N =

=
L

10.40.20

\
iplen

76
76
76
76
76
76
76
76
76
76
76
76
76
76
76
76
76

\
snc.addr
198.147.171.51
10.40.20.130
198.147.171.51
199, 220.40.9
198.147.171.
152.177.242.
198.147.
205.144.
198.147.
205.144.
198.147.
205.144.
198.147.
205.144.
198.147.17
205.144_.107.
198.147.17

205.144.107.201

NAT

TL=5

246

N
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Fragmentation is bad - BAD - BAD SHARE

Technology - Connections * Results

While the IP protocol provides for fragmentation and reassembly in today's networks we

cannot assume that fragmented ip packets will allways be allowed through the firewall
infrastructure.

FW filter rules typically check on ip address pair, protocol and port numbers

With fragmentation, this information is not present in 2" and following fragments.
1 Wireshark: Display Filter - Profile: SHARE 2011

A" fragmentation.cap - Wireshark

Flle Edit View
B ol @

L Fiter: [ipt--ss

Go

Capture Analyze Statistics Help

EEX2SE Qe @& F

Telephony  Tools

TTLchanges to 48! [w [ & 5. =

Mo. whazzin . Time ipttl  lipid iplen dst port [lz:.ctd data ry
L35 (N ININ IR Iw]N 449 Uxbsad Le 141U/ UL L9814/ .1/, 510  LAUU3  UxuUuUs  Cocd o |
134 0.014849 49 0x65a5 4,107,201 198.147,171.51 12003 0Ox0003 fofofofof(
137 0. 000000 49 0x65ab = 107,201 198.147.171.51 12003 Ox0003  c9c3

143 0.010217 49 Ox65ae 1486 205.14 A 1486 bytes packet came'in unfragmented
EE Fragmerted
EE Routing Loop IPID 65AD was fragmented
e 1% fragment: 44 bytes
Properties g
Firtername:|EE Fragmented | 2n fragment 1494 byteS
Filter string: | lip flags.mf==1 or ip frag_offset> 0} && (p proto == 17) HE:g:uressiu:un...]

© Copyright IBM Corp. 2011. All rights reserved. 11
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TTL and Topology VI. - Fragmentation SHARE

Technology - Connections * Results

Fragmented IP packets get inspected adding an additional hop to the ip path.

10.40.20 205.144.107.201

198.147.171.51 10.128.104 199.220.40
NAT

TTL=5

Eijfféi///ﬁ' 58' S

TTL=

—

251

i

ICMP_TTL ?2?

(

e
TTL=3/
246
—
Fragments 247

© Copyright IBM Corp. 2011. All rights reserved. 12
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Now we have picture of the environment SHARE
Time to get started working on the ‘problem’

Fra gments
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Detecting INOPs with wireshark SHARE

Technology - Connections * Results
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1 map3.ip205_144 107_201.cap - Wireshark

File Edit View Go Capture Analyze GSiatistics Telephony Tools Help

1 Wireshark: Display Filter - Profile: SHARE_2

S — W e EEXZEE Aa¢»9TL[EE aqam
Edit Diisplay Fiter —
EEonty Fitter: |udp dstport==12000 &4 lic 42 lllc.contral == (<00f3 && llc.control == GeeDOF7 * Expression... Clear Apply
Linkup./Linkdown Ma. whazzin . Tirne: iptl  lipid iplen srcaddr llz .ctd
HPR PATHSWITCH 8124 XID_In 08:17:47.18 49 Ox0lec 170 205.144.107. 201 Ox00af
PR Temination 8125 XID out 08:17:47.18 &4 Ox19ae 159 198.147.171.51 Ox00af
21 st esiraconsoer] 8126 DISC 08:17:47.18 64 Ox19af 31 198.147.171.51 0Ox0053
villa Fipes NLE LSt 8127 xIp_1n 08:17:47.18 49 0x0207 170 205.144.107.201 0x00af
RSETUP Flows : GDS_12CE 8128 DISC 08:17:47.23 49 0x0208 31 205.144.107.201 0x001f
BIND and UNBIND Requests 8129 XID out 08:17:47.23 64 0x19b0 159 198.147.171.51 Ox00af
5130 DISC 0B:1/7:47. 38 b4 Ox19bl 31 1968.147.171.51 0Ox0053
ARB_Slowdown
HFR GAP - o - == - = — =
HPR Setup . Incoming XID gets answered and
APPM LOCATE
. . '
FE Franmeartad -v-

Properties

Fitter name: | Linkup//Linkdown

Fitter string: | {{lc.control u_modifier_resp == (03 ) | llc.control u_modffier_s

0K I I Aoply ‘ l Cancel ‘ DYNPU=YES?

No matching SWNET
PU found ?!?

© Copyright IBM Corp. 2011. All rights reserved. 14



1 mapl.ip205_144 107_201.cap - Wireshark

File Edit Wiew Go Capture Analyze Statistics

= C

Filter:

MNo. '.-'-.'hazzin_ . Time )
8121 HPR STATUS 08:17:39.41
8122 08:17:39.486
8123 HPR STATUS 08:17:39.46
8124 XID _In 247,18
8125 XID out 08:17:47.1
8126 DISC 08:17:47.18
8127 XID _In 08:17:47.18
8128 DISC 08:17:47.23
8129 XID out 08:17:47.23
8130 DISC 08:17:47. 38
8131 1dle 1link out 08:17:52.77

Frame 8123: 118 bytes on wire (944
Ethernet II, Src: Switchco_00:00:0
Internet Protocol, src: 205.144.10
User Datagram Protocaol,

| F FH F

Logical-Link control
DSAP
IG Bit: Individual
5SAP: SNa (0x08)
CR Bit: Command

- Control field:

U, func=ur {0x03)

src Port: 12001 {(12001), D Ft
SNA Path Control {0x04)

Telephony  Tools  Help

SEX26 A¢»oTF2 BE aaan @28 x

|
L]

SHARE

Technology - Connections * Results

* Expression... Clear Apply
ip.ttl_ ip.id iplen sn:.al:h:lr__ I:Ist.al:l-:lr_ llc.ctr
o4 0x19153 103 198,147.171.51 205,144,107, 201 0x0003
o4 0x1916 99 198.147.171.51 205,144,107, 201 0x0003
49 OxfdE0 104 205.144.,107.201 198.147.171.51 0Ox0003
49 0x0lec 170 205.144,107.201 198.147.171.51 0Ox00af
0x19ae 159 198.147.171.51 205.144.107.201 Ox00af
64 0x193 31 198.147.171.51 205.144.107.201 0x0053
49 0x0207 170 ~144,107.201 198.147.171. 51 Ox00af
49 0x0208 31 205.144.10 L171.51 Ox001f
a4 Ox19b0 159 198.147 171 7 201 Owfnaf
64 Ox19b1 31 198.1 3 : i
c: oxlacf 311051 Thereis an active HPR pipe between the
bits), 94 bytes captur two ip addresses when the XIDcomes in

1 (00:50:9b:00:00:017,

7.201 (205.144.107.201) D=t Local SAP WSAP iS 8

S

s

Yes SAPADDR=8 in
SWNET is default

© Copyright IBM Corp. 2011. All rights reserved.
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New link — sSAP and dSAP SHARE

1 map3.ip205_144_107_201.cap - Wireshark

[T
L
@

File Edit WView Go Capture Analyze Statistics Telephony Tools Help

3w e EEX2Le A¢cs»oT L (EE QAR #D M %

Filter: *  Expression... Clear Apply

Mo, whazzin_ . Time ) ip.ttl_ ipid iplen grc.addr . dst addr ) [zt
8121 HPR STATUS 08:17:39.41 64 Ox1915 103 198.147.171.51 205.144.107. 201 Ox0003
8122 08:17:39.46 a4 Ox1916 99 198.147.171.51 205.144.107. 201 0Ox0003

8123 HPR STATUS 08:17:39.46 49 0xfds0 104 205.144.,107.201 198.147.171.51 Ox0003
8124 XID_In I 49 0x0lec 170 205.144.107.201 198.147.171.51 0Ox00af
8125 XID out Q8:17:47.

Sae 159 198.147.171.51 205.144.107.201 0Ox00af
8126 DISC 08:17:47.18 64 0x19a 198.147.171.51 205.144.107.201 0Ox0053
8127 XID_In 08:17:47.18 49 Ox0207 170 205. 7.201 198.147.171.51 0Ox00af
8128 DISC 08:17:47.23 49 Ox0208 31 205.144.107.

.171.51 Ox001f

8129 XID out 08:17:47.23 64 O0x19b0 BRI = - . L L. oL CU5 2oL oaooar
8130 DISC 08:17:47.38 o4 Ox19b1 31 198.1 The XchomeS in Wlth a
8131 1dle Tink out 08:17:52.77 64 Oxlaef 31 198.1

Frame 8124: 184 bytes on wire (1472 bits), 94 bytes captu Local SAP of 8. remote SAP is 4
Ethernet II, Src: Switchco_00:00:01 (00:50:9b:00:00:01), ’ :

Internet Protocol, Src: 205.144.107.201 (205.144.107.201), DsTT 1958.147.171. 5L (198.1&7.L71.

User Datagram Protocol, 5rc Port: 12000 (12000}, Dst Port: 12000 (12000)

Logical-Link Control
DSAP: SMNA (0x08)
IG Bit: Individual
SSAP: SNA Path Control (0x04) No longer supported

CR Bit: Command between same IP-pair
- Control field: U, func=xID (OxAF)

1 F FH F

So this link is a parrallel
TG between the two!

© Copyright IBM Corp. 2011. All rights reserved. 16



Now we have picture of the environment
Time to get started working on the 'problem’

Pathswitch?

© Copyright IBM Corp. 2011. All rights reserve d.
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How to find switching pipes SHARE

Technology - Connections * Results

1! Wireshark: Display Filter - Profile: SHARE_ 2011

Edit Display Filter
e _ _ Let's expand the trace
Linkup/Linkdown Yeah, tune in and listen| | i, this timeframe!
HPR PATHSWITCH to ICMP.FM )

HPR Temination

CPSVCMG Pipes NCE:DADDOOO000000000
RSETUP Flows : GDS_12CE

BIMD and UMEIND Reguests
ARB_Slowdown

HPR GAP

2! routi ngloop_1.cap - Wireshark

Fil= Edit W¥iew Go Capture Analyze Statistics Telephony Tools Help
Do DEXEE AesDTL QA aP @¥®x% B

Fitter: |sna.n|p.thdr.uﬁset = 13 &4 sna.nlp thdrbsn = 0 or {expert .group == "Marfurrned| *  Expression... Clear Apply

Mo. whazzin . Time ip ttl ipid iplen  src.addr TCID BSM sna.dif
806 PATHSWITCH 12:21:01.726086 64 Oxlad? 175 198.147.171.51 18163t950000x00733452 0Ox00000000

© Copyright IBM Corp. 2011. All rights reserved. 18
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PATHSWITCH due to routing loop s

Eile

Edit

View Go

Capture

Analyze

PERXE S NP9 T Egicalconsequence

B

r“/

HARE

Technology - Connections * Results

es, if they don't make it to

the remote RTP a
PATHSWITCH is the

Statistics Telephony Tools Help

|v BExpression...  Clear  Apphy

Our outbound NLRs die
1ina routing loop!

Mo. whazzin . Time ip tl ipid iplen  Isrc.addr TCID sna dif
806 PATHSWITCH 12:21:01.726086 64 Oxlad? 175 198.147.171.51 18163195(C 0x00000000
807 CPEVIMG 12:21:01.759857 49 Oxd9az7 83 205.144.107. 201 3db3edf2( Ox00000000
808 CPEVIMG 12:21:01.759857 64 Oxlaed 83 198.147.171.51 18163f94 *1ad Ox00000000
Routing Loop 777066 Oxladz 175 205.144.107.201
Routing Loop .811979 Ol aed 83 205.144_107.201
Routing Loop . 752501 Ox1bl4 175 205.144.107.201
CPEVCMG . 846496 Ox1blc 83 198.147.171.51 18163f940000x000111ed 0Ox00000000
Routing Loop .887722 Ox1blc 83 205.144_107.
Routing Loop :03.838649 Ox1b38 205.144_107.
818 CPEVCMG 12:21:03. 838649 64 Ox1b43 83 198.147.171.51 18163f940000x000111ed 0Ox00000000
819 Routing Loop 12:21:03.838649 Ox1b43 205.144_107.
821 CPEVIMG 12:21:04.002299 64 Ox1b4b 83 198.147.171.51 18163f940000x000111ed 0Ox00000000
822 Routing Loop 12:21:04.054003 Ox1bdb 3 205.144_107.
824 Routing Loop 12:21:04.857312 Ox1b88 205.144_107.
825 CPEVIMG 12:21:04.914814 64 Ox1b8d 83 198.147.171.51 18163f940000x000111ed 0Ox00000000
826 Routing Loop 12:21:04.914814 Ox1b8d 205.144_107.
828 12:21:04. 984725 64 Ox1bge 83 198.147.171.51 18163f940000x000111ed 0Ox00000000
829 12:21:05.083692 Ox1b8e 3 205.144_107.201

© Copyright IBM Corp. 2011. All rights reserved.
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Routing Loop: TTL exceeded SHARE

Technology - Connections * Results

[T
L
@

Filter: |ip t#tl<10 and ludp length==56 -

e’ ICMP message comes

Mo. wl‘u_a_zzin . - Time R ip tl ig.id_ - iplen i~ it TN
788 Routing Loop 12:20:58. 315699 1 oxia0o a5 2qi with a TTL of 245 Who's that?
790 Routing Loop 12:20:58.349276 1 0x1a0d 464 20 P I : ,
792 Routing Loop 12:20:59. 230057 1 Ox1ad6 83 205. ' Let's check our plcture/.

795 Routing Loop 12:20:59.394710 1 Ox1a69 83 205.
798 Routing Loop 12:20:59.526047 1 Oxla6b 31 205.
ARB_Slowdown
o Internet Protocol, Src: 205.144,.107.201 (205.144.107. 201 HFR GAP
version: 4 HPR Setup
Header 1ength: 20 bytes APEN LOCATE
+# Type of service: 0x00 (None) _ L
Total Length: 56 EEDIAG TEST=YES 12001
Identification: Oxf6cSe (27742) EE Fragmented
# Flags: 0x00 EE Routing Loop
Fragment offset: 0 PING
Time to Tive: 245
FProtocol: ICMP (1) Properties
+ Header checksum: Oxasds [validation disabled]
Source: 205.144_ 107,201 (205.144.107.201)
Destination: 198.147.171.51 (198.147.171.51) Fiter string: |ip <10 and ludp langth==55
-l Internet Control Message Protocol

Type: 11 (Time-to-live exceeded) oK H Aoply H Cancel ‘
Code: O (Time to Tive exceeded in transit) — — —

Checksum: Ox6lbd [correct]
= Internet Protocol, Src: 198.147.171.51 (198.147.171.51), Dst: 205.[,,

Filter name: | EE Routing Loop

0020 ab 33 0Ob 00 &1 bd 0O 00 OO0 00 45 00 00 5f 1a 09 .3..a... ..E.|a
0030 00 00 01 11 f4 64 c& 93 ab 33 cd 90 6b cd 2e el  ..... d.. .3..
0040 2e e1 00 4b 35 35 -

© Copyright IBM Corp. 2011. All rights reserved. 20



Now we have picture of the environment
Time to get started working on the 'problem’

Pathswitch?

© Copyright IBM Corp. 2011. All rights reserve d.
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TTL and Topology VIl. - Here's the problem sharE

Technology - Connections * Results

Fragmented IP packets get inspected adding an additional hop to the ip path.

10.40.20 205.144.107.201

198.147.171.51 10.128.104 199.220.40
NAT

H

TTL=57

e

9 TTL=
! —

—

251

)

ICMP_TTL

(

Fragments
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Wireshark

Personal Configuration Files - Profiles

"1l About Wireshark

Wireshark Mhu:-rs| Folders | Plugins | License

MName 1 Folder 1 Typical Files
"File" dialogs CDocuments and Settings Administrator My Documents®, capture files
Temp CADOCUME~TADMIMI-TWOCAL 51" Temp®, untitled capture files

Personal configuration C:\Documents and Settings . AdministratorApplication DataWWireshar®,

Global configuration  C:\Program Files*\Wireshar

System C:Program Files"\ireshars "gthers", "ipunets”

Program Z:Program Files*\Vireshari program files

File Edit Wiew Favarites Tools Help

h

(€ \‘_'JI lm f.__j Search i Folders v

"dfiters”, "preferences”, "ethers”, ..

"dfiters”, "preferences”, "manuf”, ..

Address

|53 C\Documents and Settings\Administrator\Application Data\Wireshark

F Y

colorfilters

File and Folder Tasks ¥ profiles aa4| | File

b

E d
5

Other Places

dfilters = preferences
File 2aa| | Fie
2KB 153 KB

IC Application Data
&) My Documents

IC3 Shared Documents . recent i recent_comman
azal | File asal | File
& My Computer EEE] | CEE] |

ﬁﬂ My Metwork Places d
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Wireshark

Personal Configuration Files - Profiles

' A1A1DA.PCAP.nodu ps.pcap - Wireshark

r“/

SHARE

Technology - Connections * Results

¢ 29TL (EE Qaqaaf| @K
|"’ Expression... Clear Apply

File Edit WView Go Capture Analyze GStatistics Telephony Tools Help
5 o SEXEE]°
%
Flﬂer:| )
W‘ﬂme Source Destination Protocal Info

10.64.80.163 10.64.96.193 DRDA

\ 1 0.000000

SQLCARD|[Packet sjze limited during captu

ket size limited d
, ACK] Seq=141782429

File Edit View Favorites Tods Help fze limited . dur ST
TT Sol DTA[Packet size Tlimited d
) Y Veearch Folders - = 448413 [PSH, ACK] Seq=141782438
W/ O s il dm-rdb [SYN] 5eq=2906427377 wWin
AOdress Ci'Documents and Settings \AdministratorApplication Data‘\Wireshark W a ! =
|lifl d 'A?'j | hark | G > 54472 [5YN, ACK] Seq=236219367
= . colorfilte
File and Folder Tasks ¥ orofiles — ,Eﬁ;r = P24 bits)
2221 | 1km H0:50:a3 (08:00:5a:40:50:a3)
" lp4.96.193 (10.64.96.193)
Other Pla S I s e I
sriiaces " dilters " preferences brt: 49413 (49413), Seq: 14178242
T saa| | File ssal | File 5
B Applicaton Dats — = ke 2220 | 453KE.......
=) My Documents
[ Shared Documents recent i recent_common B $ -q..
i My Computer CEE] | iisl | -\p : hq .....
& My Network Places - e
Iﬂﬂﬂﬂ el el [Tl 4 M A A A rC AT A - E = s C Tl C™y A A C ¥ A - co e P =l o A
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Questions

* |P Wizards on Facebook

* Wireshark Bootcamp 2011
* Germany: http://tinyurl.com/ZOWIEODE
* Canada : http://tinyurl.com/ZOWIEOCE
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Appendix SHARE

Technology - Connections * Results

—

* I[P Fragmentation

' |n Anaheim
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Fragmentation: Why ? — Part |.
An unfragmented packet arrives SHARE

Technology - Connections * Results

T

1 fragmentation.cap - Wireshark

File Edit View Go Capture Analyze Statistics Telephony Tools  Help

B o e EEXEE Ae*»pTL(EE QA #8M »
Fitter: *  Expression... i
_ — _ IPID 65AB arrived unfragmented

Mo, L whazzin . 'Ijr_ne____ § ip tl - ||§._||;I_____ ||:|.Ien_ . s_rc:_.a_u:l_di_ L

137 0. 000000 49 0x65a6 1486 205.144.1 ip.Ien==1486

138 0. 000000 54 0x6b3f 83 198.147.1

139 0.351288 54 Ox6bcl 93 198.1471 udp.length =='1466
- Internet Protocal, Src: 205.144.107.201 (205.144.107.201), Dst sna.nlp.thdr.dIf == 0x0000058f

version: 4

Header Tength: 20 bytes
+# Type of service: 0x00 J

Total Length: 1488

Identification: 0Ox&%a6 (26022)
+# Flags: 0x00

Fragment offset: 0

Time to live: 49

Transport Connection Identifier: 3db427f20001097c¢
+# RTP Transport Packet Header Byte 8: 0Ox3c
+# RTR/Transport Packet Header Byte 9: 0Ox00
a offset/4: 0x0005
Data Length Field: Ox0000058F
Byte Seguence Number: 0x0010aé6ca
Protocol: UDP (17) # Transmission Header
# Header checksum: 0x7358 [validafion disabled] # Request/Response Header
Source: 205.144.107.201 (205.144.107.201) # Data (2 bytes)
Destination: 198.147.171.51 (198.147.171.51)
-l User Datagram Protocol, 5rc Port: 12003 (12003), Dst Port
Source port: 12003 (12003)
Destination pogks 12003 (12003)
Length: 1466
+ Checksum: 0x605h [unchecked, not all data available]
+# Loaical-Link Contraol

The:NLP-payload was
0x058f = 1423 bytes

© Copyright IBM Corp. 2011. All rights reserved. 27
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Fragm

T

ntation: Why ?

What was the original size of the packet?

ipttl  lipid iplen

48 0x65ad

Time
0. Q00000

Mo. whazzin .

140

g
— Part . s

Technology - Connections * Results

src.addr dst addr dst.port
44 205.144.107.201 198.147.171.51 12003 |»
>

+# Type of serwvice:
Total Length: 44
Identification: Ox6S5ad LG6029)
# Flags: Ox01 {More Fragments
Fragment offset: 0
Timg to liwve: 48
Frotocol: UDP (173
3 Header checksum: 0x59f2 [wvalidation disabled]
Source: 205.144_ 107,201 (205.144.107.201)
Destination: 198.147.171.51 (198.147.171.51)
-] User Datagram Protocol, Src Port: 12003 (12003},
Source port: 12003 (12003}
Destination port: 12003 {12003)
Length: 1498 4///
3 Checksum: 0x128d [unchecked, not all data avail
+# Logical-Link Contral
-] Systems Network Architecture
=l Network Layer Packet Header
# Network Layer Packet Header Byte 0: Oxc2
# Network Layer Packet Header Byte 1: Ox08
Automatic Network Routing Entry: d00000000000
Resarved

UX00 (None)

0000 00 Of al 00 00 04 00 50 9b 00 00 04 08 00 45

ip,len at the sender
must have been
1498+20 bytes!

IP Header 1° fragment
ip.len==44
ip.id == 0x65ad
ip.flags.mf ==

UDP Header

udp.length == 1498

ANR Header
sna.nlp.nhdr.anr == d0:00:00:00:00:00:00:00:ff

RTP THDR:
sna.nlp.thdr.tcid == 3d:??:??:?7?:?7?:?7?.:?7.?7

0010
0020
0030

00 2c 65 ad 20 00 320 11
ab 33 2e 23 Ze 23 05 da
00 00 00 00 QOO0 00 QO ff

O Automatic Network Routing Entry (sna.nlp.nhdr.anr), 9 bytes

59 3 cd 90 ab c9 ¢
12 8d 04 08
0o 2d

Packets: 200 Displayed: 2 Marked: 0 Load tim...

oo

28
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Fragmentatlon Why ? — Part Ill.

What was the original DLF of the NLP?

205.144.107. 201
Src Port:

Internet Protocol, Src:
= User Datagram Prutucu1,
Source port: 12003 (12003)
Destination port:
Length: 1498
+ Checksum: 0x128d [unchecked,
+# Logical-Link Control
-l Systems Network Architecture
+ Network Layer Packet Header
+ [Unreassembled Packet: SNA]J

0ooo
0010
0020
0030

0o of al
00 2c &5
ab 33 2e
00 00 00

00 00 04 00 50
ad 20 00 30 11
el 2e 3 05 da
00 00 00 00 ff

+# Type of service: 0x00 (None)
Total Length: 1494
Identification:

# Flags: Ox00
Fragment offset:
Time to Tive: 48§
Protocol: UDP (173

+ Header checksum:
source: 205,144,107, 201
Destination: 198.147.171.5%1 (

+ Data (60 bytes)

24

0000
0010
0020
0030
0040
0050

a0
05
ab
8f
00
a0

of
dé &
33
0o
05
0o

7c
58
02

oo
03
oo
5C

01
22
01

09
CH
oo

12003 (12003)

00 3d

Ox85ad (26029}

ic
oo
oo

04
086
00

12003

not all data availab]

Ob 00 00 04 OB 00 45 0Q
59 3 cd 90 ab c9 c& 93
12 8d 04 0B 02 E2V0EVEC

< |

Ox7446 [validation di
(205,144,167
L147.171.51)

(205.144.107.201),
(12003), Dst Port:

Dst: 198.147.
12003 (12003)

—

) |

SHARE

Technology - Connections * Results

ip.len==1494
ip.id == Ox65ad
RTP THDR:

sna.nlp.thdr.off

na.nlp.thdr.optional.type ==
na.nlp.thdr.optional.type ==

IP Header: 2™ fragment

. -sna.nlp.thdr.teid == 3d:b4:27:f2:00:01:09:7c

== 0x000d
= 0x0000058f
== 0x0010acbha

0x22

mLP payload was OxOSSﬁ

o0 45 80 ... .. F
ca a3 S T
00700 05 L
00 00 00 e 2
00 00 00

34
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