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Abstract -
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« IMS Connect offers many ways to architect for availability and performance.
This presentation explains and compares different options including DVIPA,
Sysplex Distributor, IMS Connect Datastore routing, and the use of aliases
with IMS 11 ODBM to manage workload requests for IMS resources.
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« Workload Distribution, load balancing and failover concepts
« DNS/WLM
 VIPA
» Sysplex Distributor

« IMS Connect Workload Distribution
« Transactions and Supermember support
« Databases and ODBM aliases
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« Collection of connected system z processors
* Enables horizontal growth
* Provides a single system image
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Load Balancing - e.g., WebSphere Edge Components

» Dispatcher support - IP Spraying
 Intercepts connection requests

« Attempts to balance traffic by choosing and then forwarding the request to a
specific server, e.g., a specific instance of IMS Connect, in the sysplex.

» Establishes session with WLM if servers are z/OS

« Balances workload based on workload goals

» Never selects an unavailable server
* Provides scalability and failover

» Detects new instances of a server as they are added

» Detects server failure and prevents routing new connection requests to them
« Used for "short duration" applications like web traffic

* Inbound data goes through the router

» QOutbound data goes directly to the client



Workload Distribution and Load Balancing ...-
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Load Balancing - e.g., WebSphere Edge Components
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servers, e.g., HTTP,
9.28.32.4 ) (9.28.32.4) (9.28.32.4 FTP. SSL. etc.

|i |' o

li 9.28.32.4 is the IP cluster address
of the network dispatcher component,

which chooses a server and forwards

packets to it
“ Backup

Chosen server

responds
directly

to client

Client obtains ip

address for
server from

I
DNS, [om—m

e.g., 9.28.32.4 (DNS returns the IP cluster address)




Failover |
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- Static Virtual IP Addressing (VIPA)
* First VIPA implementation

» Eliminates an application's dependence on a particular network interface (IP
address)
Non-disruptive rerouting of traffic in the event of failure
A defined VIPA does not relate to any physical network attachment
« Multiple network interfaces on a single TCP/IP stack

TCP/IP
Connect to 10.0.1.1 D"'.'.s ................ Iclycl)snnect
port 5000 routers with  10.0.3.5 et
at dynamic . Port 5000
10.0.3.5 route updating "==10.0.1.2 D
System z/9

remote host

Note: The real network interfaces 10.0.1.1 and 10.0.1.2 appear to be intermediate hops
10.0.3.5 is a virtual IP address and can never falil



Failover ...

Dynamic VIPA

Automatic VIPA Takeover

« Support for other TCP/IP stacks to be backup VIPA address
Allows an active stack to assume the load of a failing stack
 Stacks share information using z/OS XCF messaging

Connect to
port 5000 at
10.0.3.5

remote host

routers with
| dynamic route
updating

ry
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IMS
Connect

P leaDynamlc
1V|paDef|ne 255.255.255.0 10.0.3. 1(i
leaBackup 1 10 0.3.5 F

IMS
Connect

Port 5000

Note: Server application may need to be started on the same port on the backup host
since the route to the primary host is unavailable, the backup host provides a backup for the virtual
IP address of 10.0.3.5
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* Application-initiated Dynamic VIPA
» Allows a server application to create and activate its own VIPA
Moves with the application wherever the application is started or restarted
« TCP/IP configuration statement in hiq.PROFILE.TCPIP
* PORT portnum TCP startedtaskname BIND jpaddress

gpuEEEENE,

-~~~

‘l‘ 4

— 10.0.1.1 =
10.0.1.2

-H'T‘
.

pummn® n \d
PORT 5000 TCP IMSCONI IMS Connect || ®

:

¢ BIND 10.0.9.9 1

o

Connect to

10.0.9.9

port 5000 at

routers with dynamic
route updating

remote host

e _— *

N |
....IIIIII“I--“‘

10.0.1.3
10.0.1.4

,‘ Move application and associated
’,.VIPA to another z/OS image

TCP/IP

I E I NN EEEEEEEEEEEDMD
[ |

a
D:PORT 5000 TCP IMSCONN = <= p = = = = & ¥ port 5000

n BIND 10.0.9.9 n

4EEEEEEEEEEEEEEENY®

7.

: IMS Connect ¢




—

Sysplex Distributor =

SHARE

Technology - Connections - Results

- Sysplex function - Single IP address for a cluster of Hosts
« Sysplex-wide VIPA
Workoad balancing across multiple z/OS servers
» Performs a Load Balancer type function on the System z/9 environment
« High availability
Enhanced Dynamic VIPA and Automatic Takeover
* Allows movement of VIPAs without disrupting existing connections

sy aRBer T, | [Sysplex Distributor
P keeps track of connections *.] Routing TCP/IP stack LU s :
: - X APPLA :
- keeps track of target stacks and appl|cat|on3.”. d IPA PRIMARY IPA_"HIDDENI Bort 5000 ;
At tvers S <1 | 10.1.9.9 10.1.9.9
Pt Target TCP/IP stack

3 APPLB

IPA "HIDDENF I} port 5000 E

10.1.9.9

Connect to — Target TCP/IP stack
_____ port 5000 at Sysplex Distributor - || apPic ;
61656 Backup TCP/IP stack VIPA "HIDDEN P
.................................... 1 .1 . . :
: VIPA BACKUP 0.1.9.9 :

remote host 10.1.9.9 Sysplex
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« z/OS Communications Server includes

« Server-Specific WLM for Sysplex Distributor
Connections are distributed using a round-robin distribution
Or, based on a target server’s (IMS Connect’s ports) workload capacity
 Rather than the global target system’s (z/OS TCP/IP stack) capacity

Balancing can also be done across a group of servers (multiple IMS Connect
instances) sharing a port

« Sysplex autonomics health monitor for target stacks

Provides a mechanism to monitor a target server’s (IMS Connect’s ports)
connection setup responsiveness

» Approximately 1 minute intervals

When connection responsiveness diminishes, new connection requests are
diverted to alternate instances of the server

11
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* A method to distribute workload for IP applications within a z/OS LPAR

« Multiple instances of an application can listen on the same PORT number

Allows the workload to be distributed among the server applications listening
on the same port

Simplifies the request for the remote client that does not know there might be
multiple server application instances that can accept the message

« Works with the Sysplex Distributor but does not require it

» Can be implemented using round-robin distribution or with the workload manager
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« The use of mechanisms such as IP spraying, workload balancing and sysplex
distribution

« Allow a connection request to be routed to any of the available IMS Connect
instances

Different versions of IMS Connect and IMS can coexist

» Mixed versions of IMS Connect and IMS are limited to the functionality of
the lower release level

TCP/IP IMS Connect 1 (V10) IMS A (V10)
\ /  LPARf

TCP/IP < IMS Connect 2 (V10) IMS B (V10)
\ W LPAR2

TCP/IP IMS Connect 3 (V11) IMS C (V11)
LPAR3
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« PORTS

* Provide the mechanism to access different IMS resources
Specifried in the HWSCFGxx configuration file

« PORTID - defines the PORT numbers for access to IMS TM applications and
commands

« PORT - defines the PORT numbers, distinct from those defined in PORTID

Also for access to IMS TM applications and commands but allow an IMS
Connect override of the TCP/IP Keepalive specification

« SSLPORT - defines the Secure Socket Layer port

- DRDAPORT (IMS V11)

Defines the PORT numbers, distinct from those defined in the PORT or
PORTID statements, used specifically for access to IMS DB.
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IMS Connect ...

* In a Sysplex Distributor environment

3
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Sysplex distributor

- invokes WLM

- keeps track of connections
- keeps track of target stacks and applications [

Connect to
port 5000 at
10.1.99 | |

remote host —
Invoking IMS TM

Connect to
port 7000 at |
10.1.9.9

remote host —

Universal driver —to DB

with IMS V11

(For DB-IMS V11

-
SHARE
~. | Sysplex Distributor
IMS ConnectA
. Routing TCP/IP stack faigol TC"P/IP stac"k A Port 58(?(? -
" | DVIPA PRIMARY PVIPA THIDDEN (For TM apps)
10.1.9.9 10199 rort 7000

ESCON

Target TCP/IP stackB
DVIPA "HIDDEN"
10.1.9.9

Sysplex Distributor
Backup TCP/IP stack

DVIPA BACKUP
10.1.9.9

IMS ConnectB
Port 5000

(For TM apps)
Port 7000

(For DB-IMS V11

Target TCP/IP stackC

DVIPA "HIDDEN"
10.1.9.9

IMS ConnectC
Port 5000

(For TM apps)
Port 7000

(For DB-IMS V11

Sysplex
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« Once a message destination is resolved to a particular z/OS host and IMS
Connect system

* IMS Connect can access multiple IMS Systems (datastores)

« Message exits can reroute a message to a different target IMS
The Datastore table provides information as to which systems are active

Example 1: N
Datastore List :\'>|/|S CO””eC_tt ms“ﬁ«\\
essage exits i
- IMSA - inactive | e
— / - can take action to reroute
e IMSB - active .
i— IMSC i message to an active IMS IMSC
|n m .I: r IM A - aclive on the list Cloned
PULITEG) 19 : And Data Sharing
Example 2 o
xample <. ) e Routing with
IMSA - active action'is t? IMSA y
IMSB , round-robin Shared Queues
[ | - i aC’[I‘Ve ’ requests across MSE or MSC
=== input msg for a IMSC - active the active IMS's
generic name IMS optional table to IMSA -5, IMSB - 8, IMSC - 2 IMSC
keep track of usage
Example 3:
P translate IMS1 to IMSA
IMSC
IMSA - active
___!i-! > . IMS1=IMSA,IMSB IMSB
— IMSB - active | > | iMs2=Imsc \
input msg for IMST IMSC - active IMSC
16
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« Two tables available to IMS Connect Message exits

e INIT TABLE
Points to the datastore table
Allows user data to be stored

« DATASTORE TABLE (datastore = an IMS system)
Contains datastore id's, status (active or inactive) and optional user data

« User Initialization Exit Routine (HWSUINIT)

« USAGE
Driven during initialization and termination
Load user table(s) and obtain any needed storage
Add user data to INIT and DATASTORE tables

e.g., define alternate IMS systems

« IMS Connect provides the interface
« IMS Connect message exits that are provided do not take advantage of the
capability but can be enhanced to do so
* Plug-ins such as IMS Connect Extensions (CEX) provide routing support

17
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« Although the Sysplex Distributor is an efficient mechanism for workload
balancing

« Balancing only occurs when a new connection is being established
« |f an IMS Connect region fails

New connection requests are automatically routed to the remaining active IMS
Connect regions and workload balancing occurs among the active regions

 When the failed IMS Connect is restarted

Connections that are already active with other IMS Connect regions are NOT
re-balanced

« Only NEW connections are routed to the restarted region
* Implication:
Because many of the connections with IMS Connect are persistent

» The environment after an IMS Connect has failed and been restarted, might
be unbalanced until enough new connections have been requested.

18
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« Connection failures — What happens to the output messages?

¢ Commit mode
Send-then-Commit (CM1)
« Sync_level=none messages are discarded
« 119 abend only for IMS Connect failure
« Sync_level=confirm messages result in 119 abends

Commit-then-send (CMO)
» Always Sync level=confirm
« Undelivered messages stay queued in IMS
* Retrieved with a Resume TPIPE request from remote client

19
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« Load Balancing --- vs --- CM0 messages on the IMS queue

 Includes undelivered IOPCB messages along with all unsolicited ALTPCB

mesSages
|

 Resume TPIPE request to retrieve the output message
Must be routed to IMS Connect that directly or indirectly triggered the output

On a new connection, the load balancing function may route the request to a
different IMS Connect instance

* In a Shared Queues environment
The IMS system that processes an ALTPCB message must also deliver it

» IMS Connect needs to route the Resume TPIPE request to that specific IMS
instance

20
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« Load balancing --- vs --- CM0O messages on the IMS queue

Clientx

Resume TPIPE
for clientx through

IMS Connect (TCP/IP IMS Connect A
generic name) Member = ICONNA | .-._._._._._._. IMS1
and IMS ;

v TCP/IP L oad balancin MSGx for
Will only retrieve MSGx if Load balancing mechanisms can Grentand
the connection is correctly or distribution Pic k either IMS Connect ICONNB
established with IMS can pick either
Connect B and IMS1 IMS Connect (A IMS Connect B

orB) Member = ICONNB

~ Possible connections:
IMS Connect A to IMS1

IMS Connect B to IMS1

If connection is established
through any other path, this
program will either
disconnect or timeout at
some point.

21
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» Solution

« Supermember Support (OPTIONAL)

A group name given to a set of IMS Connect instances
« Any IMS Connect can retrieve the message

Generic structure name in IMS on which the messages are queued

» IMS Connect systems are recognized by IMS by both their specific
name and supermember name

» For Shared Queues, no affinity to an IMS system
* Any IMS can deliver the message

22
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«  With supermember support, Resume TPIPE requests can retrieve any of the
queued asynchronous messages regardless of the connection path

IMS Connect A
- ICONNA IMS1
Clientx p >
i «
Resume TPIPE for il SMO1  Tosce s
clientx through IMS TCP/IP (supermember) X ror
Connect for a message clientx and
in IMS Load balancing SMo1
or distribution
mechanisms IMS Connect B
can pick either
IMS Connect (A | -ICONNB
o) ' - SMO1
4| (supermember)
Regardless of which IMS Connect is used, the SM01 name is passed to IMS

Note: a single IMS with multiple IMS Connects does not require
shared queues, data sharing, etc...

23



Supermember Support ...

« But... if multiple IMS systems are involved
* Implement Shared Queues to allow any IMS to deliver the message even if the

IMS that originally created the message is unavailable

Clientx

Resume TPIPE for
clientx through IMS
Connect for a message
in IMS

TCP/IP

Load balancing
or distribution
mechanisms
can pick either
IMS Connect (A
or B)

IMS Connect A
- ICONNA

- SMO1

(supermember)

IMS1

IMS Connect B

*, | -ICONNB

- SMO1

(supermember)

' Shared msg

queues

MSGx for
clientx and

SMo1

N——

IMS2

Regardless of which IMS Connect is used, the SM01 name is passed
To either IMS with a request for messages for clientx and SM01

g

Y
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So... for Transaction Access e
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* Through sysplex distribution, and supermember support
L IMS Connect
Port 5000
Check Datastore
; PRIMARY table and route XCF
:10.0.1.2 104.9.9 message to IMSA |1rANA
: — IMSA or IMSB
T ———— . \ / Shared Queues
: routing and workload : L o T X N/ And
balancing mechanism: ! :." E oy R - Data Sharing
Connect to - Load Balancer function failover meChanlstE ,"Supermembef‘)
port 5000 £ of Websphere Edge P Dynamic \(IPA : \\\\ support .~
at 10.0.9.9 { :  Server ] : ., i - Sysplex Distributor} /\
IMS - trana - Sysplex Distributor , : ey a tarrarararn s rarnrararant i /
TCP/IP \
: IMS Connect
remote host : Port 5000
g IMSB| TRANA
10.0.2.2 Check Datastore | XCF
: BACKUP table and route
message to
— IMSA or IMSB
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How about Database Access? e
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«  With IMS 11, IMS Connect along with the Open Database Manager (ODBM)
provide IMS database access

* IMS Connect supports load balancing and sysplex distribution for this environment
« The DRDA port number can also be shared across multiple instances

LPARA \
IMS1
T IMS g | TM/DB
g Connect A
I ODBMBH1 o\ e
L 5 O
P DRDA port 4 IMS2
Type 4 7000 SCl | TMW/DB
Universal
Drivers.  farrremseesee TN, /
: routing and workload ' Data Sharing*,
ACCESS DB balancing mechanism: /\ Environment
. : - Load Balancer function IMSPLEX1
Using : \ - <>
of Websphere Edge IMS IMS3 <>
Server ODBMB2 w)
generic : Sysplex Distributor Connect BY' S¢! ;:E PeeTE
IMS Comnect \ *v.,uvveesesvesssesesssens y
Hostname P DRDA port "
and Port I 7000 IMS4
P DBCTL
LPARB / ........
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Database Access
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« (Calling programs can use an alias name to access IMS data stores without

needing to know the actual IMSID of the IMS data store

ACCESS DB
using
ALIAS
IM1A

And using
IMS
Connect
Hostnhame
port

dl/dOL

-~

ODBM(NAME=ODBMBH1

DATASTORE(NAME=IMS1,
ALIAS(NAME=IM1A, I01A))

LPARA \

o

*IMS4 has no alias, applications can use the DATASTORE name IMS4

IMSPLEX1
DATASTORE(NAME=IMS2,
IMS ALIAS(NAME=IM1A, 102A)) )
Connect A -ALIAS I01A only routes to IMS1 IMS1
) TM/DB
> >
(@)
/ ODBMB1 S m
IMS2
= TM/DB /
-ALIAS IM1A is "
\ routed to ODBMBT *ALIAS I02A only routes to IMS2 /
for either IMS1 or
IMS2 /
-ALIAS 103A only routes to IMS3) LPARB \
ODBMB2 | o mss |
3 DBCTL -_—
> —| DB
IMS ~ —_/
Connect B
ODBM(NAME=ODBMB2 ioa N
DBCTL —
DATASTORE(NAME=IMS3, | DB
ALIAS(NAME= I03A, IMS3)) _
DATASTORE(NAME=IMS4) )

4
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« Without an alias, IMS Connect routes incoming connections in round-robin
fashion among all the instances of ODBM within the IMSplex and across the

IMS systems within those ODBMs

ACCESS DB
using a blank

ALIAS

And using
IMS
Connect
Hostname
and Port

dl/dOL

-~

ODBM(NAME=ODBMBH1

DATASTORE(NAME=IMS1,
ALIAS(NAME=IM1A, IO1A))

LPAR}

DATASTORE(NAME=IMS4) )

IMSPLEX1
DATASTORE(NAME=IMS2,
IMS ALIAS(NAME=IM1A, 102A)) )
Connect A IMSH
TM/DB
w
= TS
A blank alias
is routed to either
ODBMB1 or ODBMB2 /
/ (assumes that any route ODBMB2 o IMS3
can access the DB) :(:E DBCTL
Connect B ODBM(NAME=0ODBMB2
IMS4
DATASTORE(NAME=IMS3, DBCTL
ALIAS(NAME= I03A, IMS3))
\_ LPARB

Data Sharinga"a.,._
Environment
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« IMS Connect has an internal table
« Keeps track of ODBMS and the IMS datastores and aliases

* IMS Connect DB Routing Exit routine (HWSROUTO)

« (Can determine or change the destination of a database access request
Select an ODBM by its name
Allow IMS Connect to select an ODBM instance
* By alias name

« If only one ODBM has specified the alias, the request is routed to that
ODBM

« If the alias is associated with multiple ODBMSs then IMS Connect uses a
round-robin technique to route the request across those resources.

- If the alias is blanks then IMS Connect round-robins the request across all the
ODBM resources in the IMSplex.

Override the alias provided in the incoming request
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In a Nutshell =
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« IMS Connect — as a standard TCP/IP server application

« Fully participates in IP spraying and load balancing techniques
VIPA, Dynamic VIPA, Sysplex Distributor ....

* Provides mechanisms to route requests to any IMS in the sysplex

Transaction resources
« Support for unsolicited messages with the supermember capability
 Exit interfaces to route/reroute messages
» Across LPAR boundaries

Database resources
 Provides round-robin routing
* Supports aliasing
* Provides exit interfaces to impact routing decisions
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