WebSphere MQ File Transfer Edition —
Administration and Topologies

Chris Harris
WMQFTE L3 Team Lead
IBM Hursle

harriscr@uk.ibm.com

nnnnnnnnnnnnnnnnnnnnnnnnnnnn


mailto:harriscr@uk.ibm.com

Agenda uuuuuuuuuu - Connections * Results

« Recap

« Configuration

* Message paths

» Accessing Information about WebSphere MQ File Transfer Edition
* Resilience

« Example Topologies

 Demo



SSSSS

Technology - Connections - Results

SHARE



Recap: 3 Main Compopents of FTE . .~ BLL
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Commands: =1, LOG
* Instruct agents what to do %/
 Encode command as a ’ :

AUTOMATION MONITORING
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Connecting Agentstom@ ARE

- On distributed platforms, agents can connect to MQ either
directly, or using an MQ Client style connection

manager must run on
the same machine

Agent and queue manager can run on different
machines, connected by a TCP/IP network

: SYSTEMA ___ SYSTEMA___~ _SYSTEMB __
Direct N ‘MQ Client” ' ———> 1 |
I |
connection i — i style i — i | i
toMQ | o — _| connection | = J | | i
I I | | | |
[ED] acenig— i
Both agent and queue | O i ——————————— R .
' |
i :

* When agents connect as clients:
« MQ “sees” the agent as a client
* No dependency on MQ client libraries



Technical considerations when connecting
agents = Kt

 Performance

« Connecting to a local queue manager offers the best possible
performance

* Recovery time

« Connecting to a local queue manager offers faster recovery from
loss of network connectivity

- BUT: The reliability of transfers is not affected by whether the
agent connects to a local queue manager or connects as an MQ
Client



Recap: Queue Manager Roles

Agent Queue Manager Role

» Connection point for
agent

» Hosts queues
belonging to the agent

WebSphere MQ Network

Command Queue

Manager Role

» Connection point for
commands
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 An MQ queue manager can play between zero and all

three of these roles!
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Configuraton =& L

» The agents, commands and monitoring/logging functions all
require configuration that instructs them how to connect to their
gqueue managers

» The configuration is held on the local file system where the
components are installed

 Configuration commands:
 fteSetupCoordination
fteSetupCommands
fteCreateAgent
fteCreateBridgeAgent
fteDeleteAgent
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Configuration Directory Structure @ = EALL

@ config

Eﬂ—@ exits Per agent
= Jwgs configuration
s Jragentzy
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“Real World” Configuration = s

____@Config - Present for any type of install

Eﬂ—ﬁ [coordQM 1]

Eﬂ—ﬁagents . p resent iny -
Eﬂ_ﬁ[agenﬂj agent is installed
Eﬂ—ﬁ exits
i Jlogs

- Typically only a single agent (or a single set of
commands) would be present on a system

12



Coordination Level Configuraton @~ = St

_____ @ [coordQM1] Information required to
. connect to command
= -] command.properties«— queue manager. Used by
— commands.
H —_| coordination.properties

: B [coordQM1].mgsc \ Information required to

connect to coordination

ﬂ—ﬁagents queue manager. Used by

|

|

monitoring / logging tools.

Used to define MQ
resources required on
coordination queue
manager

Holds agent level configuration
(as shown on next slide)
13



Agent Level Configuration @~ ** ARE

Information required to connect
""" ‘ ![agent1] to the agent queue manager.
— Used by the agent

agent.properties

|
||
|
I

-~ | [agent1]_create.mqsc «—— Used to define resources to the

— agent queue manager
—-| [agent1]_delete.mqgsc

H_E : \ Used to delete resources from
exits :
the agent queue manager (this
3_(:—‘:‘1 can be used if an agent is
uninstalled)

|
||
|
I

M1
||

|

logs

User exit routines are placed here

Agent writes log files into this
directory
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Agent Event Log File

—

Each agent writes a wrapping
sequence of log files that can
be used for problem
determination

output[n].log

= : LN
*dkkxkxxkx*kxx Start Display Current Environment *¥¥xdxskkskxk

Build level: f700-L081125.1
Properties:
agentDesc=Running on Adrian's T43p, agentName=AGENT1, agentQMgr=qml, coordinationQMgr=qmi
transferRoot=C:\Documents and Settings\IBM_ User
Test fixes loaded from: C:\Program Files\IBM\WMQFTE\testfix
129424.jar
3k sk sk sk 3k 3k 3k 3k ok %k sk k ok End Display Current Envir‘onment 3 3k sk sk sk sk 3k 3k 3k ok ok ok %k
[25/02/2009 14:44:35:640 GMT] 00000001 AgentRuntime I BFGAGOO58I: The agent has been successfully initialized.
[25/02/2009 14:44:37:843 GMT] 00000001 AgentRuntime I BFGAGOO59I: The agent has been successfully started.
[25/02/2009 14:44:43:031 GMT] 00000010 FTECommandIn I BFGCHOQ16I: A request to shut down this agent has been
[25/02/2009 14:44:43:031 GMT] 00000010 FTECommandIn I received.
[25/02/2009 14:44:43:062 GMT] 00000001 AgentRuntime I BFGAGOO6OI: The agent has completed its current transfers
[25/02/2009 14:44:43:062 GMT] 00000001 AgentRuntime I and is now stopping.

ONONONONONONONONONONONONONONG
ONONONONONONONONONONONONONONG

-
(3]




“But this seems awfully complex...” ™ s

» The directory structure used to store agent configuration
can appear complex

* It is designed so that groups of FTE agents can use a
common shared filesystem to store this information

« By using a symbolic link (to writable storage) for the logs
directory, the configuration can even be mounted read-only.
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Message Paths
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Overview of Messaging Paths ~  ** ARE

a5 @ = £ Wva = 0

= Point-to-point — |
essaging
AGENT

Coordination
Queue
Manager

v

MQ
Pub/Sub

COMMANDS AUDIT LOG MONITORING
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NOTES |

e
Step 1: the command line, or GUI sends an MQ point-to-point message to the source Y
agent. This message is routed via the MQ network to a queue which the source agentis
monitoring and contains instructions about the file transfer to perform SHARE
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Step 2: based on the instructions in the message, the agent performs some checking (is
this user allowed to do this?) and then starts transferring a file to the destination agent.
The file data is transmitted by packaging it as MQ messages and routing it through the MQ
network to the destination agent which re-assembles the data into a file. The protocol
used to efficiently and reliably transfer the file data involves some acknowledgement
messages flowing from the destination agent to the source agent.

Step 3: while the transfer (step 2) is progressing the agent is also generating both
monitoring and audit information. Example monitoring information would be: “I'm 10%
through the transfer... I'm 20% through...”. Example audit information would be “transfer
of file ‘xyz.txt’ has completed for user ‘bill’ with a cryptographic hash of 1234”. This audit
information is sent using MQ messages to a queue manager which has been designated
as performing the “coordination” queue manager role

Step 4: at the coordination queue manager both the monitoring and audit information is
published (using MQ publish subscribe) to interested parties that might include the GUI, a
database for archiving log information or monitoring tools

Step 5: when the agent has completed transferring the file it can optionally send a
notification back to the process which requested the file transfer operation. This uses the
standard MQ request/reply pattern.

19



. i
Instructing the Agent cnARE
E — « Agents instructed via messages sent to their

command queue
AGENT .
» This is regardless of whether the GUI,
4 % command line, or scripts are used to start the
Agent transfer

A

Queue
ManagerWOMMANﬂ _ _ . .
/) « Supplied tools can send this via a nominated
“‘command” queue manager

WMQ
Point-to-point

Messaging - Format of command message is documented
(XML based)
» Describes the files to send

« Specifies the agent name and agent queue
manager that will be the recipient

Command
Queue
Manager

20
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Instructing the Agent AR
o
— - Command messages can specify a reply
AGENT queue
% « Only applicable to new transfer request in
7.0.0
Agent
Q%Z?Je « 7.0.1 extends this to a wider range of
Manager J command messages
%
WI:;IQ « Standard MQ request / response pattern is
Point-to-point used to reply

Messaging

» Reply contains information about the
outcome of the operation

Command

Queue
Manager UTMPQ

- Used to implement “block while transfer
completes” semantics for command line

21




Transferring Files

Agent
Queue

Manager

ﬁm\’\

oint-to-poi
essaging

UF?E P Lyj

- File data is sent as non-persistent messages

Minimises impact on queue manager logs

Permits prioritization of file traffic alongside messaging traffic
But non-persistent messages can be discarded, so...

- Bi-directional flow of messages allows agents to:
Handle non-deliver of non-persistent messages
Manage pacing of file transfer (this can be tuned)

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

Transfers involve a
two way flow of
messages between
agents

Source agent sends
data to ‘data’ queue
of destination agent

Destination agent
sends replies to
‘reply’ queue of
source agent

22



Tuning the Transfer Protocol SHARN
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« The transfer protocol can be tuned by specifying agent properties:

» Size of messages transmitted (chunks)
Tune this to match the optimum message size for your network

* Frequency of acknowledgements and thus the amount of queued data
(windows)

» Point at which transmission is blocked until an acknowledgment is received
(frames)
Tune window size and frame size to match the speed and reliability of your network —
as well as influence memory usage
* Frequency at which agent saves state (in frames)
Tune this to match the reliability of your network and to influence memory usage

Frame Window Chunk
SHARE 2
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" “/
. The protocol used to transfer file data has four key concepts: B

. Chunks: correspond to MQ message payloads. A large file is split into chunks to transfer it. Multiple small files
specified in a single transfer are combined into a chunk SHARE

. Windows: are made up chunks. After each window has been transmitted, the source agent will ask thedestination
agent to send an acknowledgement back

. Frames: are made up of windows and used for pacing. If no acknowledgements are received for any of the
windows that make up the frame — then the agent will pause and wait for the destination agent to catch up.

. Checkpoints: saving the state of a transfer onto an MQ queue. If the source or destination agent become

unavailable they can pick up from where they left off by resuming transferring file data from the last common
checkpoint. Between checkpoints the agent caches information in memory.

There are a number of associated tuning parameters (see:
http://publib.boulder.ibm.com/infocenter/wmaqfte/v7r0/topic/com.ibm.wmgfte.admin.doc/properties.htm)

. agentChunkSize: sets the chunk size in bytes. Tune this to the optimum MQ message payload size for the
network you are using
. agentWindowsSize: window size (in chunks). Use this to determine how often acknowledgements are generated.

The only reason to touch this parameter in isolation is because you think FTE is being too chatty (it does however
interact with the agentFrameSize parameter — as described next)

. agentFrameSize: frame size (in windows). Ultimately this determines both the amount data can be sent before the
agent will stop and wait for an acknowledgement (the figure in bytes will be agentChunkSize x agentWindowsSize x
agentFrameSize) and also, in conjunction with agentChunkSize and agentWindowSize, the maximum amount of
data which can be cached in memory. Tune agentFrameSize and agentWindowSize down if you are concerned
that too much data is being placed onto MQ queues (especially if the destination agent becomes unavailable) or
you are concerned about the agent’s memory footprint. Tune agentFrameSize and agentWindowsSize up if your
network is fast, your disk is slow, and you have lots of RAM - as this will help keep the agent streaming data at all
times.

. agentCheckpointinterval: how frequently does the agent take a checkpoint (in frames). Tune this down if you
have a very slow and unreliable network as it will minimise the amount of data re-transmitted if connectivity Is lost.
Tune this up if you have a fast reliable network as it will reduce the time spent persisting state — however note that
un-persisted state is stored in memory so this will also increase the memory footprint of the agent.

NOTES |

. More information about the effect of tuning these parameters can be found in the FTE performance reports
(FP11, FPL1 and FP61 - linked from here: http://www-01.ibm.com/support/docview.wss?uid=swg27007197#4)
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Monitoring and Log Data SHARE
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= Periodically, agents send transfer status to the
—= coordination queue manager

* Routed to coordination queue manager using point-
to-point messaging

« Coordination queue manager publishes to
subscribing applications

* Log data, used for audit purposes, is sent using persistent
messaging

« Monitoring data is more transient in nature and sent using
non-persistent messaging

« Format of publications is an XML message payload

25
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Log Messages | /"
- Log data published using topic string:
« SYSTEM.FTE/Log/<agent>/<transfer_id> —

- To efficiently handle large numbers of messages in a transfer, each transfer
generates:

» A start log message

« One or more intermediate log publications containing information
about a batch of files transferred

* An end log message

« Information gathered includes:

- Time, agent names, identity of submitter, files moved, checksums,
outcome

- Other key events also generate log messages:

« Directory monitoring events, schedule events, receipt of malformed
messages, efc.

26



Monitoring Messages ™ ARE

» Monitoring data published using topic string:
« SYSTEM.FTE/Transfers/<agent>/<transfer _id>

» Messages are produced periodically during a file
transfer

» Information gathered includes:
» Bytes transferred / total bytes
» Elapsed time
» Current file / total files in transfer

'

I\

27



Retained Publications % ARE

» The agent also publishes retained publications
containing:
« Current agent status
» Scheduling information
» Directory monitoring information

 This allows a copy of agent status, scheduling and
directory monitoring information to be held in a
central place

28



Agent Status

» Agents periodically publish
information about their status

« The GUI uses this to pre-fill
certain fields

¢t Command Prompt

C:\Program Files“IBMWMQFTE\bin>fteListAgents
5655-U80, 5724-RiB Copyright IBM Corp. 28B8. ALL RIGHTE RESERUVED

Queue Manager Name:
gml
qm2

C:\Program Files“IBM“\WMQFTE\bin>fteShowAgentDetails AGENT1
L655-U88, 5724-RiB Copyright IBM Corp. 2888. ALL RIGHTS RESERUVED
Agent Information:

Name = AGENT1

Description: Bunning on Adrian’s T43p

Operating System: Windows RP

Time Zone: Greenwich Mean Time
Queue Manager Information:

Name = gml

Transport: Bindings

C:~Progran Files>~IBM~WHQFIE-binZ

From:
Agent:
. |AGENT1 ;R_unning on Adria_n's T_—‘Bp} .

SHARE

Technology - Connections - Results

4p Create New Managed File Transfer

New Transfer

(O]

@ Ensure that you have selected both a source agent and a destination
agent.

Basic | Advanced

"

The command line uses
this for:

» fteListAgents
« fteShowAgentDetails

29



Agent Status Messages @~ ARE

» Published:
 As XML message data
* To a retained publication

 Using topic string:
Topic: SYSTEM.FTE/Agents/<agent _name>

* Information includes:

« Agent name, agent description, agent OS, agent
gueue manager name, agent time-zone information,
agent version

30
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Accessing Information
About WebSphere MQ
File Transfer Edition
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Types of Informaton = e

 Information about agents
« Agent names
« Agent details
« Transfer states
 Information about Transfers
» Progress
« Completion states
 Information about Schedules and Monitors
« What exists in my system

32



Information about Agents — Agent o

Names

- The fteListAgents command

B Command Prompt

D :“\HWMQFTEsbin>*ftelistAgents.cmd

2655-U8B, 5724-R18 Copyright IBM Corp. 2888, 2887.

Queue Manager Mame:
Walkko
Walkko
Hakko
HWakko
Wakko

0 :S\HWMQFTEsbin>ftelistAgents.cmd —v

L605-UBA, 5724-Ri18 Copyright IBM Corp. 2088, 2889
Agent Mame: Queue Manager Mame:

IUT_BRG <SFTP Bridgel Wakko
TUT_ONE Wakko
TIUT_RWO Wakko
TUT_THWO Wakko
W1BBLE Wakko

D :SHWHQFTEShin >

Technology - Connections - Results

ALL RIGHTS RESERVED

. HALL RIGHTS RESERUED
Transfeprs:
{SourcesDestination’
a6

a6

a6

a6

a8
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Information about Agents — Agent

Details

» The fteShowAgentDetails command

B Command Prompt

Dz~ WHMQFTE~bhin>f teShowAgent

Details.cmd IUT_BRG

S655-U8A,. 5724-Ri16 Copyright IBM Corp. 2888, 208%2. ALL RIGHTS

Agent Information:
Mame -
Description:
Bridge Server:
Operating System:
Time Zone:

Queuwe Manager Information:
Mame =
Transport:

IUT_BRG

sftp:/7king.hursley.ibm.com=22
Windows HP
Greenwich Mean Time

Wakko
Bindings

D=~ WHQFTE~hin *f teShowAgentDetails.cmd —w IUT_BRG

655-U88,. 5Y24-R168 Copyright IBM Corp. 2088, 280?. ALL RIGHTS RESERVED

Agent Information:
Mame -
Description:
Bridge Server:
Operating System:
Time Zone:

Build Lewvel:

Queuwe Manager Information:
Mame =
Transport:

Maximum Mumbher of Running

IUT_BRG

sftp/7king.hursley.ibm.com=22
Windows HP
Greenwich Mean Time

£782-FP1-281088312-1632

Wakko
Bindings

Source Transfers: 25

Maximum Mumber of Queuwed Source Transfers: 160608

ource Tranzfer States:
Mo current transfers

Maximum Mumbher of Running

Deszstination Transfewrs:

Deztination Transfer States:

Ho current transfers

D2~ UMQFTE~bin >

RESERVED

-

)

SHARE

Technology - Connections - Results
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Information about Agents — Transfer 3
States

» The fteShowAgentDetails command
EY Command Prompt Z |I:II£|

D=~ WHQFTE~hin*fteShowAgentDetails.cmd —vw IUT_OME
Le55-U8A,. 5724-RH18 Copyright IBM Corp. 2088, 2889. ALL RIGHTS RESERUED
Agent Information:

Mame : IUT _ONE

Description:

Operating System: Hindows HP

Time Zone: Greenuwich Mean Time

Build Level: £782-FP1-28188312-1632

Queuwe Manager Information:
Mame = Wakko
Transport: Bindings

Maximum Mumbey of RBunning Source Transfers: 25
aximum Mumbher of Queuwed Source Transfer=: 18688
Source Transfer States:
Tranzsferld State
414451285761 6bobef 20202020202020657f 354c200A? 662 recovering
414d51 285761 6bahef 20202020202020657F 354c 200?686 recovering

aximum Mumber of Running Destination Transfers: 25
Destination Transfer States:
Mo current transfers

D SWMQFTENbin >

35
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Information about Transfers — Transfer -
SHARE
Progress = o
- The transfer progress view
« Snapshot of what is currently happening in the system
4% MO Explorer - Test Results Q-Errnr Log =g 3 "rﬁ *{3“%”’ o |
Source Destination | Current File File Mumber | Progress Rate Started (Europe/London)
WT OME  IVT.TWO  wobbletst - (0B | OB) 9/9 |' | 100%  #Successful#  0807/10 15:56:36 BT
WTOME VT TWO  stafproc?.log - (IMB | 1MiE) 2]2 | 100%  #Successful# 080710 15:56:51 BT
WTOME VT TWO  template.ml - (B178 ) 817E) 2]2 | 100%  #Successful#  D807/10 15:57:47 BST
WTOME VT TWO  morkey0S.jpg - (R43KB J 643KEB) 1)1 100%  #Successful#  0807/10 15:57:55 BST
WT OME  IVT.TWO  test.omd- (1K | 1KiB) 2]2 100%  20KBfs 08/07/10 15:58:41 BST
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Information about Transfers - Y
Completion States @~ ARE

- The —w option on fteCreateTransfer

B3 Command Prompt

-|=] x

EESE S PhEr e Qs

DS WMQFTE~bhin*fteCreatelransfer.cmd —w —sa IUT_ONE —da IUT_TWO —dd d:-“output —degs
overurite "d:sinputs*. log*

655-U8A, 5724-Ri@ Eupyrlght IBM Corp. 2068, 2889. ALL RIGHTS RESERUED
AFGCLAA35I : Transfer request issued. The request ID iz: 414d512857616h6bhef26202
20202020657 354c2880a583

BFGCLHA142]I: The file transfer reguest has heen submitted.
for notification of the transfer's completion.

BFGCLA1321I:= The requested file transfer has successfully completed.
D SUMQFTE~bin >

The command is waiting

37
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- The Transfer Log

Transfer Log

Source

O HEH

INT_CME
C:ifilesisecurel 1 G_bin.zip
d: ffilessecureemphy *

C:ifilesisecureltemp'kitten. jpg
C:ifilesisecureltempimonkey22, jpg
O filestsecureltrigger firewark, jpg
D:ifilessecureltrigger kitken. jpg
D:ifilesysecureltriggerimonkey . jpg
D:ifilestsecureltriggertest. jpg

d: ffiles/secureftriggers*
I¥T_OME
I¥T_OME
I¥T_OME
I¥T_OME
IVT_CME
IYT_CME
IVT_CME
D hinputhant, xml
D:tinputhapache e Exk
D:tinputFetch.crnd
IVT_CME
IVT_CME
IVT_CME

Deskination

INT_TW
C:iFilesiouty 1G5 _bin.zip

d: [ ffilesf ot fempty ™

LA Filesoutitempikitten. jpg

C:iFilesioutitempimonkey2 2. ipg
O Filesioutitrigoer firewark. jpog

DA Files\outitriggerikitten. jpg

D4 Filesioutitrigoerimonkesy. jpg

D Files\outitriggeritest. jpg
d:fffilesffaut fkriggers*
IVT_ T4

IVT_TWO

IVT_TWO

IVT_TWO

IVT_T'Wo

IVT_OME

IVT_OME

D houkputttestymulkifiles, bk
Duhoukputt testymulkifiles. bxk
Duhoukputt testymulkifiles. bxk
IVT_TWo

IVT_TWo

IVT_TWo

Information about Transfers -
Completion states

Comnpletion State
Partially successful
Successtul
Failed - Invalid argument
Successtul
Successtul
Successtul
Successiul
Successhul
Successhul
Failed - Invalid argument
Failed
auccesstul
auccesstul
auccesstul
auccesstul
Failed
Partially successful
Successiul
Failed - BFGIDOO0EE: File "Dl output)kesthmultifiles  bxt" alreadw exists,
Failed - BFGIDOO0EE: File "D\ output)kesthmultifiles  bxt" alreadw exists,
Cancelled
Cancelled
Successul

-

)

SHARE

Technology - Connections - Results

[

Ciyner  [#
harriscr i@

harriscr @
harriscr @
harriscr @
harriscr @
harriscr @
harriscr @
hatriscr @

harriscr @
harriscr @
harriscr @
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Information about Transfers -
Completion states

- The XML messages

= Queus Manager Cluskters
, e : = INT_OME IVT_TWWhDr
—% IS Administered Objecks . 5 q 2 S :

; R C:hfFilessecureh 1G_bin.zip O Fileshouth 1G_bin. zip
@@ Managed File Transfer et i 7 S i o TR
A FT -

Partially successFul
SuccessFul

-

)

SHARE

Technology - Connections - Results

-
FT
1E Ewpe Filker texk o |
TF
i Metadata e
b —— # STARTING
e
=1 =7xml wersion="1.0" encoding="UTF-5"7>=
= <kransaction xmilns: xsi="http: ffuvavoen w3 orgfZ001 fXMLSchema-instance”
"-"! ID="414dS1z057616b6baFZ0202020202020dF32 144bZ0005703" agentRole="sourcesagent” wersion="3.00"
?i xsiinoMamespaceSchemalocation="TransferLog.xsd" =
= Serwic <action ktime="2002-12-01T15:41:35.7262" =starkted <fackion =
=sourcesgent QMgr="'"akko" agent="IYT_OMNE" =
<syskemInfo architecture="x85" name="Windows ©XP" wersion="5.1 build Z&00 Serwvice Pack 3" =
< fsourceagent =
=destinationagent QMgr="vwwakko" agent="I¥T_TwO"j=
=originator =
=hostMame =alustriel. hursley . uk.ibm.com. <fhasthlame =
=userlD=harriscr <fuserID =
=mgmdUserID=harriscr <fmgmdUserIh =
=< foriginator =
=<kransferset byktesSent="0" startTime="zZ009-12-01T15:41:35.796Z" total="9"=
=metalbatasek =
<metalata key="com.i samngfie. Sourceagent” =IVT _OME < fmetabata =
=metalata key swmngfie. Destinationagent” =I¥T_TWoO </metaData==
=metabata ke smigfee . OriginatingHosk" =aluskriel . hursley  uk.ibm. com. <fmetabaka>=
<metabata key="com. smgfee . MogmdUser” =harriscr < fmetabata =
<rmetabata
kev="com.ibm.wmgfte. TransferId" =414d51 205751 6babafZ0Z02020202020dF 532 1 44bZ0005 705 < /metabData =
<=metalata key="com.ibrm.wmgfte. OriginatingUser" =harriscr <fmetabata=
=fmetalataSek =
= ftransfFerSet =
< frransackion =
# IMN PROGRESS
=7xml version="1.0" encoding="UTF-&"v =
=kransaction xmins: xsi="http: f feavews w5, orgf/Z001 S =MLSchema-instance"
ID="414d512057615bsbaF202020202020204F321 44b20005703" agentRole="sourcefsgent” version="3.00"
xsiinoMamespaceSchemalocation="TransferLog.xsd" =
<action time="z2003-1Z-01T15:44: 45, 062Z" =progress <faction =
<sourceagent QMgr="wakko" agent="IvT_OMNE" =
=syskemInfo architecture="x4&" name="windows <P" wversion="5.1 build Z&600 Service Pack 3"/ =
=fsourcesgent =
=destinationagent QMgr="akko" agenkt="I%T_TwWo" >
<swskemInfo architecture="=x86" name="'%indows *P" version="5.1 build 2600 Service Pack 3"/ =
= fdestinationbgent = i
< | >
L] [ (=] o4 ] [ Zancel ]
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Information about Schedules

» The fteListScheduledTransfer command
B Command Prompt ﬂE}ﬂ

Dz~ WHQFTE~bin>*fteListScheduledTransfers.cmd
L655-U80. 5?24_R1@ CupyrlghtilBH Corp. 20688, 2889. ALL RIGHTS RESERUVED

IUT_ONE
d=~inputs=*.log

binary

d:~output

IUT_TWO
2018-07-6B8T17-08+61008
2018-07-6B8T17-08+61008
admin

days

1
2010-A7-31T18 : 0@ +A108

2
IUT_ONE
d:sinputs=*
unuer31un Type- binary
d:~output~logs
IUT_TUWO
chedule Start Time: 2010-87-88T17:80+81008
Mext Transfer: 2010-87-88T17:80+8160
chedule Time Base: admin
Repeat Interval: weeks
Repeat Freguency: i

D=~ WMQFTE~binZ_
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= €% 1BM webSphere MO
4= Queus Managers
. . = Queues Manager Clusters
° Th e pe n d I n g tra n Sfe rS VI eW = M5 Administered Cbjects
=)@ Managed File Transfer
L FT74
W FT7D
i METCMER:
k! NFL
= Lf Wakko
lg;:' Manikars
[g® Transfer Templates
i Transfer Log
|P=|} Pending Transfers
=+ Service Definition Repositories

Bl tc Explorer - Content 52 ’=§“ T

Pending Transfers

Marme SOUrce Destination Scheduled Start (Europe)London) Repeat Every Repeat Type Fepeat Unkil Mexk Transfer (Europe)/London)

Z IVT_ONE INT_TWC 05/07/10 17:00:00 B5T 1 weeks 05/07/10 17:00:00 BST
1 IVT_ONE INT_TWC 080710 17:00:00 BST 1 days 310710 16:00:00 EST 05/07/10 17:00:00 BST

4



-

)

Information about Monitors AR
» The fteListMonitors command
B Command Prompt ﬂgli

D:=~WHQFTE~hin*ftelListMonitors.cmd —w
S655-U8H, 5724-R18 Copyright IBM Corp. 2868, 2889. ALL RIGHTS RESERUED
Monitor Information:

Mame = TEST FILES

Agent: IUT_ONE

Status: Started

Root directory: disinput™,

Condition: Match

Pattern: =*_txt

Monitor Information:
Mame = BIHARY FILES
Agent: IUT_ONE
Status: Started
Root directory: disinput™,
Condition: Mo match
Pattewrn: =*_txt

D:“WMQFTE~hin>
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Information about Monitors

 The monitors view

B o Explorer - Content 52

Monitors

Mame Agenk Directary

TEXT FILES  I¥T_OME d:hinput)
BEIMARY FILES IWT_OME d:\input)

= €33 IBM WebSphere MO
+ [+ Queus Managers
= Queus Manager Clusters
=+ IM5 Administered Objects
=@ Managed File Transfer
kc? FT7A
ke? FT?D
L METOMGR
A MFL
= Lf W'akko
Ig-uﬂ Monitors
@ Transfer Templates
i Transfer Log
|_”=|} Pending Transfers
= Setvice Definition Repositories

Trigger Events File Pattern
Makch g
Mo makch Tk

SHARE
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Resilience
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Resilience to Outages @~ ARE

- FTE is designed to be resilient to both outages and
connectivity issues:

« Effects are localized, other parts of the FTE network can
continue to transfer files

« Check-pointing allows transfers to restart from the point a
problem occurs.

 The following slides describe how FTE function is affected
by outages...
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Command Queue Manager Becomes S HARE
Unavailable @ e

» Implications:
 No new commands can be sent to agents

-« Mitigation:
« Agents continue to process any existing transfers
Including scheduled transfers + monitored directories

« Have more than one queue manager performing the command
gueue manager role
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Agent
Queue
Manager

Agent Queue Manager or Agent Becomes SHARE
navailabe @ e

» Implications:

« Transfers to/from the affected agent(s) cannot progress until the
gqueue manager or agent is available

- Mitigations:
« Transfers between other agents are unaffected

« Once the issue is resolved transfers to the affected agent(s) will re-
start from the point the problem occurs

« Agent queue manager can be made highly available
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Coordination . ] . —~ \
Queue " oordination Queue Manager Becomes SHARE
Manager Lo navailabe === e

» Implications:

» Logging and monitoring information for in-progress transfers
not available

- Mitigations:
« Agents can continue to transfer files
« Commands can still be sent to agents

* Logging and monitoring data is not lost, and will become
available when the coordination queue manager is restarted

« Coordination queue manager can be made highly available
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Concurrency and transfers ¥ 1L

« Multiple transfer requests are processed in parallel
« Up to a configurable maximum

 Files specified in a transfer request are transferred in sequence

« However, be aware that:

« Too many transfers happening in parallel can reduce performance

« Under load some sequential behaviour emerges resulting in less
parallelism than is theoretically possible

« The size of message placed onto the state queue is proportional to the
number of files in the transfer

If you wish to transfer very large numbers of files in a single transfer you will
need to increase the MQ maximum message size
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Topologies
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Example Topologies @~ ™ ARE

- Hub and Spoke
 Single agent queue manager
« Multiple agent queue managers

 Distributed
 Distributed WMQFTE network
« Connecting multiple WMQFTE networks
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Hub and Spoke - Single agent queue manager

 This is typically seen for a smaller companies with one central office
and agents in each of its stores.

Hub and Spoke - Multiple agent queue managers

 Typically used for larger companies where files need to be
distributed within locations, as well as to head office

Distributed WMQFTE network

« This takes a lot of load away from the coordination queue manager.
Typically it could be used where the business runs across multiple
disparate geographies with a command queue manager for each.

Connecting multiple WMQFTE networks

NOTES
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Hub and Spoke — Multiple agent queue

managers
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Technology - Connections - Results

Demo: FO02 — Web Gateway Support Pac
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SupportPac FO02 Overview e

nnnnnnnnnnnnnnnnnnnnnnnnnnnn

« FOO02 is a Category 2 (unsupported) SupportPac which provides a RESTful API to WebSphere MQ File
Transfer Edition

« The focus of FOO02 is to provide a RESTful API that can be used to build end user Web
solutions that involve transferring file data or viewing the outcome of file transfers

« To download SupportPac FOO02:
« http://www-01.ibm.com/support/docview.wss?rs=171&uid=swqg24026419&loc=en US&cs=utf-
8&lang=en

- Capabilities:
« Sending a file from an HTTP client (for example a web browser) to an File Transfer Edition agent
Setting typical transfer options (E.g. transfer priority, text/binary transfer type, etc)

Receiving a unique ID relating to the transfer which can be used to track the transfer through the
FTE system, including querying the status of the transfer (see below)

 Retrieving audit information about a file transfer operation. Details include:
The success of individual files in the transfer
The amount of data transferred, the time the transfer occurred
etc.
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uuuuuuuuuuu Connections - Results

Backend
System

Components of an example topology

User
Logical path for file data

RESTful
Web
Interface Web Gateway System
e
G J2EE ihse
\' <HTTP(S) »|  Application Queue ¢ WebSphere MQ Network
b . Server Manager

Web Browser

Coordination
/] Queue
B picaton T Manager
that
comprises
the FO02
SupportPac
Database

Audit information

—_——— e —
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, “/
L Example interactions on upload of a file:
SHARE
1. The end user interacts, using a Web browser, with a Web application that has been designed to use the
U) RESTful interfaces provided by the FO02 SupportPac
2. The HTTP POST request, corresponding to the RESTful interaction, is interpreted by the Web Gateway
application (running in the J2EE application server) and is used to:
I— A.  Write the file data to the local file system of the application server
B. Sends a file transfer request to the FTE agent running on the same system as the application
server. This request instructs the agent to move the file data (written in step 2A)
Z 3. The FTE agent running on the same system as the application server transfers the file (or files) to the
destination agent (as specified in the HTTP POST request — at step 1)

1. The FTE agent running on the same system as the application server acknowledges the receipt of
the file transfer request. This information is returned to the user as a response to the HTTP POST
request (and can be formatted for display by the Web application)

2. As the file transfer progresses audit data is generated, which is flowed to the coordination queue
manager. This audit information is recorded in the database, by the Database Logger

Example interactions when querying status of a file transfer:

1.

User generates a HTTP GET request (again using a Web browser to interact with a Web application
written to use the RESTful interfaces provided by the FO02 SupportPac)

The FO02 Web Gateway application interprets the request and queries the database to retrieve the
relevant information

The information is returned to the user as the response to the HTTP GET request (and can be formatted
for display by the Web application, written to use the FO02 RESTful interfaces)
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Example: sending a file from an HTTP client =
to a backend FTE agent (1/2) =

HTTP Request

Backend
System

Web Browser

Folder to write file(s) to, relative to transfer root of destination agent

Destination FTE agent

Method
& URI

POST HTTP/1.1 /wmqg/fte/file/agent/CLAIMS.AGENT/claims/forms/

x-fte-priority: 4
x-fte-type: binary
Headers Content-type: multi-part/form-data; boundary=--RAa6b74

--RAa6b74
Content-Disposition: form-data; name="files"; filename="claim29-04-2010.txt"

Content-Type: text/plain

Body

<contents of claim29-04-2010.txt goes here in the HTTP request>
--Aabb74--

Filename to write file to at destination agent

SHARE s



Example: sending a file from an HTTP client
to a backend FTE agent (2/2)

HTTP Response Backend

System

Web Browser

Operation was successful
Reponse /

Code Transfer ID of the transfer

HTTP/1.1 200 OK
— Server: WAS/6.0
Content-length: 93
Headers =_ x-fte-id: 4d63c28ae6e72eb9c51cd812736acd4362e£5

( <transfers>
<submission i1id="4d63c28aebe72eb9c51cd812736acd4362ef5”>
</submission>

_</transfers>

Body <

SHARE o4



Example: querying information about a file =
transfer using a HTTP client e

SHARE

Technology - Connections - Results

HTTP Request Backend
~ | System

Reponse
COde SN GET HTTP/1.1 /wmg/fte/transfer/4d63c28ae6e72eb9c51cd812736acd4362ef5

_~User-Agent: mozilla K\

Headers ID of the transfer status to view
HTTP Response Backend
Web Browser | =:- == 7 System
Reponse\ HTTP/1.1 200 OK
Code (server: was/6.0
Content-length: 1664

Headers —_ Content-type: application/xml

(~ <transfers>

<transfer end-time="2010-03-23T14:13:03.2602"
start-time="2010-03-23T14:12:39.0762"
BOdy status="Complete" id="4d63c28aebe72eb9c51cd812736acd4362ef5">

<information omitted for brevity>
</transfer>

transfers> ™ Information about the file transfer
SHARE
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Sample app

lication s ]

SHARE
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« The FO02 SupportPac ships with a sample Web application that demonstrates the

types of function

Select a file and upload

it to the backend agent e

History of transfers
carried out by this USEr ey

available from the RESTful API

|r"J WebSphere MQ File Transfer Edition - Sample Web Gateway Application - Mozilla Firefox 3 Beta || 0/[X |

File Edit View History Bookmarks Tools Help

@ v @y ) [|§| http:/ocalhost:9080/FileUpload.htmi ‘ - ] ic~ 2
[Fg‘l WebSphere MQ File Transfe... x |§| WebSphere MQ File Tra... x | v
| | SeipestnaionAgent | SeiComexiRoot (i,
Expense Reports Submission Page COﬂfIgU re the Sample
Use this page to upload your expense reports for the month. Begin by browsing for a file you want to submit and pressing for your environ ment
e (typically these would
===g@)/home/fteuser/Desktop/fo02.zip Browse... ] | Upload | not be seen by the
end user)

Submitted Reports
The reports you have submitted are listed below. Click on an individual transfer ID to view details of the transfer. The

‘Status' field will update automatically as the transfer progresses.

Transfer ID Status

* 414d5120636f61726420202020202020187ddadb0e280020 Complete

Done

 Transferred files are piaceu o uie uelaunt uansier roou oi e uestination agent inside a
directory called ‘webuploads’

» Unless explici

tly set using the ‘transferRoot’ property, this will be the home directory

for the user ID that runs the destination agent process

Note to obtain the best user experience use Firefox or Chrome. Current versions of the SupportPac have restrictions when using Internet Explorer

66



Apply to Join the Early Access Program

What is it?
Opportunity to get early access to pre-GA code
Influence product directions and features
Build product knowledge and skills

When does it start?
You can apply to join anytime during 2010

What is required to join?
A specific Non-Disclosure Agreement (NDA) must
be signed

Can be signed electronically via the Betaworks
Web site

What could | receive?

Download regular code drops of the latest pre-GA
iterations

Opportunity to provide product feedback direct to
labs

Product roadmap details and materials

Who can | contact with more questions?
Contact your local IBM representative

yiem - ‘WebSphere MQ File Transfer Edition - Software - Mozilla Firefox

SHARE

Technology - Connections - Results

File Edit “iew Higtory Bookmarks Tools Help GBookmarks

United States [change] [~ United Kingdom ]

Home Solutions ~ Services v Products ~ Support & downloads ~ My IBM ~

Welcome Mr. Adrian Preston [Not you?] [ 1B

WebSphere MQ File Transfer Edition

Features and benefits

System requirements

IBM® WebSphere® MQ File Transfer Edition

will deliver managed file transfer for SOA
1BM WebSphere MQ File
Transfer Edition V7.0 provides a reliable, managed

== = file transfer solution for moving files - regardless of
- size - between IT systems. It enable files and

WebSphere MQ

FILE TRANSFER EDITION

“+Learn more

Support

Related links

- Warranty info

« Product Accessibility
Information

documents to be transferred across a dual purpose
backbone that also handles messages.

= Reliable managed file transfer (MFT) using WebSphere MQ

# Enable consclidation of messaging and file transfer infrastructure into
single backbone

# Provide bulk transfer of files, regardless of size
# Record log of transfer activity for audit purposes
» Offer automation and control of file movement between IT systems

* Extend MQ Explorer graphical interface for remotely configuring transfers
and monitoring progress

« Optional scripting support for programmatic control of transfers

# SOA-ready approach enabling files to be transferred onto Enterprise
Service Buses (ESBs)

# Operating systems supported: ALX, HP Unix, Linux, Sun Solaris, Windows,
z/0s

Announcement letter
1BM MO File Transfer Edition V7.0 delivers a managed file
with auditability

tran olutior

rs @ managed

Family overview

Learn more about the WebSphere MQ product
family and how you can use messaging software
to connect your applications

webSphere MQ Family

Included components

WehSohars MO Baliabhls maccanina for dictributed nlatforme

—_—
overview __________________|j——

WebSphere. ELIVEDS

= oy vays to get
P § the answers you
=M need

&) Call me now
o Request a quote

i | E-mail IBM

or call us at
877-426-3774
Priority code:
104CBW63
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Resources = ARE

* |Information Center:
« http://publib.boulder.ibm.com/infocenter/wmafte/v7rQ/index.isp

» Redbooks / Redguides / Redpapers:

« Getting Started with WebSphere MQ File Transfer Edition V7
http://www.redbooks.ibm.com/abstracts/sq247760.html

« IBM WebSphere MQ File Transfer Edition Solution Overview
http://www.redbooks.ibm.com/abstracts/redp4532.html

« Managed File Transfer for SOA using IBM WebSphere MQ File Transfer Edition
http://www.redbooks.ibm.com/abstracts/redp4533.html

- B2B Enabled Managed File Transfer using WebSphere DataPower B2B
Appliance XB60 and WebSphere MQ File Transfer Edition
http://www.redbooks.ibm.com/abstracts/redp4603.html

« Trial Download:
« http://www.ibm.com/software/integration/wma/filetransfer/
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