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Internet - World Wide Web - WWW

Infrastructure (ust to name

a few)

Hardware: Routers, Switches

Protocols — Ttcp/ip, icmP,
RSVP, IMAP,

Facilitators - bpns, pHecP,

Firewalls, Intrusion Detection,
Virus scanners

Content (Just to name a few)

HTML - Hypertext Markup

Language

PHTML — aka PHP - another

scripting language

BPEL — Business Process

Execution Language

JSML — JScript Markup

Language
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TCP/IP Layered Architecture
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Browser Server

WWW, mail, file transfer,
Application

Application remote access
| ] | ] [ [

— — = Application interfaces  — = ]
TCP
Transmission Control Protocol

TCP _
End-to-end delivery

Transmission Control Protocol

IP

IP :
Internet Protocol Best effort dehvery Internet Protocol

Network
Interface and hardware

Network Physical connection
Interface and hardware

Networking — Connecting people to information through technology




TCP/IP Stacks

Application
U
ser space ,.-*ft‘*u
Kernel space _,-r"J 1"‘--.&
__,-*“' TCP "“*-.._ﬁ
_‘__,-—"' ubDpP "‘-,-“
- ‘/i_i\‘ "l
ICMPva
IGMP IPva IPvG H I(:_HIP\FE
‘ - ‘ Link
ARP layer
Device
driver
Hardware ¢
MNetwork
adapter

Source: http://luw713doc.sco.com/en/NET _tcpip/tcpN.tcpip_stack.html
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Network Interface Layer

7(8) Layer OSI Model

Layer Function

8 End User (Politics)

4 layer TCP/IP Model

Application

Presentation Application

Session

TCP UDP

Transmission User
Control Datagram
Protocol Protocol

Transport

IP
Network Internet Protocol

Data Link

Network
Interface and hardware

Physical

0
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|IP Header

Byte
Offsat §
I”IIIII||I1|||l||IIEIIIIIIIISIIILIIIIl
Y1 Version 'Hté:;i?er Type of Service (TOS) Total Length
4 Identification IP Flags Fragment Offset
¥ DM
20
8 Time To Live (TTL}) Protocol Header Checksum Byles
IHL
12 Source Address (Internet
Header
s e s s s s s e s s s | Length)
16 Destination Address ¥
20 IP Option (variable length, optional, not common)
Ei!CI123455?89;123455?89,3123456?8901
| Nibble —}— Byte —#}— Word >
Version Protocol Fragment Offset IP Flags
T — T —
Version of IP Protocol. 4 and IP Protocol ID. Including (but  Fragment offset from start of
6 are valid. This diagram not limited to): IP datagram. Measured in 8
represents version 4 1ICMP 17 UDP 57 SKIP byte (2 words, 64 bits) *® OxB0 reserved (evil bit)
structure only. 2 !I‘_;MP 47 GRE B8 E'GFHFP increments. If IP datagram is D Ox40 Do Not Fragment
g IGCFSP g’? EEF 1?3 I_OESTP fragmented, fragment size M 0x20 More Fragments
Header Length (Total Length) must be a follow
R —— multiple of 8 bytes. RFC 791
MNumber of 32-bit words in Total Length

TCP header, minimum value

: Please refer to RFC 791 for

of 5. Multiply by 4 to getbyte ~ Total length of IF datagram, Checksum of entire IP the complete Internet

count. or IP fragment if ragmented. head ’ " Protocol (IP) Specification.
Measured in Bytes. oaver

Source: http://nmap.org/book/images/hdr/MJB-IP-Header-800x576.png

Header Checksum
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IP - Internet Protocol

Appicaon Data transferred in self contained units called datagrams

_;P ) UDP
i 20 byte IP header

IP

internet Protocol Best effort delivery -- no guarantee

Layer 3

Network

I s e Dynamic path selection for every datagram

Handles datagram fragmentation & reassembly
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TCP - Transmission Control Protocol

TCP UDP 1

Transmission User Datagram
Control Protocol Protocol
Layer 4 Layer 4

Application f’&z’“

Connection established

P

Internet Protocol End-to-end acknowledgments
Layer 3

Orderly delivery of datagrams to application
Network

Interface and hardware
Layer 1 and 2

Error and flow control

Connection takedown
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TCP - Header

Byta
Oftset | | | | |2 | E | | -
0 Source Port Destination Port *
:
20
Offset
12 TCP Flags .
Offset Reserved CEUAPRSF Window
20 TCP Options (variable length, optional) v

Bit *0 1 2 3 4 5

e Niobie —— Byte —#— word

1
6§ 7'8 8 o 1

2
2345% 78941

3
2345678941

>

TCP Flags

ICEUAPHSF'

Congestion Window
C 0x80 Reduced (CWR)
E 0x40 ECN Echo (ECE)
U 0x20 Urgent
A 0x10 Ack
P 0x08 Push
R 0x04 Reset
S 0x02 Syn
F 0x01 Fin

Congestion Molification

ECN (Explicit Congestion
MNotification). See RFC
3168 for full details, valid
states below,

Packat Statea DSB ECHN bils

Syn 00 11

Syn-Ack 00 o1

Ack 01 oo

Mo Congastion o1 0o

Mo Congestion 10 oa
Congestion 11 oa
Receiver Responss 11 o1
Sender Responsa 11 11

TCP Options
. ____________________________________J

0 End of Options List

1 Mo Operation (NOP, Pad)
2 Maximum segment size
3 Window Scale

4 Selective ACK ok

8 Timestamp

Checksum
e —"

Checksum of entire TCP
segment and pseudo
header (parts of IP header)

Offset

Mumber of 32-bit words in
TCP header, minimum value
of 5. Multiply by 4 to get
byte count.

RFC 793

Please refer to RFC 793 for
the complete Transmission
Control Protocol (TCP)
Specification.

Source http://nmap.org/book/images/hdr/MJB-TCP-Header-800x564.png
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TCP - Connection Flow

Socket

Connect
Let's Talk
SYN-SENT

Thanks!
ESTABLISHED

Cllent Server
/. SYN
G%‘}" SeqNum = 3557
ACKNum=0

1

ACK/SYN
ACKNum = 3558 |

SeqNum = 21248
=
ACK
ACK Num = 21248
> W8
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Socket
Bind
Listen
LISTEN

QK, Let's Talk
SYN-RCVD

Accept
Conversation
Established
ESTABLISHED



Ok!
FIN-WAIT2

You're donel

OKIl
TIME-WAIT

Connection
Closed

TCP — Connection Termination

Cllent

S

1
i

Ve by
M

S

\

TN

Server
FIN
> % ] OKI
N CLOSE-WAIT
ACK o — Hey,
( \"'. Walt Application,
\ / We're Shutting
FIN - downl
v LAST-ACK
' |
ACK > OK, Goodbye
CLOSED
w Connection
| Closed
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TCP - Acknowledgments

Vel iiir
., !“m"l!'llij ik

\

Sends datagram
Starts timer

W

Host A

Acknowledgment
was not received

Timer expires
and datagram retransmitted
Host B receives datagram

and acknowledges receipt

Host A receives acknowledgment,
resets timer, and clears buftfer
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UDP - User Datagram Protocol

Application Program to program datagram transfer

— ] B B Fast mechanism

TCP |  UDP _
Transmission | User Datagram Used for management frames, streaming

Control Protocol Protocol audio
Layer 4 Layer 4

IP
Internet Protocol
Layer 3

Network
Interface and hardware
Layer 1 and 2
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UDP - Header

Byte
He
Ofiset§o, | | 3 | | | |‘L N N - . |3| I
0 Source Port Destination Port g

1 2 3
6 789312845 7893123456783 41

Bit

012345
i“NibblE—b‘I—EﬂE_DI_WOI'd

Checksum RFC 768
S —
Checksum of entire UDP segment and pseudo Please refer to RFC 768 for the complete User
header (parts of IP header) Datagram Protocol (UDP) Specification.
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TCP/IP Ports/Sockets

Sockets

Network I/O for UNIX
Library of C routines
Berkeley UNIX (BSD) API

Also called Ports

Well known 0 — 1023

Registered 1024 — 49151

Dynamic 49152 - 65535
(also called Private)

Application address

IP Address

Protocol (TCP or UDP)
Port Number
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Port Number

20

21
23
25
53
70
79
80
110
161
162
520
1435
1525

10007

Protocol

TCP

TCP
TCP
TCP
TCP/UDP
TCP
TCP
TCP
TCP
UDP
UDP
UDP
TCP/UDP
TCP/UDP

TCP/UDP

glgllyg

Application code

Application

FTP-data

FTP-control
Telnet
SMTP

DNS
Gopher
Finger
HTTP
POP3
SNMP
SNMP-trap
RIP

IBM CICS
Oracle

MVS Capacity

71 LT L ]
TCP




Encapsulation of Application Data

Application
layer
: Data
Transport Application data
layer
TCP/UDP
i P Data
Network TCP segment or UDP packet
layer
P TCRADP
¢ header | ncooar Lain
Data link IP datagram
layer
Frame IP TCP/UDP Data Frame
header | header header trailer
Physical Network frame
network

Source: http://luw713doc.sco.com/en/NET _tcpip/tcpN.tcpip_stack.html
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IP address is 32 bits long

Expressed as 4
decimal numbers

Format: 24.25.20.137
Divided into 2 parts
Network address

Host address

Network address
assigned:

ISP
Registrar

Host address
assigned:

Locall

IP Addressing

Your Network =
192.168.42.0

Network =207.217.0.0
(207.217/16)

lauraknapp.com =
207.217.125.50
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IP Address Assignment

L ACNIC

B AlrinIC
ARIM

Public network addresses originally assigned to using organizations

Today regional authority assigns to Internet Service Providers (ISPs)
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Network Address Translation

207.217.125.50

Hides internal addresses and
systems from outsiders

Use Private IP Addresses internally
Everything appears to be SA: 24.95 20,137

coming from the firewall DA: 207.217.125.50
Userl IP Data

High performance

Transparent to clients

Configuration options on

mapping internal to external | SA:192.168.1.101
. DA: 207.217.125.50
addresses implemented by Userl IP Data

either firewall or router 192.168.1.103

m| 192.168.1.101
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Names and Addresses

@U‘P |£' http://www.lauraknapp.com/tech.htm

Tolx[oes -

Technology Sites -

06/07/10

General Technology

CooS @Internet Details

. @ TUCOWS Shareware software
hew House Progfes: S1p Wikipedia

| @Webopedia Home

Technology SNES @1p Webopedia

@] ight Reading: Networking the Telecom Industry

Presentationg @7DNet on IP Technologies
& _IP Protocols

@ Cisco IP Protocol Handbook
@1T Toolbox

@ The Register
@1P Address Tracker

Internet II

@nternet?

&Internet? Details

& Internet? Wikipedia

& Internet? Dashboard

&FUS Government and Internet 11

Security and Hacker Sites

SCERT

@Internet Security Wikipedia
CNET News on Internet Security

CEEGE

Mainframe

& MainframeZone

& zlournal

W& Marist listservers
FIBEM System z Redbooks
&@Mainframe World Blog
PMainframeupdate blog
BLinuxVM WIKI

How does my URL get transformed into an IP address?
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DNS and TCP/IP Addresses

com Commercial miUSA Military

edu Education (Accredited) - org Other (nonpprofit)

gov USA Government net Network resources

New Finally appearing + SO postal codes for countries

biz Business

info About anything tv Actually a county code

_eduukgovijp com sg milfrorg au net

], www.ibm.com 129.42.0.0/16
" IBM www-1.ibm.com 129.33.0.0/16

.\\

[ PC Sgfvices

. BN
Software

W\%4 26.25)%.%%{%04.146.30.51 129.42.18.103

W.DC.I .
- www.software.ibm.com : -
. www.services.ibm.com
(points to Lenovo.com) www-306.ibm.com/software
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DNS “F” Root Servers Worldwide

L - g P

Skoral nodes o o= g i —

13 root servers lettered a through m
These are the 46 instances of the f root server
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DNS Lookup of TCP/IP Addresses

p’f Laura Jeanne Knapp - Windows Internet;

é? =4 ¥ |&] http:[fwww.lauraknapp.com/

File Edit View Favorites Tools Help

- Gox _ISI!E (- | G0 4 ‘T,_"

- ZONEALARM" SpY BLOCKER ~

W o 230 @

%
iy, 1

www.lauraknapp.com

DNS resolves to
207.217.125.50

If you send E-mail to

tom@lauraknapp.com
| access It at

pop.lauraknapp.com
which resolves to

207.217.125.33

More than one IP
address is typical
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Dynamic IP

DNS Serv DHCP Server

_F'

10.128.25.36 10.192.68.36
WWW.Wldqet.co_r_p_ ) laura.widget.com

64.136.221 10.32.5.206 >
207.217.125.50
www.lauraknapp.com

How did my browser resolve the Web server name to an IP address?
DNS server - Domain Name System Server

How can | function on an IP network if I didn’t configure an IP address?
DHCP - Dynamic Host Configuration Protocol
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IP delivers datagrams directly from

origin to destination if they are on the
same networK

If the destination is on a different network,
IP sends the frame to a router that will
forward through the network
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Host AHost B

Application

— — = -~
TCP

Transmission Control Protocol

IP

Internet Protocol

Ethernet 1

IP Flow

O O O

IP Routing

Router

TCP Connection

Routing Protocol
(RIP, OSPF, IGRP, ...)

IP

Internet Protocol

Enet
1

Enet
2

Frame
Relay

o

T
O

O

L

.f//

«

Frame Relay

IP Flow

-

Application

[ [ ]

LI -

TCP

Transmission Control Protocol

IP

Internet Protocol

Frame Relay

.,

"\ Public Network /':

The routing function is performed by the IP protocol and routers

RIP - Routing Information Protocol
OSPF - Open Shortest Path First
IGRP - Interior Gateway Routing Protocol
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Support for Alternate Routes

Different algorithms used to

(" Cost to network B find the ‘BEST’ route through
network. ButISP’s can

Interface Metric alter the game: “Hot Potato”
05
12

2 3 Network B
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TCP/IP Protocol Suite

Telnet

Real time

apps
RTP/RTCP

Token-Ring, Ethernet, FDDI, Frame Relay, Dial, Leased Line, ATM, ISDN, SMDS, SONET, X.25, Fibre Channel, PPP, SLIP

IP - Internet Protocol

ICMP - Internet Control Message Protocol ARP

- Address Resolution Protocol

RARP - Reverse Address Resolution Protocol TCP -
Transmission Control Protocol

UDP - User Datagram Protocol
POP - Post Office Protocol
DNS - Domain Name System

Telnet - Teletype Network
FTP - File Transfer Protocol

SMTP - Simple Mail Transfer Protocol
HTTP - Hypertext Transport Protocol

NFS - Network File System
RPC - Remote Procedure Call

SNMP - Simple Network Management Protocol
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Internet Capabilities (Basics)

Terminal Emulation
(TELNET)

Internet Mail A
Simple Mail Transfer Protocol

File Transfer Protocol
(FTP)

Simple Network
Management Protocol
(SNMP)
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Application Advances

USENET
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TCP/IP Standards

IAB - Internet Architecture Board
Sets direction

Determines standards
Guides evolution of Internet
Coordinates developments in TCP/IP
IETF - Internet Engineering Task Force
Solutions for engineering problems
Produce RFCs (Request for Comments

IRTF - Internet Research Task Force

Coordinates research activities
Longer term solutions ——

ICANN - Internet Corporation for | ‘
Assigned Names and Numbers L A
Regional registries (ARIN--Americas)** ] i

Administer top-level domain names (TLDs)

and public IP address blocks
** Many domain registrars today — One master list
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I TCP/IP Summary I

TCP/IP has a heritage of equality ...
IP network designed to span Wide and Local Area Networks

Hosts (systems) are equal
PC or mainframe or midrange

Connection and connectionless support

Application environments supported
Client/server networking
Peer-peer networking

Distributed computing

Network computing
Terminal emulation

Designed for independence and interoperability
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Questions?
@ C%gzb’neﬂe/
@bﬁﬂdgﬁ THANK VOU PO o 00 5 At @/@

(]
| | n
DL I 4
u n S AR N SRaA
@racias : SV A

99

Euxaplotcd

= fereis
I erc %& Teschkirler

ST

laurak@aesclever.com
www.aesclever.com
650-617-2400
Our other presentations:

Monday, 3:00 am - 4:00 am: Introduction to TCP/IP
Tuesday, 11:00 am — 12:00 pm: What every network manager needs to know about
security
Tuesday 1:30 pm — 2:30 pm: Diagnosing Mainframe Network Problems with Packet Trace
Wednesday 11:00 am — 12:00 pm: Cloud Computing Environment
Wednesday 1:30 pm — 2:30 pm: Hot Topics in Networking and Security
Wednesday 4:30 pm — 5:30 pm: Wireless Security Challenges
Thursday 11:00 am — 12:00 pm: Virtualization — The Evolution of the Data Center
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