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Abstract:

z/OS Communications Server provides several tools for diagnosing network and
OSA related problems. In this session we'll discuss how to take advantage of
these tools including Packet Trace, Network Traffic Analyzer, QDIO Diagnostic
Synchronization, and several Netstat and VTAM commands including VTAM
tuning statistics. This session will also introduce the latest V1R12 diagnosis
features including the Display OSAINFO command and the TCP/IP Callable
Network Management Interface (NMI).
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Agenda

g | )
Introduction to OSA/Network Diagnostics —|
Component Trace (CTRACE)

Packet Trace

Service Assistant for z/OS Comm Server
OSA-Express Network Traffic Analyzer
Display OSAINFO Command (V1R12)
Networking Problem Diagnosis Example
NMI (New Additions in V1R12)

OSA Related Messages and Error Codes
QDIO Diagnostic Synchronization

Appendix A: Component Trace Commands
Appendix B: Netstat Commands

Appendix C: VTAM Tuning Statistics N ‘]
Appendix D: VTAM TRLE Display

\ J /

Disclaimer: All statements regarding IBM future direction or intent, including current product plans, are subject to
change or withdrawal without notice and represent goals and objectives only. All information is provided for
informational purposes only, on an “as is” basis, without warranty of any kind.
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Introduction

= Many different types of OSA related problems you might want to solve:
— Network flows, contents of data, timing issues
— Device configuration issues
— Performance issues and device statistics
— Device errors and collecting documentation for IBM support

= Several z/OS Communications Server tools for collecting OSA related
diagnostics

— Traces -
— Commands and Displays

— Network Management APIs [

— Error messages '\k

— Synchronizing documentation

= Multiple ways to approach a problem and multiple tools that can be used
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Using z/0OS Communications Server
to perform OSA Diagnostics

Component Trace (CTRACE)
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Introduction to Component Trace

= Component Trace (CTRACE) is a centralized z/OS facility that collects
trace data from different components.

= “Components” can be products or functions within products.

= Two CTRACE components for z/0S Communications Server we will look
at in this presentation are:
— SYSTCPDA — Packet Trace

— SYSTCPOT — OSA-Express Network Traffic Analyzer (OSAENTA)

z/OS

TCPIP Product
SYSTCPIP \ Component | §z/05 camponey;

SYSTCPDA N /

i SYSTCPOT
Many Others-
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Introduction to Component Trace cont.

= CTRACE collects trace records and adds them to an internal buffer

= Internal buffer can be written to an external file if requested
(for larger traces that would wrap the internal buffer)

Internal Buffer

CTRACE

External Writer
(Optional)

= Internal buffers are captured in a DUMP and formatted using the CTRACE
subcommands or panel in the Interactive Problem Control System (IPCS)

= Network Management Interface (NMI) can be used to capture some
component traces in real time
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Deciding Which Trace to Use

It
il
I

= Packet Trace (SYSTCPDA) is
a TCP/IP stack level trace

[1suns]]

;

L

z/0OS LPAR1 z/OS LPAR2
— Scope of trace is the stack [\ TCPIP2 TCPIP3 TCPIPa
| ‘|> Packet Trace iPacket Tracd iPacket Tracé
= OSA-Express Network Traffic HVIT; VI
Analyzer (SYSTCPOT) is an | 555 | e
OSAleveltrace @ @ @~~~ Bil—
— Scope of trace is local
LPAR or entire CHPID
depending on HMC setting

LAN

. OSA-E Network
Traffic Analyzer

R pecccccccecce
-

‘Sniffert

Router/Switch
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Using z/0OS Communications Server
to perform OSA Diagnostics

Packet Trace
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Introduction to Packet Trace

= Packet Trace captures packets entering and leaving a TCP/IP stack.
= Trace data is collected using the SYSTCPDA component of CTRACE

= Trace point is in the stack so inbound data must actually make it to the
specified stack to be traced.

— No ARP packets, MAC headers for IPv4, or OSA dropped packets

z/0S LPAR1 z/0S LPAR2
TCPIP1 TCPIP2 TCPIP3 TCPIP4
Packet Tracé ||Packet Tracd iPacket Tracé ||iPacket Tracd
VTAM VTAM
- gy B I R
Trace Data for tVIT: VIT:
Stack Only CTRACE iCTRACE

Normal Data
To/From Single

Stack LAN
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How to use Packet Trace =

[1suns]]

I

[T
i

Start CTRACE for the desired component to collect trace records

TRACE CT,ON,COMP=SYSTCPDA,SUB=(TCPCS1)
R n,END

Start Packet Trace to generate trace records for all interfaces
V TCPIP,TCPCS1,PKT,ON

0 Recreate the problem

Note: You can also use

Stop PaCket Trace statements in a TCPIP
V TCPIP,TCPCS1,PKT,OFF PROFILE or Obeyfile to
turn on/off Packet Trace

Stop CTRACE for the component
TRACE CT,OFF,COMP=SYSTCPDA,SUB=(TCPCS1)

0 Issue the DUMP command to capture internal buffer

DUMP COMM=(dump title here)

R n,JOBNAME=(TCPCS1),DSPNAME=(‘TCPCS1’.*),CONT
R n,SDATA=(CSA,RGN,TRT),END

o0 IBM Technote: How to Collect PKTTRACE and CTRACE on z/OS



http://www-01.ibm.com/support/docview.wss?uid=swg21292013
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How to use Packet Trace - Filters

You can filter what is captured to reduce the size of the trace

V TCPIP, TCPCS1,PKT,ON,LINKN=QDIO4101L,IP=172.16.1.1, ABBREV=100,PORTNUM=8088,PROT=6
Note: See IP System Administrator’'s Commands for a complete list of filters

= You can use ABBREV= keyword to shorten trace records (chop off data)
= Filters are -AND- on same command, -OR- on different commands
= Use Netstat DEvlinks/-d to display active traces at an interface level

10.45.42 D TCPI P, TCPCS1, N, DEV, | NTEFN=QDI 04101

10. 45. 42 EZD0101l NETSTAT CS VIR12 TCPCS1 567 Nomber of
DEVNAME: QDI 04101 DEVTYPE: MPCI PA Captured
DEVSTATUS: READY
LNKNAVE: QDI O4101L LNKTYPE: | PAGENET | LNKSTATUS: READY
PACKET TRACE SETTI NG !
PROTOCOL: TCP TRRECCNT: 00000007 PCKLENGTH: 00100
DI SCARD: NONE
SRCPORT:  * DESTPORT: * PORTNUM 8088

| PADDR: 172.16.1.1 SUBNET: * /
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File Edit nicati

EEEEEFFEEEEREEFERRERER

USERID - HOCKETT
DATE - 10/06/09
JULIAN 10. 160
TIME 10:16
PREFIX HOCKETT
TERMINAL- 3278
PFKEYS 24

PROC IPCSPROC

DEFRULTS Specify default dump and options
BROWSE Browse dump data set

ANALYSIS Analyze dump contents

UTILITY Perform utility functions

COMMAND Enter IPCS subcommand or CLIST
CS/05390 VTAM & TCP/IP analysis commands

NCP NCP analysis commands

NMP - NMP analysis commands

INVENTORY - Inventory of problem data

SUBMIT - Submit problem analysis job to batch
Log retrieve- Get a listing from build/390

MVSREXX Older Toolkit Execsluse 2.6I)
TUTORIAL Learn how to use the IPCS dialog o o ok o o oK kO oK R K
EPWDMPFM Format FFST Custom Dump

EXIT Terminate using log and list defaults

= OR R O R B OE % R % B

0]
1
2
3
4
5
7]
7
8
9
L
M
T
F
X

Enter END command to terminate IPCS dialog

PF 1=HELP 2=5PLIT 3=END 4=RETURN 5=RFIND 6=MORE
PF 7=UP 8=DOWN 9=5WAP 10=LEFT 11=RIGHT 12=CURSOR

105t ralvs6. raleigh.ibm.com using lufpocl NR 3 and port 23 Wridiumthp deskj ries on LPT1:

3 '@E@f&)pyright International Business Machines Corporation 2010 and SHARE. All rights reserved.
== h o —



ommunication  Actions

- CTRACE DISPLAY PARAMETERS
COMMAND ===>
Enter SYSTCPDA

(System n josimer) for Packet Trace
Component fCCmponent name (required))

Subnames 1 4

Enter stack name

GMT/LOCAL (G or L, GMT is default)
Start time (mm/dd/yy, hh:mm:ss. dddddd
Stop time

Limit

Report type == (SHort, SUmmary, Full, Tally)

User exit ===> (Exit program name) Enter post-trace
Override source filters here.
Optiens ' -~ (Full list in

IP Diagnosis Guide)

Specify report type
(how much detail)

To enter/verify required values, type any character
Entry IDs === Jobnames === ASIDs === OPTIONS ===> SUBS

CTRACE COMP (SYSTCPDR) SUB((TCPCS1)) FULH OPTIONS ((ADDR (172.16.1.1)))

Generated CTRACE

PF 1=HELP 2=SPLIT 3=END 4=RETURN  5=RFIND 6=MORE COrmERE

8=DOWN 9=SWAP 10=LEFT 11=RIGHT 12=CURSOR

02/016

aleigh.ibm. com using lufpo d port 23 \iridiumhp ¢

3 '@E@f&)pyright International Business Machines Corporation 2010 and SHARE. All rights reserved.
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Packet Trace — Sample Record

= Part1 of 2

190 MVS206 PACKET 00000004

Interface
Name

6: 15: 19. 194223 Packe:

Direction
In or Out

Trace

35

CheckSum 206C

From I nterface . QDI A101L Devi ce: QDI O 't her net Ful | =57
Tod d ock : 2010/ 06/ 14 16: 15:19. 194221 I nt f Xx:
Segnent # 0 Fl ags: Adj
Sour ce » 172.16.1. 2
Desti nati on » 172.16.1.1
Sour ce Port . 8088 Dest Port: 8087 Asid: 002F TCB: 0000000
QD 1

| pHeader: Version : 4 Header Length: 20
Tos . 00 QCS: Routine Normal Service
Packet Length . 57 | D Nunber:

Fr agnent ; Ofset: O

TTL . 64 Protocol : TCP
Sour ce » 172.16.1. 2
Desti nati on » 172.16.1.1

/
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Packet Trace — Sample Record cont. =

= Part 2 of 2
TCP
Source Port . 8088 () Destination Port: 8087 ()
Sequence Number : 828742768 Ack Nunber: 2385624847
Header Length . 32 Fl ags: Ack Psh
W ndow Si ze . 32768 CheckSum 7FD4 FFFF Urgent Data Pointer:
Opt i on . NOP
Opti on . NOP
Opti on . Timestanp Len: 10 Val ue: 84050FB6 Echo: 84050A87
| p Header : 20 IP: 172.16.1.2, 172.16.1.1 Ofset: O

000000 45000039 00300000 4006206C AC100102 AC100101

Pr ot ocol Header . 32 Port: 8088, 8087 Ofset: 14
000000 1F981F97 31659C70 8E31BFOF 80188000 7FD40000 0101080A 84050FB6 84050A8

Dat a . 5 Data Length: 5 O fset: 34

000000 A385A2A3 5A | t est! ..¢. Z y

= Lots more information on Packet Trace and filters in the IP Diagnosis Guide
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Using z/0OS Communications Server
to perform OSA Diagnostics

IBM Service Assistant for z/OS
Communications Server
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IBM Service Assistant for z/OS Communications Server @

= |SPF Panel used to collect trace information
— Packet Trace (SYSTCPDA)
— TCP/IP Internal Trace (SYSTCPIP) (not discussed here)

Fill in the fields, panel will automatically issue all trace commands for you

Can also issue the DUMP command once your trace is complete

Download and Install from IBM support website

— Need a TSO id that has CONSOLE authority
How to start: From ISPF issue TSO EZASRVAS



http://www.ibm.com/support/docview.wss?uid=swg24020585

2 @l

ISPF SCROLLABLE PRIMARY OPTION MENU

The time is 3:27 P.M. on JHW % Command To Start

ISPF Parms - Set or Change ISPF Defaults
BROWSE - Display source data or output listing
EDIT - Create or change source data
UTILITIES - Perform utility functions
COMMAND Enter TS0 command or CLIST
SMP/E SMP/E Dialogs
IPCS Interactive Problem Control System
ISMF Interactive Storage Management Facility
ISPF More... Secondary ISPF Functions ( Lang, Diag, Tutor ...
Prog Prods IBM Program Products
RACF Resource Rccess Control Facility
SDSF Spool Display and Search Facility
SLD/MVSS MVS Debugger
System Tools - System Tools and Information ( ASIS )
UNIX Services- UNIX System Services Options
TCP TCPIP Monitor- TCP/IP Monitor and Display Utility
PTFS SERVICE PTFs - Installed PTF Reports for IP Service Environment
PF 1=HELP 2=SPLIT 3=END 4=RETURN 5=RFIND 6=RCHANGE
PF 7=UP 8=DOWN 9=SWAP 10=LEFT 11=RIGHT 12=RETRIEVE

02/027

Wridiumhp de:

—

ﬁ@ pyright International Business Machines Corporation 2010 and SHARE. All rights reserved.
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Start Packet

START PACKET TRACE Start or Modify a Packet Trace EEe
STOP PRACKET TRACE Stop Currently Running Packet Trace
START INTERNAL TRACE Start or Modify Currently Running Event Trace
STOP INTERNAL TRACE Stop Currently Running Event Trace
DUMP Dump address space(s) and dataspace(s)
ore: Fill in your
Stack Name ==> TCPCS1 se Writer ==> N (U-User, D-Dynamic, N-No) Stack Name
User Supplied proc
or Dynamic writer proclib ==
#Current Writer Output DSN in use: #=x NOT IN USE ==
PACKET TRACE FILTER OPTIONS:
LINKNAME ==
IPADDRESS == 172.16.1.1 s 1 Fl” in any
PROTOCOL => LENGTH (RBBREV]) ==> filters

INTERNAL TRACE FILTER OPTIONS:

OPTIONS ==
IPADDRESS
Fl=Help F2=Split F3=Exit F7=Backward F8=Forward F9=Swap
F10=Actions Fl2=Cancel
02/016

33" [Connected to remote server fhost ralvm 1.raleigh.ibm.com using port 23 \Wridiumhp deskjet 930c series on LPT1:

:i - =g pyright International Business Machines Corporation 2010 and SHARE. All rights reserved.
== - U..ik.=



Tool issues
Packet Trace
commands

_1;'-1 Connected to remote server fhost ralvm 1.raleigh.ibm.com using port 23 \Wridiumhp deskjet 930c series on LPT1:

3 @Z@ pyright International Business Machines Corporation 2010 and SHARE. All rights reserved.
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Utilities Compilers Help

BROWSE SYS510175.T152726. RA00O0. TSOUSER. RO100064 Line 00000000 Col 001 080
Command === Scroll ===> PAGE
PR R R T #% To p o f Data = R EEE k:

TRACE CT, ON, COMP=SYSTCPDA, SUB=(TCPCS1)

+*03 ITTOO6A SPECIFY OPERAND(S) FOR TRACE CT COMMAND. Shows
03, END results of

IEE6OBI REPLY TO 83 IS;END commands
ITTO38I ALL OF THE TRANSACTIONS REQUESTED VIA THE TRACE CT COMMAND WERE
IEE8391 ST=(ON,B004M,00004H) AS=ON BR=OFF EX=ON MO=OFF MT=(ON, 064K)
ISSUE DISPLAY TRACE CMD FOR SYSTEM AND COMPONENT TRACE STATUS
ISSUE DISPLAY TRACE,TT CMD FOR TRANSACTION TRACE STATUS
D TRACE, COMP=SYSTCPDA, SUB= (TCPCS1)
IEE8431 15.27.24 TRACE DISPLAY 693
SYSTEM STATUS INFORMATION
ST=(ON, 0004M, 00084M) AS=ON BR=OFF EX=ON MO=0FF MT=(ON, 064K)
TRACENAME

SYSTCPDA

MODE BUFFER HERD SUBS

Fl=Help F2=5Split F3=Exit F5=Rfind F7=Up F8=Down F9=Swap
Fi0=Left F11=Right F12=Cancel

04/015

24" [Connected to remote server fhost ralvm 1.raleigh.ibm.com using port 23 \Yiridiumhp deskjet 930c series on LPT 1:

g 3 '@Z@f&)pyright International Business Machines Corporation 2010 and SHARE. All rights reserved.
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Help

BROWSE SYS10175.T152726. RA0O0O0. TSOUSER. RO100064 Line 00000018 Col 001 080
Command === Scroll ===> PAGE

NO HEAD OPTIONS
SUBTRACE Results of
commands
TCPCS1 ON cont.
ASIDS
JOBNAMES  *NONE*
OPTIONS MINIMUM
WRITER #*NONE *
V TCPIP,TCPCS1,PKT,ON,IP=172.16.1.1
EZZ0060I PROCESSING COMMAND: VARY TCPIP,TCPCS1,PKT,ON,IP=172.16.1.1
EZZ0053I COMMAND VARY PKTTRACE COMPLETED SUCCESSFULLY

dEkEERERE R R Rk Rk kR kR hwkhkkwkk Bottom of Data #ExskskmkmkdhmimkibrbRkmrihRihmk

Fl=Help F2=5plit F3=Exit F5=Rfind F7=Up F8=Down F9=Swap
Fi10=Left F11=Right F1l2=Cancel

04/015

st ralvm1.raleigh.ibm.com using port 23 Wridiumhp de:

3 '@E@f&)pyright International Business Machines Corporation 2010 and SHARE. All rights reserved.
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ommunication Actions

Stop Packet
Trace

START PACKET TRACE Start or Modify a Packet Trace

STOP PRACKET TRACE Stop Currently Running Packet Trace

START INTERNAL TRACE Start or Modify Currently Running Event Trace
STOP INTERNAL TRACE Stop Currently Running Event Trace

DUMP Dump address space(s) and dataspace(s)

More:
Stack Name ==> TCPCS1 Use Writer ==> N (U-User, D-Dynamic, N-No)
User Supplied proc ==
or Dynamic writer proclib ==
#Current Writer Output DSN in use: #=x NOT IN USE ==
PACKET TRACE FILTER OPTIONS:
LINKNAME ==
IPADDRESS ==>» 172.16.1.1
SRCPORT ==> DESTPORT
PROTOCOL => LENGTH (RBBREV)

INTERNAL TRACE FILTER OPTIONS:

OPTIONS ==

IPADDRESS
Fl=Help F2=Split F3=Exit F7=Backward F8=Forward
F1l0=Actions F12=Cancel

Wridiumhp de:




\Yiridiumhp deskjet 930c series on LPT 1:




BROWSE SYS10175.T153051. RAOO0O. TSOUSER. RO100065 Line 00000000 Col 001 080
Command === _ Scroll ===> PAGE

EEEE T R Top of Data ®=wxkwrrwrReREreERR iy
V TCPIP,TCPCS1,PKT, OFF Shows
EZZOO60I PROCESSING COMMAND: VARY TCPIP,TCPCS1,PKT, OFF results of
EZZOO0531 COMMAND VARY PKTTRACE COMPLETED SUCCESSFULLY commands
TRACE CT, OFF, COMP=SYSTCPDA, SUB=(TCPCS1)
ITTO38I ALL OF THE TRANSACTIONS REQUESTED VIA THE TRACE CT COMMAND WERE SUCCESS
IEE839I ST=(ON, 0004M, 00004M) AS=0ON BR=0FF EX=0ON MO=0FF MT=(ON, 064K)

ISSUE DISPLAY TRACE CMD FOR SYSTEM AND COMPONENT TRACE STATUS

ISSUE DISPLAY TRACE,TT CMD FOR TRANSACTION TRACE STATUS

kkkkkkEwkRRkhkk ek kkkkkkwkvkkxd Bottom of Data #ekekskwkrkdrrkrdktrrbrbrrk ki hnd

Fl=Help F2=5plit F3=Exit F5=Rfind F7=Up F8=Down F9=Swap
Fi10=Left F11=Right F1l2=Cancel

04/015

st ralvm1.raleigh.ibm.com using port 23 Wridiumhp de:

= '@r@f&)pyright International Business Machines Corporation 2010 and SHARE. All rights reserved.
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IBM Service Assistant for z/OS Communications Server

=¥ Sassion C - [24 x 80]

Eile Edit View Communication Actions Window Help

o BE A% 5m = a6 el
R Trace Bture Aid for z/0S Co DUMP

OPTION

START PRCKET TRACE
STOP PRACKET TRACE
START INTERNAL TRACE
STOP INTERNAL TRACE
DUMP

OPTIONS
IPADDRESS
EID

ASID ==> JOBNAME

CURRENT DUMP OPTIONS:

Have the tool
generate a

Start or Modify a Packet Trace
Stop Currently Running Packet Trace
Start or Modify Currently Running Event Trace
Stop Currently Running Event Trace
Dump address space(s) and dataspace (s)
More:

==>

r

==> JOBNAME= (TCPCS1),DSPNAME=('TCPCS1'.=),SDATA=(CSA, RGN, TRT)

JOBNAME (S)
DSPNAME
SDATA

Fil=Help F2=Split

F10=Actions F12=Cancel

MA o

" |Connected to remote server fhost ralvm 1.raleigh.ibm.com using port 23

F3=Exit F7=Backward F8=Forward F9=Swap

Additional
Dump Options
(like Title)

\Wridiumhp deskjet 930c series on LPT1:

-

Base Dump
Options

g - =g pyright International Business Machines Corporation 2010 and SHARE. All rights reserved.
=g X Ty ——



DUMP
commands

\Yiridiumhp deskjet 930c series on LPT 1:
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__ ities Compilers Help

BROWSE SYS10175.T7153154. RAOO0O. TSOUSER. RO100066 Line 00000000 Col 001 080
Command === Scroll ===> PAGE
: EEEE T T ET Top of Data =*: HE T L L S R
DUMP TITLE)
*04 IEE094D SPECIFY OPERAND(S) FOR DUMP COMMAND Shows results
04, JOBNAME= (TCPCS1), CONT of DUMP
IEEGO0I REPLY TO 04 IS;JOBNAME=(TCPCS1),CONT commands
*05 IEE094D SPECIFY OPERAND (S) FOR DUMP COMMAND
05, DSPNAME=("TCPCS1' .*) ,CONT
IEEBGOO0I REPLY TO 05 IS;DSPNAME=('TCPCS1'.#),CONT
#*06 IEE094D SPECIFY OPERAND(S) FOR DUMP COMMAND
06, SDATA=(CSA, RGN, TRT) , CONT
IEE6008I REPLY TO 06 IS;SDATA=(CSA,RGN,TRT),CONT
;E]!TE:IEEE]QdD SPECIFY OPERAND(S) FOR DUMP COMMAND Note: Still need
IEEG00I REPLY TO 07 IS;END to format the

EE B [a] t t om o 'F D =] t a FEEEEN D U M P i n I P C S R R

Fl=Help F2=5plit F3=Exit F5=Rfind F7=Up F8=Down F9=Swap
Fi10=Left F11=Right F1l2=Cancel

04/015

33" [Connected to remote server fhost ralvm 1.raleigh.ibm.com using port 23 \Wridiumhp deskjet 930c series on LPT1:

:i - =g pyright International Business Machines Corporation 2010 and SHARE. All rights reserved.
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Using z/0OS Communications Server
to perform OSA Diagnostics

OSA-Express Network Traffic Analyzer
(OSAENTA)
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OSA-Express Network Traffic Analyzer (OSAENTA)

= Used to trace inbound and outbound data directly from OSA including:
- ARP packets - MAC Headers (including VLAN tags)
- SNA Packets - Dropped packets
- Packets to and from other stacks shared by OSA

= Trace data is collected using the SYSTCPOT component of CTRACE
= Only one OSAENTA trace can be active at a time for an OSA

z/OS LPAR1 z/OS LPAR2

TCPIP1 TCPIP2 TCPIP3 TCPIP4

Normal Data
To/From

Trace Data for
All OSA Traffic

o
OSA-E Network

Each Stack

Traffic Analyzer

LAN

ational Business Machines Corporation 2010 and SHARE

rights reserved.
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OSA-Express Network Traffic Analyzer (OSAENTA)

= Requirements:
— OSA-Express2 or OSA-Express3
— Additional datapath device is needed for trace device (TRLE definition)

— Must update the OSA settings in the HMC SE to allow OSAENTA

« Enable tracing only for local LPAR (Default)
- Enable tracing for entire CHPID
» Disabled (no one can use OSAENTA)

= Resources:
— OSA-Express Implementation Guide (Redbook) has detailed instructions

— OSAENTA FAQ:

— z/OS Communications Server IP Diagnosis Guide



http://www.redbooks.ibm.com/redpieces/abstracts/sg245948.html?Open&open&
http://www-01.ibm.com/support/docview.wss?uid=swg21253260&aid=3
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OSAENTA Commands

Start CTRACE for the desired component to collect trace records
TRACE CT,ON,COMP=SYSTCPOT,SUB=(TCPCS1)
R n,END

[1suns]]

A

[T

g

Start OSAENTA to generate trace records for all interfaces
V TCPIP,TCPCS1,0SAENTA,ON,PORTNAME=QDIO4101
IPADDR=172.16.1.1,PORTNUM=8088

0 Recreate the problem \
Stop OSAENTA

p—

Optional

Filters
V TCPIP, TCPCS1,0SAENTA,OFF

Stop CTRACE for the component

TRACE CT,0FF,COMP=SYSTCPOT,SUB=(TCPCS1)

0 -OR- use the OSAENTA statement in your TCPIP.PROFILE (same syntax)
OSAENTA ON PORTNAME=QDIO4101 IPADDR=172.16.1.1 PORTNUM=8088

0 Issue the DUMP command to capture internal buffer
DUMP COMM=(dump title here)

R n,JOBNAME=(TCPCS1),DSPNAME=("TCPCS1".*),CONT
R n,SDATA= (CSA RGN TRT) END
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OSAENTA Trace Filters

= Specific filters are strongly recommended, tracing too much data can affect

performance on a heavily used OSA!

= Filter types
- Device ID - MAC address - VLAN ID
- Ethernet frame type - IP address/range - IP protocol
- TCP/UDP port - Discard reason code

Up to eight values per filter type

Filters are cumulative across multiple OSAENTA commands
Default ABBREV= value is 224 bytes, maximum 480

[1suns]]

ATH

[T
.4"

L




[frun]]
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OSAENTA

= After starting OSAENTA trace, you can display the status of the trace

using the Netstat DEvlinks/-d command:

D TCPI P, TCPCS1, NETSTAT, DEV

OSA- Express Network Traffic Anal yzer |nformation: Scope of
OSA Port Name: QDI 04101 OSA DevSt at us: Ready UIEISS
OSA IntfName: EZANTAQDI 04101 OSA Intf Status: Ready |
OSA Speed: 1000 OSA Aut hori zation: Logical Partition
OSAENTA Active Trace Statistics: .~ Total Frames
Dat aMegs: 0 Frames: 7 Traeed)
Trace =<\ ) - .
Statistics ‘ Dat aBytes: 451 FramesDi scarded: 4 -
FramesLost: O Ti meActi ve: 7T Discards
OSAENTA Trace Settings: Status: On Traced
T Dat aMegsLimt: 1024 FramesLimt: 2147483647
race TN . .
Settings Abbr ev: 224 TimeLimt: 10080
o S
Di scard: EXCEFTI ON
OSAENTA Trace Filters: Nofilter: NONE
Devi cel D: *
Pre-Trace | — . MAC: :
Filters VLAN d: *
ABBREV=
ETHType: * value
| PADDR: 172.16.1.1/ 32

Pr ot ocol : *
PORTNUM 08088




Component
Subnames

GMT/LOCAL

Start time

Stop time

Limit

Report type ==
User exit
Override source
Options

To enter/verify
Entry IDs ===

CTRACE COMP (SYSTCPOT) SUB((TCPCS1)) FULL OPTIONS ((RDDR (172.16.1.1)))

PF 1=HELP

2=SPLIT
8=DOWN

CTRACE DISPLAY PARAMETERS

(System n Ly
fetmponent name (required))

4

(G or L, GMT is default)
(mm/dd/yy, hh:mm: ss. dddddd

SUmmary, Full, Tally)
(Exit program name)

‘P_—

required values,
Jobnames ===

type any character
ASIDs === OPTIONS ===>

3=END
9=SWAP

4=RETURN
10=LEFT

5=RFIND
11=RIGHT

6=MORE

12=CURSOR

Enter SYSTCPOT
for OSAENTA

Enter stack name

SUMMARY for
overview of records

Enter post-trace
filters here.
(Full list in

IP Diagnosis Guide)

aleigh.ibm.com using lu/fpool N \Niridiumhp desk

02/016




[1suns]]
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OSAENTA Trace — Sample SUMMARY Report

= Summary shows a brief 2 lines per packet

**x*x 2010/ 06/ 08
| - Inbound packet
O - Qut bound packet

DP  Nr hh:mm ss. nmmmmm | pl d Seq_num Ack_num Whdw FIl ags
I T 1 17:41:42. 343913 0185 3444708225 0 32768 SYN

or 2 17:41:42. 350653 020E 2923755195 3444708226 32768 ACK SYN

I T 3 17:41:42. 355109 0186 3444708226 2923755196 32768 ACK

/

T 4 17:41: 43. 843883 0189 3444708226 2923755196 32768 ACK PSH

A385A2A3 5A *test! .¢.Z
or 5 17:41:44.082991 020F 2923755196 3444708231 32763 ACK

N\

TCP Three-Way
Handshake

We’'ll do a FULL
report next to see
this packet #4




CTRACE DISPLAY PARAMETERS

(System name or blank)
Component (Component name (required))
Subnames

GMT/LOCAL (G or L, GMT is default)
Start time (mm/dd/yy, hh:mm: ss. dddddd
Stop time .

Limit

Report type == (SHort, SUmmary, Full, Tally)

User exit (Exit program name)

Override source

Options

FULL for complete
records and data

To enter/verify required values, type any character
Entry IDs === Jobnames === ASIDs === OPTIONS ===>

CTRACE COMP (SYSTCPOT) SUB((TCPCS1)) FULL OPTIONS ((RDDR (172.16.1.1)))

PF 1=HELP 2=SPLIT 3=END 4=RETURN 5=RFIND 6=MORE
8=DOWN 9=SWAP 10=LEFT 11=RIGHT 12=CURSOR

02/016

aleigh.ibm.com using lu/fpool N \Niridiumhp desk




[1suns]]
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OSAENTA Trace — Sample FULL Report
OSAENTA _ :
= Part1 of 2 Interface Name IIDnlrg::té)ch: ‘

4 WS206 OSAENTA 00000007 A7:41: 43. 843883 OSA- Exffress NTA

From I nterface
Tod C ock
Frane: Device |ID
Segnent #

Sour ce

Desti nation
Sour ce Port
QD
Et her Net |1

Desti nati on Mac
Sour ce Mac

| pHeader: Version :

Tos
Packet Length
Fr agnent
TTL
Sour ce
- Destination

EZANTAQDI 04101

Ful | =71

2010/ 06/ 08 17:41:43. 843883

OO0O00E2A
0
172.16.1. 2
172.16.1.1
8088
. MAC | ‘
0800 Header!

40000E- 280300
40000E- 300300
4

00

57

64
172.16.1. 2
172.16.1.1

Sequence Nr: 23 Di scard: 0 (OK)
Flags: Adj In Nta Frane L3

Dest Port: 8087 Asid: 0000 TCB: 00000000

Internet | P (IPv4) Len: 0x0039 (57)

)

()
Header Length: 20

QOS: Routine Normal Service

| D Nunber: 0189

Ofset: O

Prot ocol: TCP CheckSum 1F13 FFFF




[1suns]]
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OSAENTA Trace — Sample FULL Report cont.
= Part 2 of 2
TCP
Source Port . 8088 () Destination Port: 8087 ()
Sequence Number : 3444708226 Ack Nunber: 2923755196
Header Length . 32 Fl ags: Ack Psh
W ndow Si ze . 32768 CheckSum 53B6 FFFF
Opti on . NOP
Opti on . NOP
Opti on . Timestanp Len: 10 Val ue: 66258E88 Echo: 662588D3
MAC Header . 14 - Hg";‘jgrl Ofset: O
000000 40000E28 03004000 OE300300 0800 :
| p Header . 20 P 172.16.1.2, 172.16.1.1 Ofset: E

000000 45000039 01890000 40061F13 AC100102 AC100101

Pr ot ocol Header . 32 Port: 8088, 8087 Ofset: 22
000000 1F981F97 CD521382 AE44F6BC 80188000 53B60000 0101080A 66258E88 662588D3

Dat a . 5 Data Length: 5 O fset: 42
000000 A385A2A3 5A | t est! ..¢. Z |




CTRACE DISPLAY PARAMETERS

Enter SYSTCPOT

W for OSAENTA
Component fCCmponent name (required))

Subnames 1 4

Enter stack name

GMT/LOCAL (G or L, GMT is default)

Start time (mm/dd/yy, hh:mm:ss. dddddd or

Stop time mm/dd/yy, hh.mm. ss. dddddd)

Limit Exception ===>

Report type == (SHort, SUmmary, Full, Tally)

User exit ===> (Exit program name) Enter SESSION
Override source

Options {-—

To enter/verify required values, type any character
Entry IDs === Jobnames === ASIDs === OPTIONS ===>

CTRACE COMP (SYSTCPDR) SUB((TCPCS1)) SHORT OPTIONS ((SESSION))

PF 1=HELP 2=SPLIT 3=END 4=RETURN 5=RFIND 6=MORE
8=DOWN 9=SWAP 10=LEFT 11=RIGHT 12=CURSOR

02/015

aleigh.ibm. com using lufpool NRTE4573 and port 23




[1suns]]
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OSAENTA Trace — Sample SESSION Report

= Session report shows information for TCP and UDP sessions

5 packets summari zed

Local |p Address: 172.16.1.1
Renote | p Address: 172.16.1.2
Host : Local , Renot e
Client or Server: SERVER, CLI ENT
Port: 8087, 8088
Data Quantity & Throughput: | nbound, Qut bound Shows all the
] packets related
Data Segment Stats: | nbound, Qut bound o s 1e=
connection
W ndow St at s: | nbound, Qut bound
TcpHdr 10 F Seq Ack RcvWhd Data Delta Tine 7 Ti meSt anp
S | 3444708225 0 32768 O 0.000000 17:41:42.343913
A S O 2923755195 3444708226 32768 0O 0.006740 17:41:42.350653
A | u 3444708226 2923755196 32768 0O 0.004456 17:41:42.355109
AP I 3444708226 2923755196 32768 5 1.488774 17:41:43.843883
A O 2923755196 3444708231 32763 0O 0.239108 17:41:44.082991




lities Help

ISPF Option 6
ISPF Command Shell (COMMAND)

Enter TS0 or Workstation commands below:

===> ALLOC F(SNIFFER) DATASET (SNIFFER.TRC) LRECL (1600) RECFM(V B) REUSE TRACK
SPACE (15 15) \

Place cursor on choice §nd press enter to Retrieve command

First allocate a
dataset to hold the
“sniffer” data

PF 1=HELP 2=SPLIT 3=END 4=RETURN 5=RFIND 6=RCHANGE
8=DOWN 9=SWAP 10=LEFT 11=RIGHT 12=RETRIEVE

21/005

aleigh.ibm.com using lu/fpool N 19 and port 23 \Niridiumhp desk

g:(q@ pyright International Business Machines Corporation 2010 and SHARE. All rights reserved.
e i S—



))

Component SEICERGOEY:l (O export to dataset
Subnames - readable by Wireshark

GMT/LOCAL (G or L, GMT is default)
Start time (mm/dd/yy, hh:mm:ss.dddddd or
Stop time mm/dd/yy, hh.mm.ss. dddddd)
Limit

Report type ===>

User exit ===> (Exit program name)

Override source

Options

To enter/verify required values, type any character
Entry IDs ===> Jobnames ===> ASIDs ===> OPTIONS ===> SUBS ===>

CTRACE COMP(SYSTCPOT) SUB((TCPCS1)) SHORT OPTIONS((SNIFFER NOREASSEMBLY STATS

PF 1=HELP 2=5PLIT 3=END 4=RETURN 5=RFIND 6=MORE
PF 7=UP 8=DOWN 9=SWAP 10=LEFT 11=RIGHT 12=CURSOR

02/016
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OSAENTA — Export to Wireshark ;

"4 SNIFFER.trc - Wireshark
File Edit View Go Capture Analyze Statistics Telephnnz Tools Help

S CEXEE A+ TL|(EE Qa0 #EM % B

F|_Iter:| |"’ Expression... Clear Apply

Ma, - Time Source Destination Protocol Info

3 0.011195287 .16.1.1 TCP radan-http > simplifymedia [ACK] Seg=1 Ack=1 Win=32768 Le
4 1.499969745 TCP radan-http = simplitymedia [PSH, ACK] Segq=1 Ack=1l Win=32/48
5 1.7390776095 TCP simplifymedia > radan-http [ACK] Seq=1 Ack=06 Win=32763 Le¢

Here’s our data __
m packet! =

Frame 4 (123 bytes on wire, 71 bytes captured)
Ethernet II, Src: 40:00:0e:30:03:00 (40:00:0e:30:03:00), Dst: 40:00:0e:28:03:00 (40:00:0e:28:03:00)
Internet Protocol, Src: 172.16.1.2 (172.16.1.2), Dst: 172.16.1.1 (172.16.1.1)
Transmission Control Protocol, Src Port: radan-http (B80BB), Dst Port: simplifymedia (BOB7), Seq: 1, aAck: 1, Len: 5
pata (5 bytes)
Data: A3B5AZA3SA
[Length: 5]

O0EEBHR

0000 40 00 Oe 28 03 00 40 00 Oe 30 03 00 OB 00 45 00 @..(..&8. .0D....E.
0010 00 39 01 89 00 00 40 06 1f 13 ac 10 01 02 ac 10 8. R
0020 01 01 1f 98 1f 97 cd 52 13 82 ae 44 6 bc 80 18 ....... R oD
0030 80 00 53 b6 00 00 01 01 O8 Oa 66 25 Be 8B 66 25 et S s T T

0040 88 d3 .. . ..7

OI Data (data.data), 5 bytes | Packets: 5 Displayed: 5 Marked: 0 ‘ofile; Default
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Using z/0OS Communications Server
to perform OSA Diagnostics

Operator Command to Display
OSA Information
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Display OSAINFO

[~

Operator command to query and display information directly from OSA

New in z/OS Communications Server V1R12

Requires OSA-Express3 in QDIO mode (OSD) running on an IBM System z10

Scope of reply is a single interface on a single stack

Command syntax:

D TCPIP,procname,OSAINFO,INTFN:intf_nameJ

Note: intf_name can be an
Interface name or Link name




General
Info

Protocol \
Specific .
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Display OSAINFO Example — Base Information

= Shows general information about the OSA and active protocols

//E;TCPIP,,CSAINFC;INWFN:V6CBETHGD

COVWAND DI SPLAY TCPI P, , OSAlI NFO COVPLETED SUCCESSFULLY
TCP/IP CS V1IR12 TCPIP Nane: TCPCS1
| nt f Name: V6G3ETHQRD

EZZ0053I
EZDO0311

Di spl ay OSAINFO results for
Port Nanme: CGBETH&P PortNum 00 Datapath: 2D64
PCH D:. 0270
Gen: OSA-E3
Medi a: Si ngl enode Fi ber
Physi cal MACAddr :
Queues defined Qut:
Connecti on Mode:
SAPSup: 00010293
| Pv6 attri butes:
VLAN | D:
VMAC Addr :

\\\\AsstParnsEna: 00215C60 Qut CkSunEna: 00000000 | nCkSunEtna: OOOOOOO?///

CHPI D: D6
Acti ve speed/ node:
Junbo franes:
Local | yCf gMACAddr :
Ancill ary queues in use: 2
| Pv6: Yes

CHPI D Type:

001A643B887C

| Pv4: No
SAPEna: 00010293

VMAC Acti ve:
0206100B2068 VMAC Ori gi n:

15: 39: 52

Real Addr: 0004
OSA code | evel :
10 gigabit full duplex

| sol ate: No
000000000000

VMAC Rout er:




[1suns]]
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Display OSAINFO Example — Registered Addresses

= Shows all the IPv4 and IPv6, Unicast and Multicast Addresses

Regi st ered Addresses: *\\\\
| Pv4 Uni cast Addresses:

> ARP: Yes Addr: 16.2.16.107

Total nunber of |Pv4 addresses: 1
| Pv4 Mul ticast Addresses:

MAC. O01005E000001 Addr: 224.0.0.1

Total nunber of |Pv4 addresses: 1
| Pv6 Uni cast Addresses:

Addr: FE80::11:16:32: 104

Total nunber of | Pv6 addresses: 1
| Pv6 Mul ticast Addresses:

MAC:. 333300000001 Addr: FFO02::1

MAC. 3333FF010001 Addr: FFO2::1:FF01:1

MAC. 3333FF010002 Addr: FFO2::1:FF01:2

MAC. 3333FF010003 Addr: FFO2::1:FFO01:3

\\\\¥ Tot al nunber of | Pv6 addresses: 4////

OSA will do ARP
offload for this addr
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Display OSAINFO Example —
QDIO Inbound Workload Queueing

= For QDIO Inbound Workload Queueing, Routing Variables are registered

to receive traffic on each queue

//;Lcillary | nput Queue Routing Vari abl es: \\\
Queue Type: BULKDATA Queue ID: 2 Protocol: TCP
5-Tuples |~\\\\N Src: 2000:197:11:201:0:1:0:1..221
‘Est: 100: : 101.. 257
Src: 2000:197:11:201:0:2:0:1..290
Dst: 200::202..514
Total nunber of | Pv6 connections: 2
Queue Type: SYSDI ST Queue ID: 3 Protocol: TCP
DVIPAS y,____/ﬁddr: 2000: 197:11: 201: 0:1: 0: 1
Addr: 2000:197:11:201:0:2:0:1
Total nunber of | Pv6 addresses: 2
36 of 36 Lines D splayed
\\E?d of report

/

[1suns]]
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Using z/0OS Communications Server
to perform OSA Diagnostics

Network Problem Diagnosis Example
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Network Problem Diagnosis Example
= Ping from 9.65.1.2 t0 9.67.1.2 is failing

| Ping Source I | Ping Destination I_\
| Default Gateway I
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Packet Trace

[1suns]]
IR
1T}
i

= First look at packet traces from source stack and gateway stack

Packet Trace
Outbound

Packet Trace
Inbound




[1suns]]
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Packet Trace — Outbound Ping (Source Stack)

= Packet leaves the source stack ok

Interface
Name Direction ‘
In or Out

1 MWS209 PACKET 00000004 Z5:52:24.182305 Packet T:/ace

To Interface ;. QDI &4102L Devi ce: QDI O Et l/ernet Ful | =284

Tod d ock . 2010/ 06/ 22 15:52:24. 182303 4 Intfx: 35

Segnent # -0 Fl ags: Ping Qut

Sour ce : 9.65.1.2

Desti nati on : 9.67.1.2

Sour ce Port -0 Dest Port: 8 Asi d: 0020 TCB: 007FF1

Next Hop : 9.65.1.1

| pHeader: Version : 4 Header Length: 20

Tos . 00 QCS: Routine Normal Service

Packet Length 284 | D Nunber: 0019

Fr agnent Ofset: O

TTL 255 Prot ocol : |1 CWw CheckSum 0371 FFFF

Sour ce 9.65.1.2

Desti nati on 9.67.1.2

| CvP
~ Type/ Code ECHO CheckSum 5456 FFFF




| IBM Software Group — Enterprise Networking Solutions

Packet Trace — Inbound Ping (Gateway Stack)

= Packet never arrives at the gateway stack and does not appear in the
packet trace

| TT10003I There are no trace buffers in the dunp for COVP(SYSTCPDA) SUB( (
TCPCS1) )

—
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OSA-Express Network Traffic Analyzer Trace

= Packet was never received by gateway stack
= Next obtain an OSAENTA trace on both the sending and receiving OSAs
= Use DISCARD=ALL filter to trace all dropped packets

OSAENTA Trace
Outbound
OSAENTA Trace |™\
Inb d
\_In o OSA | OSA |

9.65.1.1 9.67.1.2

9.65.1.2




[1suns]]
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OSAENTA — Outbound Ping (Source Stack)
= Packet leaves the source OSA ok T
Name

1 WS209 OSAENTA 00000007 25:52: 24. 186100 OSA- Express NTA

To Interface . EZANTAQDI X4102 /obrev=224

Tod d ock : 2010/ 06/ 22 15:52:24.186100 4

Frame: Device ID : 00000E32 Sequence Nr: O Di scard: 0 (OK)
Segnent # - 0 Flags: Ping Qut Nta L3

Sour ce : 9.65.1.2

Desti nation © 9.67.1.2

Sour ce Port . 0 Dest Port: 8 Asi d: 0000 TCB: 00000000
| pHeader: Version : 4 Header Length: 20

Tos . 00 QCS: Routine Normal Service

Packet Length . 284 | D Nunber: 0019

Fr agnent ; Ofset: O

TTL . 255 Protocol : | CWP CheckSum 0371 FFFF
Sour ce : 9.65.1.2

Desti nati on : 9.67.1.2

| CVP
Type/ Code : ECHO CheckSum 5456 0000 4/////




[1suns]]
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OSAENTA — Inbound Ping (Gateway Stack)
= Packet arrives at the gateway OSA T
Name

1 WS206 OSAENTA 00000007 15.52: 24. 186725 OSA- Express NTA

To Interface . EZANTAQDI 4101 Abbrev=224

Tod C ock : 2010/ 06/ 22 15:52:24. 186725 4

Frame: Device ID : OO000OE2A Sequence Nr: O Di scard: 0025 (1P M SNVATCH)
Segnent # 0 Flags: Ping Qut Nta L3 Dscrd

Sour ce : 9.65.1.2

Desti nati on : 9.67.1.2

Sour ce Port -0 Dest Port: 8 Asi d: 0000 TCB: 00000000
| pHeader: Version : 4 Header Length: 20

Tos . 00 QCS: Routine Normal Service

Packet Length . 284 | D Nunber: 0019

Fr agnent ; Ofset: O

TTL . 255 Protocol : | CWP CheckSum 0371 FFFF
Sour ce © 9.65.1.2

Desti nati on : 9.67.1.2

| CVP
- Type/ Code : ECHO CheckSum 5456 0000 4/////
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Display OSAINFO Command

= Find out why the packet was discarded at the gateway OSA
= Check for registered IP Addrs

= Check if OSA is acting as PRIROUTER for this interface
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Display OSAINFO — Base Information

= Shows general information about the OSA and active protocols

[frun]]

ﬁt cpi p, tcpcsl, osai nfo, intfn=qdi 04101l

EZZ00531 COVIVAND DI SPLAY TCPI P, , OSAI NFO COVPLETED SUCCESSFULLY
General \ EZDOO31l TCP/IP CS V1IR12 TCPIP Nane: TCPCS1 12: 00: 20
Info

Di spl ay OSAINFO results for IntfName: QD O4101L

Physi cal MACAddr : 40000E280300 Local | yCf gMACAddr: 000000000000
Queues defined Qut: 4 In: 1 Ancillary queues in use: O

Connection Myde: Layer 3 | Pv4: Yes |Pv6: No
SAPSup: 000FB001 SAPEna: 000FB001
| Pv4 attributes:

Protocol | _ . YIS\
Specific & Defined Router: Non Active Router: No

KAsst Par nsena.  oovoovza ot erounena. 0000001A | nCkSuntna: OOOOOOlA/

Port Name: QDI 04101 PortNum 00 Datapath: OE2A  Real Addr: OE2A

PCH D:. 1234 CHPID:. C1 CHPI D Type: OSD OSA code | evel:
Gen: OSA-E3 Active speed/ node: 1000 nb/sec hal f dupl ex
Medi a: Ml tinode Fi ber Junbo frames: Yes Isolate: No

5D76
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Display OSAINFO — Registered Addresses

= Shows all the registered IPv4/IPv6 Unicast/Multicast addresses in the
OSA Address Table (OAT)

Regi st ered Addresses:

| Pv4 Uni cast Addresses:
9. 65.
9. 65.
9. 65.
9. 66.
9. 66.

ARP:

_|ARP:
ARP:

ARP: :
Tot al nunber of
| Pv4 Multicast Addresses:

MAC. 01005EO000001 Addr: 224.0.0.1

Tot al nunber of

No
Yes
No
No
No

Addr :

Addr :
Addr :
Addr :
Addr :

| Pv4

| Pv4

27 of 27 lines displayed

\\ETd of report

\\\

0.1 Home
1.1 4”””" Address ‘
2.1

1.1

2.1

addr esses: 5

addr esses: 1

[1suns]]
il
aly

i
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Network Problem Diagnosis Example

= Ping is failing because OSA interface is not configured as a PRIROUTER
and destination address is not in the OSA Address Table (OAT)

= Solution is to configure the interface as a PRIROUTER
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VMAC — An alternative to PRIROUTER

= Had we configured a VMAC (with the default ROUTEALL option) for this
Interface the stack would have received and forwarded the ping.

= VMAC eliminates the need for a PRIROUTER/SECROUTER and gives
each interface its own uniqgue MAC address
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Using z/0OS Communications Server =
to perform OSA Diagnostics

TCP/IP callable
Network Management Interface (NMI)
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NMI — Network Management Interface

@‘j.
= Retrieve and format records as they are collected (real time) for:

« Packet Trace (SYSTCPDA)
« OSAENTA (SYSTCPOT)

= z/OS Communications Server V1R12 added the following NMIs:

= NMI is a programming interface for network operations

— Network interface information

» Getlfs - Provides TCP/IP network interface attributes and IP addresses
» GetlfStats - Provides TCP/IP network interface counters

« GetlfStatsExtended - Provides data link control (DLC) network interface
counters
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Using z/0OS Communications Server
to perform OSA Diagnostics

OSA Related Messages and Error Codes
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Problem Diagnosis Questions 905 'z
= Questions you can ask include: 'g‘

Is the process that is causing the problem a new procedure, or has it
worked successfully before?

If it was an existing procedure that was previously successful, what
has changed?

What messages are being generated that could indicate what the
problem is? These could be presented on the terminal if the process
IS conversational, or in the batch or subsystem job log, or in the
system log (SYSLOG).

Can the failure be reproduced, and if so, what steps are being
performed?

Has the failing process generated a dump?
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Places to look for diagnhostics information

z/OS Console or System Log (SYSLOG)
(IPCS VERBX MTRACE)

— OPERLOG - merged, sysplex-wide system message log
SYSPRINT, SYSERR, SYSERROR or SYSDEBUG datasets
TCP/IP Job Log

SYS1.LOGREC - hardware and software errors
(IPCS VERBX LOGDATA)

Generalized Trace Facility (GTF) - trace to show system processing
through events occurring in the system over time

Component Trace (CTRACE)
— Packet Trace (SYSTCPDA)
— OSA-E Network Traffic Analyzer (SYSTCPOT)
— TCP/IP Internal Trace (SYSTCPIP)




[1suns]]
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OSA Related Messages and Error Codes

= 7z/OS Communications Server: IP and SNA Codes
Chapter 3. Data link control (DLC) status codes

— Example 1. TCP/IP error message when starting OSAENTA (OSA-E Network
Traffic Analyzer) without an extra datapath device available

EZZ4336 RROR DURI NG ACTI VATI ON OF | NTERFACE EZANTAQDI (4101 J

CODE 8010302DDI AGNOCSTI C CODE 02

* Byte 0: X’80' Permanent error
Explanation: Request rejected due to failure of either a system or network function.

« Byte 1: X'10* LLC layer local error
Explanation: A primitive was processed and an error was found by the local VTAM.

« Bytes 2&3 : X'302D‘ No datapath devices available

Explanation: A ULP cannot use a QDIO device because there are no datapath
channel addresses available.
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OSA Related Messages and Error Codes

— Example 2: Device INOP for a bad inbound packet detected by z/OS
Communications Server

| ST15781 DEVI CE | NOP DETECTED FOR QDI 04201 BY{
EZZ4338 RROR REPORTED ON | NTERFACE QDI Q42011

CODE 80100040 DI AGNCSTI C CODE 03

» Bytes 2&3: X'0040' INOP-deact SAP
Explanation: SAP has become inoperative.

STLLCI E CODE = 10

* INOP Codes: Generally follow these rules
1->99: VTAM Internal Error
100 -> 199 : Probable Hardware Error
200 -> 255 : Should Not Occur Condition
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QDIO Diagnostic Synchronization
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QDIO Diagnostic Synchronization

= OSA has its own trace tables (just like TCP/IP CTRACE and VTAM VIT)
= OSA trace table is normally captured using HMC

= QDIO Diagnostic Synchronization can make sure OSA trace tables are captured
at the same time TCP/IP and VTAM traces are captured

z/OS LPAR1

TCPIP1 TCPIP2

Packet Trace ifacker Tracé

' OSA Traces
(HMC)
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QDIO Diagnostic Synchronization

= TRLES must first be armed:
MODIFY vtam_procname, TRACE, TYPE=QDIOSYNC,|D=*

= You can view the status with Display TRLE or Display TRACE commands

1IST21841 QDIOSYNC = ALLINOUT - SYNCID = QDIO101 - SAVED = NOJ

= OSA trace tables are then captured when:

— The OSA-Express adapter detects an unexpected loss of host
connectivity. (e.g. INOP)
_Or_
— The OSA-Express adapter receives a CAPTURE signal from the host.

« The VTAM-supplied message processing facility (MPF) exit (IUTLLCMP)
Is driven.

* VTAM or TCP/IP functional recovery routine (FRR) is driven with a
SLIP PER trap that specifies ACTION=RECOVERY.
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QDIO Diagnostic Synchronization — MPF Exit

= Sample MPF parmlib member to capture OSA traces

schedul es the capture of all arnmed OSA- Express devi ces.

*
*
*
*
*
*
*
* EBEZZ43271 ERROR XXXX REG STERI NG | P ADDRESS
* 409 Q

= 23] ERROR XXXX SETTLAG=RSI| NG FOR DEVI CE
CE2243431 UP(NO), USEREXI W0 UTLLOVR)
>, SUP( NO) , USEREXI T(TUTE=EeNP

EZ743271 , SUP( NO) , USEREXI T( | UTLLCIVP)
EZ743281 , SUR(NO) , USEREXI T( | UTLLCIVP)

EZ743431 ERROR xxxx REG STERI NG | P ADDRESS<I| P_Addr> FOR . ..
EZZ43391 | NTERFACE i nterface_nanme FAILED - ADAPTER SI GNAL ...

This MPFLSTxx identifies the nmessages which lead to capture of
armed OSA- Express devices. |If any of the follow ng nessage are
I ssued, | UTLLCWMP (VTAM provi ded MPF exit) gains control and

/

SL DEL, | D=MEZ1, END
SL SET, | D=MEZ1, V5G|
JOBLI ST=( TCP*, NET*) ,

DSPNAVE=("' TCP*' . *, 01. CSM, ' NET*' . | ST*),
SDATA=( RGN, ALLNUC, CSA, LSQA, PSA, SQA, SUM SWA, TRT, LPA),

END )
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QDIO Diagnostic Synchronization — SLIP PER

= For some problems IBM may provide you with a module offset

= To capture on a module offset you will need to code a SLIP PER trap on a
specific address that specifies ACTION=RECOVERY.

SL DEL, | D=MEZ2, |
SL SET, | F, | D=NEZ2, RA ( A=( STOPGT VCD)
MATCHLI M1, JOBLI ST=( TOP™=rer™],

DSPNAVE=(" TCP*' . *, 01. CSMF, ' NET*' . | ST*)

SDATA=( RGN, ALLNUC, CSA, LSQA, PSA, SQA, SUM SWA, TRT, LPA)

END

)

= Note: SLIP PER can have a significant affect on system performance
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For more information

twikkter

http://www.twitter.com/IBM_Commserver

IBM Communications Server Twitter Feed

http://lwww.facebook.com/IBMCommserver

IBM Communications Server Facebook Fan Page

http://www.ibm.com/systems/z/

IBM System z in general

http://lwww.ibm.com/systems/z/hardware/networking/

IBM Mainframe System z networking

http://www.ibm.com/software/network/commserver/

IBM Software Communications Server products

http://www.ibm.com/software/network/commserver/zos/

IBM z/OS Communications Server

http://lwww.ibm.com/software/network/commserver/z_lin/

IBM Communications Server for Linux on System z

http://www.ibm.com/software/network/ccl/

IBM Communication Controller for Linux on System z

http://www.ibm.com/software/network/commserver/library/

IBM Communications Server library

http://www.redbooks.ibm.com

ITSO Redbooks

http://www.ibm.com/software/network/commserver/zos/support/

IBM z/OS Communications Server technical Support —
including TechNotes from service

http://www.ibm.com/support/techdocs/atsmastr.nsf/Web/TechDocs

Technical support documentation from Washington
Systems Center (techdocs, flashes, presentations,
white papers, etc.)

http://www.rfc-editor.org/rfcsearch.html

Request For Comments (RFC)

http://www.ibm.com/systems/z/os/zos/bkserv/

IBM z/OS Internet library — PDF files of all z/OS
manuals including Communications Server

For pleasant reading ....

ational Business Machines Corporation 2010 and SHARE

rights reserved.
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Appendix A:
Component Trace Commands (CTRACE)
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Steps for using CTRACE

Start CTRACE for the desired component to collect trace records
R n,END

TRACE CT,0ON,COMP=component_name,SUB=(procedure_jobname)

Start Packet Trace or OSAENTA to generate trace records
0 Recreate the problem

IJIIIIH
e
[T
i

Stop Packet Trace or OSAENTA
Stop CTRACE for the component

TRACE CT,OFF,COMP=component_name,SUB=(procedureJobname)

= Issue the DUMP command to capture the internal CTRACE buffers
= To view CTRACE records analyze the DUMP in IPCS using:
CTRACE panel (2.7.1.D)
or

CTRACE subcommands (2.7.1)




Commands for CTRACE cont.

To modify the internal trace buffer size:
TRACE CT,nnnM,COMP=component_name,SUB=(procedure_jobname)
Note: nnnM is a value like 64M
Note: Internal buffer trace size and other options are also configurable in SYS1.PARMLIB

To display information about the status of the CTRACE component:
DISPLAY TRACE,COMP=component_name,SUB=(procedure_jobname)

d trace,comp=suystcpda,sub=(tcpcs1)
IEES431 11 .64.44 TRACE DISPLAY 253
SYSTEM STATUS IHNFORMATION
ST=(0ON,9004HM ,00004M) AS=0NH BER=0FF EX=0H MO=0FF MT=(0HN,064K)

TRACEMAME
Trace Status
(ON or MIN)

HNO HEAD OPTIOHNS

SUBTRACE
TCPCS1
ASIDS *¥MOME *
JOBHAMES *¥MOME *
OPTIONS MIMIMUM
WRITER *¥MOMNE *
External Internal
Writer Status Buffer Size

g - % pyright International Business Machines Corporation 2010 and SHARE. All rights reserved.
i 1 - i S—
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Collect CTRACE records with the DUMP command

= To collect CTRACE records issue the DUMP command \°
for your TCPIP stack (in this example the stack name is TCPCS1)

DUMP COMM=(dump title here)
R n,JOBNAME=(TCPCS1),DSPNAME=('TCPCS1.*),CONT
R n,SDATA=(CSA,RGN,TRT),END

Note: This step is not necessary if you are using an external writer
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Packet Trace — Format Records in IPCS

= To format packet trace using IPCS panels, follow these steps:
— Logonto TSO
— Access IPCS
— Select option 2 (ANALYSIS) from the option list
— Select option 7 (TRACES) from the option list
— Select option 1 (CTRACE) from the option list
— Select option D (Display) from the option list

= You can also use option 6 (COMMAND) to enter CTRACE commands
from the command line

= You can also use a JCL batch job to format component traces
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CTRACE External Writer (optional)

[1suns]]
H:":n
il I
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= If you need to collect a large amount of trace data you can use an external writer

= External writer can be an MVS data set or VSAM linear data set for fast writing
(See IP Diagnosis Guide: Tips for using component trace external writer)

= Saves trace data to an external writer in addition to the internal buffer (can wrap)

Internal Buffer

CTRACE

External Writer

= First create a JCL procedure in SYS1.PROCLIB for the external writer

/1 CTWIRL PRCC
/'l EFPROC EXEC PGVEI TTTRCWR
/1 TRCOUTO1 DD DSNAME=USERI D. TRACE. DATA, UNI T=SYSDA,

/1] SPACE=(1024, (2000, 100) , , CONTI G, DI SP=( NEW CATLG) , DSORG=PS
/1 SYSPRI NT DD SYSOUT=*

J




[1suns]]
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CTRACE External Writer (optional) cont.

= Steps for using an external writer:

Start the external writer
TRACE CT,WTRSTART=procedure_name

Start CTRACE for the component and connect external writer:
TRACE CT,0ON,COMP=component_name,SUB=(procedure_jobname)

R n,WTR=procedure name,END

Start the component trace (Packet Trace or OSAENTA)
0 Recreate the problem

Stop the component trace (Packet Trace or OSAENTA)

Disconnect the external writer from CTRACE
TRACE CT,ON,COMP=component_name,SUB=(procedure_jobname)

R nn,WTR=DISCONNECT,END

Stop CTRACE for the component
TRACE CT,OFF,COMP=component_name,SUB=(procedure_jobname)

Stop the external writer
TRACE CT,WTRSTOP=procedure_name,FLUSH
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Appendix B:
NETSTAT commands for OSA
Information and statistics
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Netstat Commands

= Netstat commands can be used to find out how an OSA is currently
configured and show network statistics for given OSA.

= All information is from the stack’s perspective

— OSA Interface Status and Statistics
Netstat DEvlinks/-d

— TCPIP Profile Configuration
Netstat CONFIG/-f

— IP Address List
Netstat HOme/-h

— OSA’s IPv4 ARP Cache (ARP Offload)
Netstat ARp/-R

— Stack’s IPv6 Neighbor Cache
Netstat ND/-n
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Netstat DEvlinks/-d report

[1suns]]

= Displays active configuration information about an OSA interface

D TCPI P, TCPCS1, NETSTAT, DEVLI NKS
EZD01011 NETSTAT CS V1R12 TCPCS1 573
I NTENAME: QDI O4101L | NTFTYPE:

SPEED. 0000001000
| PBROADCASTCAPABI LI TY: NO

Active —
Configuration CFGROUTER: NON
ARPOFFLOAD:. YES
CFGMTU. NONE

| PADDR 172.16.1.1/0

VLANI D: NONE

READSTORAGE: GLOBAL (4096K)

| NBPERF: DYNAM C
WORKLOADQUEUEI NG YES

CHECKSUMOFFLOAD:  YES

SECCLASS: 255

| SOLATE: NO

MULTI CAST SPEC! FI C;

| PAQGENET | NTFSTATUS: READY

PORTNAME: QDI 04101 DATAPATH: OE2A DATAPATHSTATUS: READY

ACTROUTER: NON
ARPOFFLOADI NFO  NO
ACTMIU. 8992

VLANPRI ORI TY: DI SABLED

MONSYSPLEX: NO
OPTLATENCYMCDE: YES
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[1suns]]

Netstat DEvlinks/-d report cont.

= Also displays interface statistics, LAN groups, and OSAENTA settings

| NTERFACE STATI STI CS:

BYTESI N = 12834
| NBOUND PACKETS = 16
| NBOUND PACKETS | N ERROR =0
| NBOUND PACKETS DI SCARDED =0
I ‘/ | NBOUND PACKETS W TH NO PROTOCOL = 0O
and Out BYTESOUT = 5132
OUTBOUND PACKETS = 10
| PV4 LAN GROUP SUMVARY
LANGROUP: 00001
NANE STATUS ARPOMNER VI PAOANER
Interfaces on QDI 4101L ACTI VE QDI 4101L YES
Same LAN QDI 4201L ACTI VE QDI 4201L NO
OSA- EXPRESS NETWORK TRAFFI C ANALYZER | NFORVATI ON:
OSAENTA | | NO OSA- EXPRESS NETWORK TRAFFI C ANALYZER | NTERFACES ARE DEFI NED
Settings 10 OF 10 RECORDS DI SPLAYED

END OF THE REPORT




[1suns]]
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Netstat CONFIG/-f report 35@

= Displays TCP/IP configuration information about IP, TCP, UDP, SMF

parameters, GLOBALCONFIG profile statement, network monitor, data
trace, and autolog settings.

15.12.55 D TCPI P, TCPCS1, N, CONFI G
15.12.55 EZD0101l NETSTAT CS V1R12 TCPCS1 263
TCP CONFI GURATI ON TABLE:

DEFAULTRCVBUFSI ZE: 00016384 DEFAULTSNDBUFSI ZE: 00016384
DEFLTMAXRCVBUFSI ZE: 00524288 SOVAXCONN: 0000000010
MAXRETRANSM TTI ME:  120. 000 M NRETRANSM TTI ME: 0. 500

UDP CONFI GURATI ON TABLE:

DEFAULTRCVBUFSI ZE: 00065535 DEFAULTSNDBUFSI ZE: 00065535
CHECKSUM YES

| P CONFI GURATI ON TABLE:

FORWARDI NG YES TI METOLI VE: 00064 RSMII MEQUT: 00060
| PSECURI TY: NO

ARPTI MEQUT: 01200 MAXRSMSI ZE: 65535 FORMAT: LONG
| GREDI RECT: NO SYSPLXROQUT: YES DOUBL ENGCP: NO
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16.17.08 D TCPI P, TCPCS1, N, HOVE
16.17.08 EZDO0101l

Netstat HOme/-h report

= Displays information about each home IP address and its associated link
or interface name.

HOVE ADDRESS LI ST:

L1 NKNAME:

ADDRESS:
FLAGS:

L1 NKNAME:

ADDRESS:
FLAGS:

L1 NKNAME:

ADDRESS:
FLAGS:

L1 NKNAME:

ADDRESS:
FLAGS:

VI PA4811L
10.81.1.1
PRI MARY

VI PA4821L
10.82.1.1

QDI 04101L
172.16.1. 1

Q@ O4201L
172.16.2.1

NETSTAT CS V1R12 TCPCS1 507
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Netstat ARp/-R

= Shows the IPv4 ARP cache information

= Because of ARP Offload information is queried from OSA

= OSA is queried every 30 seconds for updates

16. 08.33 D TCPI P, TCPCS1, N, ARP

16. 08. 33 EZD01011 NETSTAT CS V1R12 TCPCS1 462
QUERYI NG ARP CACHE FOR ADDRESS 172.16.1.1

| NTERFACE: QDI O4101L ETHERNET: 40000E280300

QUERY!I NG ARP CACHE FOR ADDRESS 172.16.1.2

| NTERFACE: QDI O4101L ETHERNET: 40000E300300

2 OF 2 RECORDS DI SPLAYED
END OF THE REPORT

)

|l
il
]
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Netstat ND/-n report

= Shows IPv6 neighbor cache entries (no ND offload to OSA)

20.58.55 D TCPI P, TCPCS1, N, ND

20. 58. 55 EZD01011 NETSTAT CS V1R12 TCPCS1 745

QUERY NEI GHBOR CACHE FOR FESO: :
| NTFNAME: QDI O6SHR
LI NKLAYERADDR: 40000E2C0300
TYPE: HOST

QUERY NEI GHBOR CACHE FOR FESO: :
| NTFNAME: QDI O6SHR
LI NKLAYERADDR: 40000E280300
TYPE: HOST

QUERY NEI GHBOR CACHE FOR FESO: :
| NTFNAME: QDI 06101
LI NKLAYERADDR: 40000E2C0300
TYPE: HOST

3 OF 3 RECORDS DI SPLAYED

END OF THE REPORT

16: 2: 1

| NTFTYPE: | PACENET6
STATE: REACHABLE
ADVDFLTRTR: NO
16:1:1

| NTFTYPE: | PACENET6
STATE: REACHABLE
ADVDFLTRTR: NO

16: 2: 1

| NTFTYPE: | PAQENET6
STATE: REACHABLE
ADVDFLTRTR: NO

/

[1suns]]
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Appendix C:
TNSTATS command for collecting
VTAM level device statistics
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VTAM Tuning Statistics (TNSTAT)

= Shows VTAM level statistics for a TRLE over a specified time interval.

= Shows stats like number of interrupts, number of buffers,
byte/packet counts, error counts, accelerated packets, etc

Number of
Minutes

= To start VTAM tuning statistics for a TRLE:
MODIFY vtam_procname, TNSTAT, TRLE=IUTIQDIO,CNSL, TIME=3 o

= To stop VTAM tuning statistics for a TRLE:
MODIFY vtam_procname,NOTNSTAT, TRLE=IUTIQDIO

= When results are displayed on the time interval the counters are reset

= Tip: If you want VTAM to present the results on your command just set a
high initial time value and then change the time interval to a different
value when you are ready to see the results.

= See the SNA Network Implementation Guide for descriptions of the fields
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VTAM Tuning Statistics (TNSTAT) Example

| ST1230lI
| ST1231l
| ST1569I
| ST12321
| ST924I

| ST1233l
| ST1234l
| ST1235I
| ST1236lI
| ST1570I
| ST924|

| ST1233I
| ST12341
| ST1235I
| ST1236lI
| ST1570I
| ST9241

09433824

= Shows the read and write control channel statistics

[1suns]]

= QDI 0101 321

Write Control
Channel

09271 I D
0
0
0
WRI TE :
o~
****NA****
0
0
READ .
o ——
0
0
0

Read Control
Channel
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VTAM Tuning Statistics (TNSTAT) Example

| ST1233l
| ST1719l
| ST1720I
| ST1750I
| ST1751l
| ST2316l
| ST23171
| ST17521
| ST1753l
| ST17541
| ST17211
| ST17221
| ST2185I
| ST1236l
| ST1810lI
| ST1811lI
| ST924|

| ST1233l

| ST1233l

DEV

PCl REALO
PCl VI RTO =
PCl THRSO =
PCl UNPRO =
EARLYI NO =
ULPRETUO =
RPROCDEO =
RREPLDEO =

OE2A

eoNolNoNolNolNoNolNololololNoNolNoNe

D R
PCl REAL
PCl VI RT

PCl THRSH
PCl UNPRD

EARLY! NT
ULPRETU
RPROCDEF
RREPL DEF
NOREADS
SBALCNT
PACKCNT
FRI NVCT
BYTECNT
PKTI QD

BYTI QD

= Shows data channel statistics for all read queues

RD' 1 (PRI MARY)

1179 M
0
144
0\
0
0
0
0
0 4//////
214
500 G
0
173982
0

Primary Read
Queue (1)

[frun]]

PCI Interrupts

SBAL Internal
Buffers

Normal
Packets/Bytes

Accelerated
Packets/Bytes

3

RD/ 2 ( BULKDATA)
L=

RD/ 3 (SYSDI ST)

Ancillary Input
Queues (2+)
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VTAM Tuning Statistics (TNSTAT) Example

| ST1233l
| ST1755I
| ST1756l
| ST1723l
| ST17211
| ST1722]
| ST2242]
| ST1236l
| ST1810I
| ST1811l
| ST924I

| ST1233lI

| ST1233lI

1 ST1233l

3

OE2A

OO OO O0OO0OOCOoN

D R
SBALAVG

QDPTHAVG

SI GACNT
SBALCNT
PACKCNT
SI GVMONT
BYTECNT
PKTI QD

BYTI QD

= Shows data channel statistics for all write queues

WR 1
1
0o/
14
14

14

SIGA Write
Instructions

SBAL Write
Buffers

Packet/Byte
Counts

Accelerated
Packets/Bytes

4 Write Priority

Queues

__~

[1suns]]
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Appendix D:
VTAM’s Display TRL command
for more device information
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Display TRL — Read and Write Control Channels

= Shows the status of control channels, OSA microcode level, and

QDIOSYNC status

D NET, TRL, TRLE=QDI 0101

| STO971 DI SPLAY ACCEPTED

| STO751 NAME = QDI O101, TYPE = TRLE
| ST19541 TRL MAJOR NODE = TRLCS

OSA Microcode

Level
| ST4861 STATUS= ACTIV, DESI RED STATE= ACTIV
| STO871 TYPE = LEASED , CONTROL = MPC , HPDT = YES
| ST17151 MPCLEVEL = QDI O MPCUSAGE = SHARE /
| ST22631 PORTNAME = QDI A4101 PORTNUM = 0 OSA CODE LEVEL = 5D76

QDIOSYNC ?\7| CHPID TYPE = CSD CHPID = C1

Status 841 QDI OSYNC = ALLINOUT - SYNCID = QDI OL01 - SAVED = NO
[STI577] |HEADER SI ZE = 4096 DATA SIZE = 0 STORAGE = ***NA***

mond and Wit P21l |WRITE DEV = OE29 STATUS = ACTIVE STATE = ONLINE

Crannel Status, 7 /1"|HEADER SI ZE = 4092 DATA SIZE = 0 STORAGE = ***NA***
rorx221l |READ DEV = OE28 STATUS = ACTI VE STATE = ONLI NE
JEIBZ4, = === e e e e

[1suns]]
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Display TRL

= Shows detailed information for each datapath device including input and

output queue

| ST12211
7241

1 CTE\T\QI

3101

Accelerator
Status

| ST23311

3321

Inbound =

Workload Queues

ror2333l
| ST2333lI
| ST2333lI
| ST2305I
| ST17571
| ST17571
| ST2190lI

' =T18011
Write Priority

Queues Status

| ST1802I
| ST1802I
| ST924|
141

2051,

— Datapath Device

usage

DATA DEV = OE2A STATUS = ACTI VE
|/ O TRACE = OFF TRACE LENGTH = * NA*
ULPI D = TCPCS1

ACCELERATED ROUTI NG DI SABLED

QUEUE  QUEUE READ

| D TYPE STORAGE

RD)1  PRIMARY 1.0M 16 SBALS)
RD'2  BULKDATA 1.0M 16 SBALS)
RD'3  SYSDIST 1.0M 16 SBALS)
NUVBER OF DI SCARDED | NBOUND READ BUFFERS = 0
PRI ORI TY1: UNCONGESTED PRI ORI TY2: UNCONGESTED
PRI ORI TY3: UNCONGESTED PRI ORI TY4: UNCONGESTED

STATE = N A

UNI TS OF WORK FOR NCB AT
P1 CURRENT = 0 AVERAGE
P2 CURRENT = 0 AVERAGE
P3 CURRENT = 0 AVERAGE
P4 CURRENT = 0 AVERAGE

ADDRESS X' 15AD0010'
0 MMAXIMUM = 0

EN

1. ST3

[1suns]]

DEVI CEI D PARAMETER FOR CSAENTA TRACE COMVAND = 00- 05-00-00

ational Business Machines Corporation 2010 and SHARE rights reserved.



	Using z/OS Communications Server �to perform OSA Diagnostics
	Using z/OS Communications Server to perform OSA Diagnostics
	Trademarks, notices, and disclaimers
	Agenda
	Introduction
	Slide Number 6
	Introduction to Component Trace
	Introduction to Component Trace cont.
	Deciding Which Trace to Use
	Slide Number 10
	Introduction to Packet Trace
	How to use Packet Trace
	How to use Packet Trace - Filters
	Format CTRACE - IPCS 2.7.1.D
	Format CTRACE - IPCS 2.7.1.D
	Packet Trace – Sample Record
	Packet Trace – Sample Record cont.
	Slide Number 18
	IBM Service Assistant for z/OS Communications Server
	IBM Service Assistant for z/OS Communications Server
	IBM Service Assistant for z/OS Communications Server
	IBM Service Assistant for z/OS Communications Server
	IBM Service Assistant for z/OS Communications Server
	IBM Service Assistant for z/OS Communications Server
	IBM Service Assistant for z/OS Communications Server
	IBM Service Assistant for z/OS Communications Server
	IBM Service Assistant for z/OS Communications Server
	IBM Service Assistant for z/OS Communications Server
	IBM Service Assistant for z/OS Communications Server
	IBM Service Assistant for z/OS Communications Server
	Slide Number 31
	OSA-Express Network Traffic Analyzer (OSAENTA)
	OSA-Express Network Traffic Analyzer (OSAENTA)
	OSAENTA Commands
	OSAENTA Trace Filters
	OSAENTA
	OSAENTA - IPCS 2.7.1.D – SUMMARY Report
	OSAENTA Trace – Sample SUMMARY Report
	OSAENTA - IPCS 2.7.1.D – FULL Report
	OSAENTA Trace – Sample FULL Report
	OSAENTA Trace – Sample FULL Report cont.
	OSAENTA - IPCS 2.7.1.D – SESSION Report
	OSAENTA Trace – Sample SESSION Report
	OSAENTA – Export to Wireshark
	OSAENTA – Export to Wireshark
	OSAENTA – Export to Wireshark
	Slide Number 47
	Display OSAINFO
	Display OSAINFO Example – Base Information
	Display OSAINFO Example – Registered Addresses
	Display OSAINFO Example – �QDIO Inbound Workload Queueing
	Slide Number 52
	Network Problem Diagnosis Example
	Packet Trace
	Packet Trace – Outbound Ping (Source Stack)
	Packet Trace – Inbound Ping (Gateway Stack)
	OSA-Express Network Traffic Analyzer Trace
	OSAENTA – Outbound Ping (Source Stack)
	OSAENTA – Inbound Ping (Gateway Stack)
	Display OSAINFO Command
	Display OSAINFO – Base Information
	Display OSAINFO – Registered Addresses
	Network Problem Diagnosis Example
	VMAC – An alternative to PRIROUTER
	Slide Number 65
	NMI – Network Management Interface
	Slide Number 67
	Problem Diagnosis Questions
	Places to look for diagnostics information
	OSA Related Messages and Error Codes
	OSA Related Messages and Error Codes
	Slide Number 72
	QDIO Diagnostic Synchronization
	QDIO Diagnostic Synchronization
	QDIO Diagnostic Synchronization – MPF Exit
	QDIO Diagnostic Synchronization – SLIP PER
	For more information
	Slide Number 78
	Steps for using CTRACE
	Commands for CTRACE cont.
	Collect CTRACE records with the DUMP command
	Packet Trace – Format Records in IPCS
	CTRACE External Writer (optional)
	CTRACE External Writer (optional) cont.
	Slide Number 85
	Netstat Commands
	Netstat DEvlinks/-d report
	Netstat DEvlinks/-d report cont.
	Netstat CONFIG/-f report
	Netstat HOme/-h report
	Netstat ARp/-R 
	Netstat ND/-n report
	Slide Number 93
	VTAM Tuning Statistics (TNSTAT)
	VTAM Tuning Statistics (TNSTAT) Example
	VTAM Tuning Statistics (TNSTAT) Example
	VTAM Tuning Statistics (TNSTAT) Example
	Slide Number 98
	Display TRL – Read and Write Control Channels
	Display TRL – Datapath Device

