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Session Content

Technology - Connections - Results

examples of network flows.

an IP trace more easily.

source identification and resolution of EE problems

tracetool to gain some hands on experience dumagession.

You're invited to bring your notebook with the Eitgersion of the

Learn how to configure the wireshark trace toatlentify HPR flows in

Now that you know the various layers of EnterpEsénder packets ahd
the external symptoms of HPR problems it is timti at some real

See how applying intelligent filters to an |IP traem speed up problem
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Technology - Connections - Results

Turn on the light with wiresha

=shark 10 Graphs: fw1.cap

| [i1' a100672.tucbgw2.pcan - Wireshark
Fle Edt
B e

Fiter:

Go Capture pnslyze Statistics Telephony Tools
EEXEE A¢®eaT Qa

Expression.... Clear. Apply

»

ANR label D
00000000000FF §00000000300298
AT 25

Destination dst.port
.90196.23 12001
E

Na. . Time

23 12001 p400000000000000FF ].FDADF'SOOOO-JW.IOVZ-Ci

12001 8OFF
OFF

000000000300

000000000300298
TFDA

298

.91 196.23 12001 8OFF

291196 12001 8OFF

Transport Connection Identifier: 800000000200298A
® RTP Transport Packet Header Byte §: Ox7c
® RTP Transport Packet Header Byte 9: OxOc

Data offser/4: 0x0034

pata Length Field: 0x000000c9

Byte Sequence Number: 0x00000000
[ Network Address Control vector

@) 1D fsna.nip. thek teid), 8 bytes Packets: .
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Wireshark default configuration

A tracel.pcap - Wireshark

File

Edit Miew Go Capture Analyze Stafistics Telephony Tools Help
= PEXZ2E A¢e2T L BE QQAF @8 »
Fiter: _._ | * Expression... Clear Apply
MNao. - Time Sounce Dlestination Frotocal | Info .
1 0.000000 192.168.101.7 92.254.132.6 SMA HER RTP endpoint nDdESI:'Pa[kE‘E
2 0.000003 152.168.101.7 92.254.132.6 SNA HPR RTP endpoint nodes[Packet
3 0.064301 gz, 2hi . 132.6 192,.168,101L.7 SHA HPR Status Message[Packet siz
F) F( t l_' t 4 0, 067337 9Z.254.137.6 152.168.101L.F SNA HFR RTP endpoint nodes[Packet
Ei() €3 IE; 5 0.0868308 192.1I68.101.7 92.253.132.6 SNA HPR RTF endpoint nodes[Packet
AN NERITD T4 TR TntT F a2 28R4 137 A Chia HoD DTE andRadint Padacs Toackatr |Y)
|
I = RTP Transport Header
Transport Connection Identifier: 21AC0C300001008E
# RTP Transport Packet Header Byte 8: 0x3cC
# RTP Transport Packet Header Byte 9: 0x04
. . Data offset/4: Ox000d
[:)'E;E;EB(:t'()r] Data Length Field: 0x000003cl
Byte Sequence Number: 0Ox0573b799
# Adaptive Rate-Based Segment
#H Status Segment
AT
(0020 00 00 00 00 00 00 00 ff 00 EEEcIUEEUiugoEee ........ . P
DD-LD BE I 04 00 Od OO OO 02 <1 05 73 b7 99 03 22 5 <. e A...r.E
. |DDSD o 00 02 08 00 00 00 00 OO0 0% Oe 00 00 00 dc OO0 D s TEEdTT s
HeX Detall 0060 89 00 Oe 67 4a 00 00 0D 00 00 00 00 00 5€ 00 73 Tuvevrrs vunnn
0070 02 0D 00 00 DO 7e 00 0D Ob D3 95 0D 3F 98 BD 50  ..... = . 2g.&
|'"||'"|I:'|"‘| |:|"| TN A a Dn"‘: Nl -I:-I: T AR |-.a— Erl J:E 1D d—'..-F EI-I: -l: o £ N oy

O TCID {sna.nip, thdr, h:u:l,u, 8 byies Packets: 1710 Dlsplayed 1710 Marked: 0
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Wireshark default profile

« Colors
* Filters
« Columns

Edit Digplay Fitter

Ethemet address 00:08:1

Ethemet broadcast

Mo ARP
Delete IP onby
- IP address 15216201
Froperies
Fitter name:
Filter string:

vl fwri.cap - Wireshark

SHARE

Technology - Connections - Results

File Edit “iew Go Capture Analyze Stafistice Telephony Tools Help

B & e FEEXEL Aes0TL (EEQRAQAN # B »
Filter: * Bpression... Clear Apply

Ma. - Time Source Diestination Protocal Irfc

Ea

1 Wireshark: Display Filter - Profile: Hew profile

.
5:00:08:15

Ethemet type 0806 (ARF)

Apply

Enable
Z =able
Delete ARFP
IEMP
lMarnage

TCPRST

==
=

Clear

SME

uTTD

List is processed in order until match isfound
String

=

3 0. 000015 0Z.1.7253.56 10.31.71.6 CLC U P, TUNC=TEGT: DGAP SNA Path]
} o A L [3 M [ o L [

i

Move
arp selected fitker
; = up or down
icmp & icmpvE
top flags reset eq 1
{ lip.dst = 224 01.0.0/4 &&ip itl < 5) 1 fip dst
zmb [ nbes | nbns [ nbipx: © ipxsap | netbios | Zow
b D dmm it o O ’?
>
(8] J | Apphy | | Cancel
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Wireshark new SHARE profile s

« SHIFT + CTRL + A
o Clear filters

“4' Wireshark: Display Filter - Profile: SHARE

- Edit Digplay Fitter
* Create new filters
"1! Wireshark: Configuration Profiles - Profile: Hew profile |
Mew
Edit Corfiguration Profiles =
New | sHARE E“]
SHARE_Z [v]
Froperies
Profile name: | SHARE | el
Lo Il o Il e |
Properties

Filter name: | EE orly | |

Filter string: | udp dstport=11539 &2 udp dstport<12005 | ’ Expression... ]

o] |
SHARE — =)
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SNA RUs
« BIND RU:31
« UNBIND RU: 32

1 Wireshark: Display Filter - Profile: SHARE

Edit

Diisplay Filter
EEonby

SNA BINDYUNBIMND

LUMBIMND Cleanup

| T4l tracel.pcap - Wireshark

=]

=i

EO2-EEE 0T 920254013206

92,254,

I32.6 192.168.101.7

Froperies ead'ér"

Filter name: | UMBIND Cleanup s& Headear

Fitter string: | data.data[0] == 32 and data.data[1] 02 and sna.th.u_catege

ok || seey || cencel |bo 00 0O £ 00 21 ac Oc 4F 00 01 00

& 00 00 00 da 00 05 €8 67 03 22 85

Tuag S0 UL 22 o1 10 00 00 00 00 5d 00 d9 £5 80 00 00
0060 00 06 00 06 40 &b 80 00 BITOIN03I 03 b1 G0 30VE2
Co70 D0 BY B9 cf B 00 02 0D 0O DD DD DD 18 50 DD Qo

(7) Data (data), 203 bytes

Packets: 1710 Dlsplayed 1:1u Marked i}

9" 59

© Copyright IBM Corp.

2010. All rights reserved.

Fle Edit View Go Capture Analyze Statistics Telephony Tools Help

Bedes DEXEL AT L (@E AQ
Filter: _[l:lata.data[-“' = 31 or data.datall] == 32} and sna h.u_categony == B3| * BExpression... Clear Apply
Mo. - Time Source Destination Protacol | Info

HFR RTP endpoint

HPR RTF endpoint




Wireshark SHARE : Coloring Rules R

Wireshark: Coloring Rules - Profile: SHARE

A fwi.cap - Wireshark Edit Fitter

ST T T v List iz processed in order until match is found
File Edit View Go Captore Analyze Stafiz| | Mew Name :
CFALILT zna nip thdr optional type = (ka2
Beeee BSEAX2E
Filter: | ]
Enable HFR_RSETUF sna.gds ar sna.nlpthdr.setupi==1 or sna.nlp thdr bsn==0
ime Source Destinatian ARE SlLowdown2 sna nip thdr optional 22 rma = 3
i et o St e L e i Uy g g 1 F i BT i s ek gt Liizable ) s - L
g-58-02.44 8271, 252. 56 10,371, ARB Slowdown sna nip thdr.optional .22 rag == 2 =
9:59:02.44 92.1.253.56 10.31.71. ' | (UNJBIND {data.data[0] == 31 or data.data[0] == 32) and sna rh.ru_category == (03
BiSEi02 44 820 S 253056 AR 31 0 L =
G50 0P 44 92 1. 252 56 103171 CPSVCMG outbound  sna.nlp.nhdr.anr == d4:00:00:00:00:00:00:.00
9:59:02.45 92.1,253.56 10, 31.71, Manage dstport>=12000 and udp dstport <=12004
LE JRLE T I Sk . B IS Tl B W O i B e L ==
3:59:02.45 92.1.253.56 10.31.71. |Imeot..| |
G589 02 45 92 T 253 56 10037106 12001 pdOOOCO00O0000CC0FF 1B72C47700010088  Ox00000108
9:59:02.45 92.1,253.56 10.31.71.6 12001 D400000000000000FF 1872C47700010089 OX00000177
L LS el 3PS S e I SRR o 0 B B 12001 Dp400000000000000FF 1E72CA770001L0089 Ox000001L7F7F [
OF = 502> A5 Q21 253 5/-I0 I TH A 1 2 0HYE M OOOOOONNNIEE. T BT 2 AT 70N i EQ M CHWOHOVE 77 |V|
£ | 1) J
[coloring Rule Name: (UN)BIND] el
[Coloring Rule string: (data.datal[0] == 31 or data.data[0] == 32) and sna.rh.ru_category == 0x03] -
M Frhernetr T7. Sec: 73:34:70:37:63:30 (73:34:70:37:6F3:3I0F. nDst: 69: 31657468 2d (69:31 A5 74 -6RZd) el
0040 89 3c OO0 00 05 00 00 00 a6 00 00 01 77 5d 00 a9 i WeouldoZ |Ai
0050 9d 00 00 00 00 Oe 00 Q1L 70 eb B0 00 31 00 13 07 o .vivinr vuvnenns
0060 b0 bO 50 b3 00 80 97 97 B0 00 Q&6 02 00 QOO 00 00 collconl cwgewes [=]
0070 00 00 00 00 22 00 00 00 27 00 08 02 c3 d7 &2 e5 S e T R =
0080 3 d4 7 09 03 02 db 0 91 19 fd 6d 5= 12 05 c4 GG X Jeissein |
0? The frame matched the ED'EIlriﬂg rlle . Packets: 5254 Displaved: 5254 Marked: 0 ' i «0fiay SHARE o\ Wby

||||||||
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Technology - Connections - Results

Wireshark SHARE Preferences: Columns

1 Twi.cap - Wireshark

File Edit Yiew Go Capture Analyze Statistics Telephony Tools Help
B o 'kt*oF2 (EE Qaqaan 0B %
Eind Packet,.. Cirl+F
Fiter; =~ — i-08:2d - ression... lolear
= Find Mext Chrl+N &—————— B L Feel
! ) e |
Mo, Find Previots Ctri+8 Ipid Time TCID SRI BSH 5T _RSEQ DEF EOM RH data 2.
tark Packet (toggle) cilew | Oxbbeb 09:59:02.4771 1872C47700010089 No stati 0x0000021e 0x000001d4 0x00000000 Not e _
I:ind Nt Mark : Shift T+ OxbcB86 09:59:04.3735 1872c47700010083 sStatus v 0x00000231 0x0000001lh End o Ox03 000C1:
; ; : : ; Oxbc87 09:59:04. 3876 1B72C47700010089 No statL Ox0000024d OxDO000D01L71 End o Ox0b 2A050:
Find Previous Mark Shift+Ctri+8 | oxbcB88 09:59:04.3989 1872C47700010089 Mo stati 0x000003bf 0x0000011le Not e OxOb 2A050:
Mark All Packets Cirl+A Oxbc8bh 09:59:04.4020 1872C47700010089 No statt 0x000004dd Ox000001e7 Ox00000000° NoOT e
Unmark All Packets Ctrl4+D OxbcB8c 09:59:04.4048 1872C47700010089 No stati 0x000004dd Ox0000024c Ox00000000 Not e
OxbcBa 09:59:04.4128 1B72C4T DODIDGBQ Mo stati 0x000004dd Ox00000322 OxO00000000 =)
(%) SetTime Reference {toggle) Cirl+T 3 X . 3 status r 0x000c22el o
7 4 o - = “F.
B ot Referans SHIftECH A+ Oxhc93 095904 4415 187 2C3550001 0087 t O0x000c2387 Ox000a6504 Ox00000000
Find Previous Reference shift+Ctrl+Alt+8 oxhe99 09:59:04.4712 1872C47800010084 5tatus r 0x00000000 0x000000¢C5 0
[ Oxbc9bh 09:59:04.4730 1872C47E800010084 No state 0x000000cs Ox00000000 O0x00000000 a

g iR Balics i SMRACUHA | G bc9e 09:59:04.4905 1872C47800010084 Sstatus r 0x000000c6 0x0000009C 0x000000LO o

2= Preferences;., Shift+Etri+P Oxbc9f 09:59:04.4990 1872C4770001L0089 No stati 0x000004dd Ox000004cd Ox00000000 a

RTINSOy YTTAO0TTTTIO0Y Oxbeoal 09:5%9:04. 5077 1872CATEOOD0L0084 Mo staty Ox000000d7 Ox000000cE OxOO000012 a

2507 92.1.253.56 55 12004 12004 Oxbcal® 09:59:04,5108 1872C47800010084 status r Ox000000ea Q00000017 a

| 1111 ! :}

[ |_|_|.'g\.||- L'{i-':r"ﬁ'j-'n;_n:u =A.||

Capture Length: 109 bytes =

[Frame is marked: False] |

[Frotocals in frame: eth:ip:udp:1lc:sna]

[CDTDr'ing Rule MName: CPSVCMG .:uutbr:uur".d] (el
DDDD 60 31 &5 74 &8 2d 73 34 7O 32 &3 30 08 00 45 00  ..... . O |
0010 OO0 5F bb eb 00 00 37 11 1d 44 5c 01 fd 28 Qa 1if Il L e, - o =
0020 47 06 2e 21 2e o1 00 4b 35 6b 04 0B 03 c6 08 d4  ........ 8,...F.M |—||
0030 00 00 OO 00 Q0 00 00 ff 00 18 72 <4 77 00 0L 00 ........ I ) PR [
0040 B9 00 04 OO0 Od OO OO OO OO0 OO0 OO0 02 1e 03 22 41 Prnmmmnmen: B :vl‘
|'"||"'|l:|"| Ak |'"||’“| ST Y Y O T O O Y o Y i ST i S 1 O O WY o e Y |"'||"| . L=
0 File: 'E\.EDlD\,SHARE'n,BDstcn'n,ﬁ'-.l cap... Packets: 5254 Displayed: 1415 Marked: 0 Profile: EE

LY 4
_—— = ™ -~
SHARE o IEE. §9
= =T=0
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Wireshark SHARE Preferences: Columns

Fle Edit Yiew Go G SR ; .
Copy ¥
B i = User inteface Columns
e5)| ~ DndPacket.. Eisfsii [The first list entry will be displayed as the leftmost column - Drag and drop entries to change column order]
= Fnd e . Title Field type =]
Mg,/  Find Previous Columns No HumE:r I'-_'|| d|
: r Fort - -
h—dfa' & Packet (1o src.addr Src addr fresolved)
Find Mext Mark Colore
Find Previous Ma ip it Custom {ip )
I¥ark M Pacieis Caphas o port Src port {unresalved)
Unmark All Packe Frirting ) ] ;
= dst port Diest port {unresolved) :
(&) SetTime Refers Mame Resalution ) N I
Find Mext Refers St ipd Custom {p.id)
Find Previous Re . | Time Time fomat as specified)
E Protocols
Configuration Pro TCID Custom {sna nip thdr teid) =
";;UEFE SRS SRl Custom {zna.nlp thdr.zn)
o 2 gl o i |
2507 92.1.253 BSN Custom {sna.nlp thdr bsn) |
| & . : "
! e 5T R5EQ  Custom f=na.nlp thdr.optional 0 rseq)
R e T
Capture Lengt DLE Custom {sna.ripthdr.dif}
[Frame is mar i o 4
TRt EeoTE T EOM Custom {zna nip thdr.eomi)
[Colaring Rul FH Custom {zna. .0}
9
0000 69 31 65 74 data Custom {data.data)
0010 00 5F bb b - ¥ -
0020 47 08 e al AMR Lsbels  Custom {sna.nlp.nhdr.anr

0030 00 00 00 00

0040 89 00 04 00 :
ANCA A4 nn an oan PI'DFIE!ITIE!S

@ Fie: 'E:\2010\SHARE \Bod

Field type: iﬂustl:um i:_j

Add
Field name: | data data |
SH Help | QK ] I ﬁpp_l:,- J I Cancel |

CAISI9) 1181118 11 Ao S APAVA R A M S 10 SR IS




Wireshark SHARE profiles: [P Profile A

 TTL as indicator of inbound/outbound

tracel.cap - Wireshark

Fle Edit View Go Capture Analyze GStatistics Telephony Tools Help -
Bedes DEXEE Aes207 2 @B @l BN % B

Fiter: |udp dstport==12000 | * Expression.. Clear Apply

Mo, - Time iptl | ipid ‘srz_addr dst_addr ipsrc ip.dst port Infa

Cisco_le:74:0a Cisco_70:48:0a 92.1.253.56 10.31.71.6 12000
Ciscto 1e:74:0a Cisco 70:48:0a 92.1.253.56 10.31.71.6 12000

0. 008071 53 Oxcedf

F, func=TESI
3.992380 53 0xe607 P

func=TES1

L ra

0.008176 53 0x795a Cisco_le:74:0a Cisco_70:48:0. .253.56 10.31.71.6 12000
3.992162 53 0x2097 Cisco_le:74:0a Cisco_70:48:0a 92.1.253.56 10.31.71.6 12000 U P, func=TEST

=] it

12.016292 53 0x9cdc C 12000
24°0.000423 63 0x289F ¢ €€:43:00 Cisco_ A 1,716 92.1,253.55 12000
52 12.002941 53 0x9682 Cisco le:74:0a Cisco 70:48:0a . 253, 0.31.71.6 12000

78 12.001053 53 0xf603 Cisco_le:74:0a Cisco_70:48:0a .253.56 10.31.71.6 12000

e N Fa e e = = 5 om e e o . TRy [ St |

| in [ |l]
|OF|IE E:\2010\SHARE Boston\{race2.c... | Packets: 2860 Displayed: 136 Marked: 0 Prafile: SHARE

SHARE +

© Copyright IBM Corp. 2010. All rights reserved.
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Wireshark SHARE profiles: 10 Graph R

"4 'Wireshark 10 Graphs: tracel.cap

— 50
Healthy EE traffic I$ bi-directional ;
) I
Td tracel.cap - Wireshark __25
Flle Edit Vew Go Capture Analyze Statistice  Telep B
Eadee EEXEE A M i
Fiter: |.I"h:i'l:"'I::"::'rt:12'[!'[!'-I ! I T W | T T T I T T T | T T T | T i ! 0
= e il i o | 09:51:1% 09:54:38 09:57:58 10:01:18 10:04:38 | a
09+5212. 9246 & 1d cised i r
67 09:5: 12 9#5?95 53 Dx&iaf iscl Graphs X A
e e e ot o) iamaianh 000w | ksl | Style: |Line v ||| Tick interval{ 10 sec v
230 fRialia8 Fas a0 _. 0x5074 Cisc [Graph 2| Color |Fiter: | |ip tti==63 and udp port==12001 | Style: |Line ||| Fixels pertick: 15 |w
292 D953 02. 37566 Oxdeb0 Ciscy| [Graph 3] o [Fiter:| [p <63 and udp port==12001 | Ste: [Impuise. || | 4 M 2stime of day
. : cnalf” : ' Pus
[Glaph 4]CDIDr[Fi_Her:]| | Style: |Line W |Pau:|-:ets;"|“u:k -
[Gmph 5]:3: :-"H_Her:” | Style: |Line W Seale | Auio ”
| Help Copy
| i

|OF|IE ‘EI_ZDID'ISHARE'IEnstnn‘n,tran:EEC | Packets: 2860 I-i-i-spla?ed: £54 Marked: 0

SHARE
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Wireshark SHARE profiles: Flow Graph

tracel.cap - Graph Analysis

Time

129,162
170.877
170,903
170,955
170,955
172,592
172,593
el 289,407
gl 297857

il 305 392

1 214,804
il 323,369
324 285
il 225.420
Sl 105 445
55l 207,472
il 202 507

Td tracel.cap - Wireshark
Fle Edit View Go Capture Analyze GStatistics Telephony Tools Help
e DEXZE Aes0T I

Fitter: |kﬂp.pﬂr{==12m:| | =

No. - Time iptl | ipid ‘sfcaddr

167 09:52:12.945796 53 Ox8laf Cisco_le

Cisco_le
Cisco.le

53 Dxcl24
53 Ox5074

254 09:52:54. 686722
259 00:52:54. 718566

292 09:53:02.375663 53 Oxdeb0 Cisco_le

52.1.253.56
10.31.71.6

HPR RTP endpoint po

Comment

HPR Status Message

HPR RTP endpoint nodes

HPR HLP Packet[ Packet size limited dutr
HPR RTP endpoint nodes

HPR HLP Packet[ Packet size limited dur
HPR Status Message

HPR Status Message

HPR RTP endpoint nodes

HPR Status Message

HPR Status Message

HPR Status Message

HPR HLP Packet[ Packet size limited dur
HPR HLP Packet[ Packet size limited dur
HPR HLP Packet[ Packet size limited dur
HPR NLP Packet[ Packet size limited dut
HPR MLP Packet[ Packet size limited dut
HPR NLP Packet[ Packet size limited dut

| il | >

(7) File: "E:\2010'SHARE \Boston\trace.c... | Packets: 2860 Displayed: 654 Marked: 0

& Close 1

SHARE

© Copyright IBM Corp. 2010. All rights reserved.
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“Tell me and I'll forget;
show me and | may remember;
iInvolve me and I'll understand.”

Part |I: Hands-on experience

Get involved in a real EE Pathswitch problem

© Copyright IBM Corp. 2010. All rights reserved.



The Topology

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

* Traces were taken in the FW cluster
« FW1 handles inbound , FW2 handles outbound traffic

DataCenter LAN

DMZ

Firewall Cluster

SHARE

© Copyright IBM Corp. 2010. All rights reserved.
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SHARE

Outbound Traffic - fw2.cap

Every packet is traced 4 times as it flows
through the FW Cluster

Outbound Traffic — FW2

: The Ethernet addresses change
t e Analyze Statistics Telephony Tools Help
C EX2R AesaTL||EE QAR $BMW »

Dlestination dst;u:nrt l‘-.NHIaI:»eI TCID
2 1200 ) i """T" ) IEEE6I197 0

] 1EEED

L

0 1EEBE1
12003 HUF1Ul'ﬁﬂr ’ DDO 1EEBG1 CHG
12001 D4ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂFF 2AZ2196A70001187 Gxﬂﬂﬂﬂlde. Ox0000157e
12001 pdOO0C0000000000FF 2219647000117 Ox000014ey Ox0000157e
12001 DA00000000000000FF 2A2196A7 0001167 Ox000014e7 OxO000157e
12000 DACCOCDOR0OROCDOFE 2A2196A70001167 Ox000014ey OxO000157e
12001 pL00000000000000FF 987 2C4T720001008 Ox00000000
12001 pL00000000000000FF 987 2C4720001L008 Ox00000000
12001 p400000000000000FF 987 2C4720001008 Ox00000000
12001 DL00000000000000FF 987 2C4 720001008 Ox00000C0a0 e |

< | | I

o = T e T T
| e S SR S P | Pod | Pl P Mo Pod| FJ| P

0000 ©9 31 65 74 68 2d 73 34 70 31 63 30 08 00 45 c0  ileth- 54 pled..E.
0010 00 1f 78 61 00 00 3d 11 5a 4e Oa 1f 47 06 5¢ 01  ..xa. ZN. . G. "\
0020 fd 38 2e e0 2e 20 00 Ob fc b3 08 04 f3 Baiains Ak

| 0 Ethernet (eth], 14 hy'tés Packets: 4216 Displayed: 4218 Mar.  ofle:

17
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2 trace points in 's4p1cO'— TTL = 61
2 trace points in 's4p2c0' — TTL

"4" Wireshark: Colori ng Rules - Profile: SHARE_2

mneE»SmAa-—m

eth.src == 73:34:70:32:63:30 —

Ulp -:Ist ——EE-H}EH} -l&r':‘llpttl 5HI'I'DI dst =224 0010724

60 Oxcabb :34:70:32:63:30 6F:31:65:74:68 10.31. 92.1.253 12000
60 0Oxc9bb s4

G0 OxF63a 91 ¥3:34:70:32:63:30 6F:31:65:74:68 10.31. 92.1.253 12003 1EEB&1IBIOOD
60 Oxf&3a 91 ?3 3¢ ?’EI 32 63 3!] 41: 38 EE "4:58 10031, 92.1.253 12003 1EEBG61IBLOD "v|
B NeThiEs B i B T [T T= =i B 1 B B [0 o e, MR = S % o e B T T S e S (e, o F o [

i il B3

- !
1 | i

| frm
0000 69 31 65 74 68 2d 73 34 70 31 63 30 08 00 45 cO ileth-s4 plcO..E
0010 00 if 78 61 00 00 3d 11 5a 4e 0Oa 1f 47 06 5c 01 cw Xl e = BN G Ns
0020 fd 38 2e e0 2e e0 00 Ob fc b3 0B 04 T3 ;R -

1@ Fie: '=:\2010\5HARE \Boston fw 2. cap” 612 KB 00:31: 12 ' Packets: 4216 Displayed: 4216 Mar.. | Profle: SHARE 2

SHARE o
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Wireshark Statistics: conversations 12003

- Each packet is traced 4 times at different 'MAC addresses'

Conversations: fwil.cap

Ethemet: 4 | Fibre Channel || FDDI|| [Pv4: 1| IPX|| JXTA| NCP || RSYP || SCTP || TCP || Token Ring || UDP: 1]l USE || WLAN

Ethemet Conversations - Fiter;: udp dstport==12003 ;
Address A Address B Packets - | Bytes | Packets A>E | Eytes A>B | Packets A<B | Eytes A<B B Al d&Em »
63:31:65:74:68:2d 73:34:70:31:63:30 54 65543 O 0 < 65543 :
45:61:65:74:68:2d 73:34:70:31:63:30 54 65543 0 0 R4 GER4D ssion... Clear Apply
Af:31:65:74:68:2d 73:34:70:32:63:30 B 65543 O 0 541 (5543 Py
4:38:65:74:68:2d  73:34:.70:32:63:30 54 65543 0 0 541 F5h43 =)
| I | (> 2
: , .1.253 61D57F50
Name resolution [w] iLimit to display fiter: .1.253 12003 161057FES00
Help | | Lopy | Closs

TEEBGIS700

1,253
.1.253 12003

09:48:18, 60 0x571e 73:34:70:32:63:30 6f:31:65:74:68 10.31. 92.1.253 12003 1EEB619000
09:48:18. 60 0x571e 91 73:34:70:32:63:30 4f:38:65:74:68 10.31. 92.1.253 12003 1EEB619000

[{ | | — il

,,,,,, | ]
0000 4f 38 65 74 68 2d 73 34 VO 32 63 30 08B 00 45 40 | Bt oy |
Mg S .10 O | il T O 0. e T i B - - Ol 2 o SO Tl e L —— Fe——  — |
0; Filet "E:\2010'5HARE \Boston w2, cap” 612 KB 00:31:12 Packets: 4216 Displayed; 2164 Mar... |Profile; SHARE 2

SHARE o
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fw2.cap — saving filtered packets

As every packet is traced 4 times as it flows throu gh the FW Cluster,
a filter on the 'last' ehternet address can be used to remove duplicate packets.

al fwil.cap - Wireshark

File Edit Yiew Go Capture Analyze GStaftistice Telephony Tools Help

&= Open... cri+0 | &8 O | B <a % o) T T4 |||3| » LA F WM s
Open Recent FE = —
Merge. .. -addr eq &:38:55:74:68- 09 | * BExpression.. Clear Dy
Clos Ctrl+W [ | 3
% Cose = en| src.addr dst_addr ip.src b part boid .
& Save cirl+s Bl 73:34:70:32:63:30 4f:38:65:74:68 10.3 53 12000
: 1 73:34:70:32:63:30 4F:38:65:74:68 10.3 53 12000
] save gs... Shift+C+5. By 73:34:70:32:63:30 4F:38:65:74:68 10.3 |53 12003 1EEE61B100
2Y s 1 7334 R0 226330 43865 68 10 3 53 12000
i - T S VR TIETESITATEE 100 |52 12000
Export p DS ?3:34:?{]:32:53:33 4¥:38:65; T-T- 68 10.3 53 12000
o B3 73370038 tESTTmoTT T m s ET ot mman
& Print... Cri+P ?515; ;ggi;ggg ‘»‘] File name: |f'A'E..nEeth_c:ap j Save
i Quit cri+q B2 73234570034 NEt'r\DI‘k Save as type: |N.i'-. Sniffer (Windaws) 2.00x (" cap) j Cancel
e mr . Places
—— Help
1@ Fie: £\ 2010\GHARE Boston\fi2.cap...  Packets: 4215 Displa
| Rl |
0000 4f 3B 65 74 68 2d 73 34 70 32 62 R
|.ﬂ\.n1n MmOl I:-_%!-.L_- (oY o WY o W P B | T Lo n-._-. (" I:EII:ItLII'EIj [+ Displaj.-'ed
0 Files "E;\20 1EI'|,5H.|5.RE'|,E=nshjn'|,f'A'2 cap 612 KB00:31:12 o 4 packsts 1054 'y

.
{7 Selected nacket 1
elerted nan U = . @
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fw2.cap — TCID filter Y
CPSVCMG PATHSWITCH

CPSVCMG pipe entering PATHSWITCH at 09:49:10
Current BSN:14E7, expected RSEQ: 157E

2! fw1..08eth.cap - Wireshark

File Edit Yew Go Capiure Analyze Statistice Telephony Tools Help

Begee BEXZEE A¢e*nTFL (EBE QAN VM % B
Filter: !sna.nlp.thdr.tcid ==23:21:96a70001:1b:75 | * BExpression... Clea[ Apply
Mo, - | Time Source Diestination dstport.  ANRlahel TCID BSH RSEQ

62.1.253.56 12001 D4 ‘F  2A2196A700011B75 Ox000013f1 Ox0000157e
92.1.253.56 12001 Dp400000000000000FF 2A2196A700011875 Ox000013F1

92.1.253.56 12001 p400000COO0OO0000OFF 2A2196A700011B75 Ox000014e7 Ox0000157e
92.1.253. 56 12001 BP400000000000000FF 2ZAZ190A700011EY5 O0xQ00014ey Ox00001L57Ve
02.1.253.56 12001 D4000000C00C0OO0O0OC0OFF 2A2196A700011B75 0x000014e7 OxDOO0L5V e

34 09:49:02.61 10.31.71.
35 09545702, 61 10,31, 71.,
36 09:40704,.20°10, 3171,
38 D9I49:05. 96 103171,
gt ELE L I PR G Lo £ £ T R

& on oo o o

Transport Connection Identifier: 2AZ196A700011B75
‘ F RTP Transport Packet Header Byte 8: 0Ox0c

= RTP Transport Header !a‘

0000 4f 38 65 74 68 2d 73 34 70 22 63 30 08 0D 45 cOD Bt ofvowms i |
0010 €0 53 cO a8 OC 00 3c 11 11 d3 Oa 1f 47 06 5¢c 01 I = S S— . !
0020 fd 38 2e el 2e el 00 3f Oc 5b OB 04 03 c6 08 d4 - SRR ?.8...FM |
0030 00 OO 00 OC 00 OO0 00 ff OC EES2ISOGT a7 DDNOLNEE 2 ........ . Bl i
0040 [§ Oc 04 00 Oa 00 0O 00O OO OO 0O 13 T1 05 Oe 40 H......: e |'v'i
[ D T L o O T -

ACCA _ An A i 1 Y ¥ Y i T Y o T O Y =

@ TCID (sna.nip. ther. tcid), 8 bytes Packets: 1054 Displayed: 64 Marked: 0 Profie: SHARE

SHARE =

© Copyright IBM Corp. 2010. All rights reserved.
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fw2.08eth.cpsvemg.cap )
PATHSWITCH,CFAULT

PATHSWITCH failed at 09:50:09 BSN:14E7, RSEQ: 157E

T fwi..ofeth.cpsvemg.cap - Wireshark

File Edit Vew Go Capture Analvze Stafistics Teiephnny Tools. Help
BEses EEXEE WesdT L |l|@| Qi WkEmx H

Fl_l'ter:| | * Expression.. Clear fpply

Mo. . Time Source Diestination dstpot  ANR label TCID BSM HS EQ

UB 49 DE. El 10.3:. 71,6 92.1.253.58 12001 D200000000000000FF EAEIE}EAHDDDIIBHE DHDDU[}IE‘FI

09:49:04.29 10,31.71.6 92.1.253.56 12001 D40000DO00C0O0C000FF 2A2196A700011BYS OxO00014ey Ox0000157e
09:49:05.98 10.31.71.6 92.1.253.56 12001 p400000000000C000FF 2A2196A700011B75 Ox000014e7 O0x0000157e
09:49:07.68 10.31.71.6 92.1.253.56 12001 p40000CO0C0OOOCO0DOFE 2A2196A700011R75 Ox000014e7 Ox0000157e

(R SRR AT S [

@ Fil: "E:\2010'SHARE Bostonfn2..08... | Packets: 232 Displayed: 232 Marked: 0 - ' Profile: SHARE
Mao. - | Time Sounce Diestination detport  ANR label TCID BSH RSEQ

64 09:50:09.37 10.31.71.6 02.1.253.56 12001 DA0OCOOO0D00D00OFE 2A2196A700011E/5 0x000014e/ Ox0000157¢

1@ Fie: E:\2010\SHARE \Bostonifwz. .08 .. | Packets: 232 Displayed: 232 Marked: 0 ' Profile: SHARE

SHARE #
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fw2.08eth.cap
SETUP CPSVCMG

New CPSVCMG pipe finally sets up at 09:59:02
CP-CP sessions are activated

) fwil..ofeth.cpsvomg.cap - Wireshark

Fle Edit iew Go Capture Analyze Statistics Telephony Tools Help

B & g EER@&'f3a®@@_,ﬁ'g|g|§|a@@m ik s

Fiter: __ | *  Expression... Clear Apply

No. . Time Source Destination dstpot  ANA label TCID BSN RSEQ o2

120 09:59:02.35 10, 31.71.6 92.1.2532.50 12001 C400000000000000FF 2ZAZ196BEQOOLITIAZY  OxOOCOCCOCD OxCCCCCCCT

121 089:59:02.35 10, 3L.71.6 92.1.253.56 12001 ©C400000000000000FF 2A2196BEQOO0TTIAZY O0x00000000 OxO0C00000

122 09:59:02.38 10.31.71.6 92.1.253.56 12001 C400000000000000FF 2AZ196BEQODITIAZY  Ox00000000 Ox00000Cch

123 09:59:02, 38 10,31, 71.68 92.1.253.56 12001 [p400000000000000FF 2A2196BE00011A37  OxOO00000C0 Ox000000ch [

124 09:59:02.38 10.31.71.68 92.1.2532.56 12001 C400000000000000FF ZAZ196BEQOOIIASY  OxOO0COOOO00

125 09:59:02.40 10.31.71.6 §2.1.25%3.56 12001 D40000000000D000FF 2ZAZI96BEQOODLIIAZY  OX000000a7 Ox000000T5

126 09:59:02.40 10.31.71.6 S92.1.253.56 12001 D400000000000000FF 2A2196BEQQO0L1IAZY  Ox000000&a7

127 09:52:02.40 10.31.71.6 92.1.2532.56 12001 pD40OOODOOOOOOOOO0FE 2A2196BEQ0011AZT Ox000000ba el
(0050 9d 50 00D 00 0D Oe OO O1 70 6b 80 00 B ODIZ OF ........ o p e o TR [
_DCI@:I b0 b0 5[} b3 31: E? 9‘? a7 E? 31: DE [}2 GD DG oo D : .&.?‘_gpp g? ...... e
O Data "-:Iata data} ?2 I:u*;tes F'au:k.EIE e, DI5|2I|E|‘,n'EI:| 232 Marked III Profile; SHARE

v by

© Copyright IBM Corp. 2010. All rights reserved.
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fwl.cap
UDP 12001

Existing CPSVCMG pipe with incrementing BSN and RSE
Every packet is traced 3 times
Destination IP address changes between packetl and

A Twil.cap - Wireshark

File Edit

B o

View Go

Capture  Analyze

HE ¥ 2 s

-f}'“ 4m

Statistics  Telephony  Tools

Help

Q

packet 2

+9TL[EE Qaal #®PB% B

Fiter: |udp port==12001

! * Expression.. Clear Apply

Mo. - | Time Sounce Dlestingtion datport  AMNR label TFEID BSM RSEQ .

AT e At - - - . D 00001L 5 e 1]
I34 09:49:02. 62 92.1.253.56 I0.31.71.6 12001 D400000000000000FF 1872C471000100BD Ox0000157e 0x000013F1
135 09:49:07. 672 92,1253, 56 10.31.71.6 12001 p400000000000000FF 1872CA4T10001008D OxO0000157e OxO00013F1
136 09:49:62.63 92.1.253.56 92.254.132. 12001 p4OOCO0O00000C000FF 1872CA710001008D0 Ox0000157e Ox00001487
137 D9:149:02.63 92.1.2523.56 10.31.71.6 12001 p400000000000000FE 1872C4710001008D OxO0O000L572 Ox000014a7
I38 09:49:02. 63 92.1.253. 56 10.31.71.6 12001 Dp200000000000000FF 1872CATI000L00BD Ox0000157e Ox000014e7
139 09:49:07. 60 92.1.253. 56 92 254,142, 12001 pAOOOOOO00000000FF 1872CA4710001008D0 2 OXOOO0157e
140 09:49:682. 66 92.1.253.56 10.31.71.6 12001 p4OOCOOO00000C00FF 1872C4A4710001008D0 Ox0000157e
141 D9:49:02.66 92.1.253.56 10.31.71.6 12001 p4OOCO0O0000OCD0FE 1872C4710001L008D Ox00001572
142 09:49:04. 03 92125356 92.254.132. 12001 [p400C00000000000FF 1E72CATIO000LO0BD Ox0000168e8 Ox000014a7
143 09:49:04.03 92,1 253,56 10.31.71.6 12001 D400000000000000FF 1872C4710001008D0 Ox000016e6 Ox000014e7
144 0 4900403 192.1.253.56 10.31.71.8 12001 pdOOCO0000000C00FF 1872C4A4T10001008D0 Ox000016ed Ox000014eT |¥|

|° File: "E:\2010'5HARE \Bostonfw l.cap... | Packets: 5254 Displayed: 1774 Marked: 0 Profile: SHARE
ALY

© Copyright IBM Corp. 2010. All rights reserved.
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fwl.cap s )
UDP 12000

Every packet is traced 4 times as it is routed thro  ugh the FW

Traffic — FW1

1" fwil.cap - Wireshark

File Edit Vew Go Capture Anslyze Stafisfics Teiepmnf' Toolz Help Inbound

BEaes EEXEE WeLtT L (BB A
_ F
Filter: |un:||:|.pc:rt=='|2’.}D‘|} | v Expression.. Clear A ';
E
Mo, - | Time iptth | ipid iplen ‘=nc_addr dst_addr ip.src V/‘\’
' : 5 Oxad95 31 73:34:70:32:63:30 49:61:65:74:68 92.1.2 L
: S oz b= (L Y. T - -

Oxd5ae
Oxlec3d

13 05:46:41. 55 Oxddce 73:33:70:32:63:30 69:31: : e e i e
| 14 09464707 535 93del? 31 73347002 6330 A0 R SEATTFATER- 92 1 2R 3107 lzﬂﬂi{:_l

I Il | (2]

#H Frame 13 (45 bytes on wire, 45 bytes captured)

H Ethernet ITI, Src: 73:34:70:32:63:30 (73:34:70:32:63:30), Dst: 69:31:65:F¢:Eﬁ:gd|v|
| I | |_}_|

0000 69 31 65 74 68 2d 73 34 70 32 63 30 08 00 45 00 ileth-s4 p2cO..E.

0010 OO0 1If 4d €¢c 00 00 37 11 8b a3 5c 01 fd 38 0a 1f  ..M... . R
Q020 47 06 2Ze 20 2e 20 00 Ob 00 b0 04 08 T3 Gioioigiataiata: aoaaia
0 File: "E:\20 10%SHARE \Bostonifw 1.cap” 822 KB 00:31:42 | Packets: 5254 Display .. | Profile: SHARE_2

||||||||
I
IHTHI
!!:iHIII
puil])
53]
@
*

SHARE #
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“k
SHARE

fwl.cpsvemg.cap

Existing CPSVCMG pathswitching and failing

A fwlc psyCcmg.cap - Wireshark

File Edit View Go Capture Analyze 5tatistics Telephony Tools Help

B e EEXEE AesnTL/[EE Qe @#®B x| B
Fi_fter:| |1Ir Expression... Clear Apphy

Mo. - Time Source Destination dst.pot  ANR label TCID BSM RSEQ

- - - - - AELAaTalN =

.253.56 10.31.71.6 12001 C400000000000000FF 1872C47IDDDIDDED 0x0000157e Ox000013F1
.253.56 10.31.71.6 12001 p400000000000000FF 1872C4710001008D0 0Ox0000157e Ox000013f1
253,56 92.254.132.6 12001 pD400000000000000FF 1872C47100010080 Ox0000157e 0x000014e7
.253.56 10.31.71.6 12001 [D400000000000000FF 1872C47100010080 0Ox0000157e Ox000014e7
.253.56 10.31.71.6 12001 D400000000000000FF 1872C47100010080 0Ox0000157e Ox000014e7
253,56 92.254.132.6 12001 D400000000000000FF 1872C47100010080 Ox0000157e

.253.56 10.31.71.6 12001 p400000000000000FF 1872C47100010080 0Ox0000157e [v]

=_ECT OO 4 M -4 (= e Tatat [ Nt tatatalatatatalatalete ek Sl B =i Tl e b B Vo Wate e U Nal ot Fiwa™OOO O7 -

e et 'y R [ SO
(e )
L
I
(]
L]
P
i
L
(]
(]
S S ]

0000 &9 31 65 74 88 2d 73 34 70 32 63 30 08 00 45 00 ..... -4 2o,
0010 00 33 a8 ES'I: 00 00 37 11 a0 ec 5c 01 'Fd 38 5cC Fe ..},f':"..?. TR ||

- - - — ] - -

0 File:

2{}5 1'.}9:51'.] {}3.1: 92. : 253. 55 92. 254 172. 6 12{}{}1 MﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂFF 13?2(4?1{}3{'&11‘.}{]3[} Ox000016eb OxO000014e7
206 09:50:08.17 92.1.253.56 10.31.71.6 12001 pA00O00C00000000FF 187 2C4710001 0080 Ox00001 6eb Ox000014e7
207 09:50:08.17 92.1.253.56 10.31.71.6 12001 p400000000000000FF 187 2c4710001 0080  Ox000016eb6 Ox000014e7
208 09:50:08.18 92,1.253,56 92.254.132.6 12001 p400000000000000FFE AAZTI96EZ00010C9S  OxO0000000

O s B @ TR O IR R TR FE T R R TN | mANAONAANAnNOAmOnnrrT a1 080 IAnnt Mee O P e e

= '|,ZD lﬂ'n,SH.ﬁ.RE'n,EDstnn'n,fwl cpsvcmg n:ap 322 KB 00:29:09 Profile: SHARE

0000 69 31 65 74 68 2d 73 34 70 32 63 30 08 00 45 00  ..... Sy CRELETRE
0010 00 53 a8 E'F 00 00 37 11 a0 ec 5c O1 'Fd 38 5cC 'Fe YT T L HLUBE -

e = C Y u: o — 1 ] o=

0 File: “E: 'tE]lD‘n,‘SHARE'IE::ustnn'-fwl cpsvomg.cap” 322 KB 00:29; ne Packets: 1750 Displayed; 1750 Marked: EI Profile: SHARE

SHARE % Z=Zz, (g9

© Copyright IBM Corp. 2010. All rights reserved.




b
SHARE

Technology - Connections - Results

fwl.cpsvcmg.cap

TCID 1872CA476... fails at 09:52:38

More than 6 minutes later the pipe sets up
Every packet is — now - traced 4 times

gt fwi.cpsvcmg.cap - Wireshark

|° File: "E:\2010\SHARE \Bostonttw 1. cpsvomg.cap™ 322 KB 00:29:09

Packets: 1750 Displayed: 1750 Marked: 0

File Edit View Go Capture Analyze 5tatistics Telephony Tools Help

= | BEXZE A¢odTLIEE QQQARA | #H®% % B

Fi_fter:| | * Expression.. Clear Apply

MNo. - Time Sounce Destination dstpot  ANR label TCID BSH RSEQ

L1271 1 38. .1.253. .31.71.6 pd 00000000000000FF 187 2CA700001 0088 Ox00000000

L272 1 38. .1.253. .31.71.6 D4 00000000000000FF 187 2CA7000010088 Ox00000000

L273 ELR .1.253. .31.71.6 DA 00000000000000FF 187 2CA7000010088 Ox00000000

L1274 t38. .1.253. .31.71.86 DA 00000000000000FF 187 2CA70001 0088 Ox00000000

L275 1 02. L1253, .254.132.6 D4 00000000000000FF AAZ196BEQOO011437 Ox00000000

L276 09:59:02.35 92.1.253.506 10.31.71.6 12001 p400000000000000FF AAZ196BEQOO11437 OxC00000000

L277 09:59:02.35 92.1.253.56 10.31.71.6 12001 p400000000000000FF AAZ196BEQODOL1AZY OxOO0000000

L278 09:59:02.35 92.1.253.56 10.31.71.6 12001 p400000000000000FF AAZ196BEQOOL1AZY OxOO000000

L2799 09:59:02.38 92.1.253.5%8 10.31.71.6 12001 p400000000000000FF 187 2C4A7700010089  OxOO0000000 OxO3000000
LZE0 09:59:02.38 92.1.253.58 10.31.71.6 12001 p400000000000000FF 187 2C47700010089  OxC0O0000000 OxO00000000
LZ2E1 09:59:02.38 92.1.253.506 10.31.71.6 12001 p400000000000000FF 187 2C47700010089  OxO00000000 Ox00000000
L2882 09:59:02.38 92.1.253.56 10.31.71.6 12001 D400000000000000FF 187 2ZCA7700010089 OxO00000000 Ox33000000
L283 09:59:02.39 92.1.253.56 10.31.71.6 12001 D400000000000000FF 1872C47700010089 0Ox000000ch Ox0Q0000000
L284 09:59:02.39 92.1.253.56 10.31.71.6 12001 p400000000000000FF 1872C47700010089  Ox000000ch Ox00000000
L285 09:59:02.39 92.1.253.56 10.31.71.6 12001 p400000000000000FF 1872C47700010089  Ox000000ch Ox00000000
L2866 09:59:02.39 92.1.253.5%6 10.31.71.6 12001 p400000000000000FF 1872C47700010089  0Ox000000ch Ox00000000
227 Md-ChH-N7 A0 a7 1 2R R 1M 21 i = 1 FMM mA AANAANAANAANAANAaAnAnrr 127 2 A TTAAOAT Ana 8 P MANANN -~k Awannnnn- T

Profile: SHARE
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s

SHARE

fwl.cpsvemg.cap

In the beginning of the trace all packets are trace  d 3 times
twice with TTL=55 in s4p2c0, once with TTL=54ins4 plcO

Inbound Traffic — FW1

4" fwi.cpsveme.cap - Wireshark

File Edit Mew Go Capture Analyze Statistics Telephnny Tools  Help
SEgee PEAXEE AesnTL |l|l| Q Q

F‘|_ftE:r:| | ~  Expression.. Clear App

rC»SmAa-m

Mo, - | Time ipttl | ipid iplen src_addr dst_addr ipsng

1 0.000000 OxaB6f 83 73:34:70:32:63:30 69: 31 55 92.1. .
2 0.000196 []xdlab :3253:33 61 92:1. _Qleth laeth Ileth_.

83 ?3:34:

2 8 134:70:32:
83 73:34:70:

4 0.009904
S 0.000011

”'nxa5?4'é4';3J34?¢¢? ......
DxZfBe 34 73:34:70D: =

J"Gzﬁlﬁl'
. 000011

|° File: "I-E:-'-,-ZL‘J-llil'lSHAREiﬁnstn:n'n,f;n'l.cpsvmg.cap; 322 KB 00:29:09 Packets: I?Siﬂ.lf)i-splayed: 1750 Marked: 0 ' Profie: SHAF‘.E_Z

||||||||
I
IHTHI
!!:iHIII
puil])
53]
@
*

SHARE ?
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s
SHARE
fwl.cap

Starting 09:52:26h all packets are traced 4 times
twice with TTL=55 in s4p2c0, twice with TTL=54ins 4plcO

Inbound Traffic — FW1

2! fwi.cpsvemg.cap - Wireshark

File Edit Mew Go Capture Analyze Statistics Telephnny Tools  Help
SEgee PEAXEE AesnTL |l|l| Q Q

F‘|_ftE:r:| | v  Expression.. Clear fpp

mE»SmAa=-m

Mo, - | Time ipttl | ipid iplen src_addr dst_addr ipang

1216 G9:52:24. 55 0x0fd4e B7 73:34:70:32:63:30 EE} 31 B85 .'-"4 68 82.1.253.5 82.254.132.6-12001 IB72C47600 Ox000C
e 55 Oxebnd0 87 7¥3:34:70:32:63: 2535 10.31.71.6 12001 I87Z2C47600 Ox0OOC

13?2(:4?5{}{] 0 DD[}C

. 55 Ox10D24 87 73:34:70:32:62 553.5 10.21.71.6 12001 1872¢47600 0x000C .
1274 AQ9=-52:27 . /5 O399 BF 733470276320 4961657468 82 1 252 . 57970 _71.6 T 20407 TRT2CATROO ﬂ!ﬂﬂﬂﬂvl‘

I i | B2

|° File: "I-E:-'n,-Zl]_llil'I-SHAREilﬁl:ustn::n'n,f;m‘l.-:psvcmg.cap; 322 KB 00:29:09 Packets: I?S-D.thi-splayed: 1750 Marked: 0 ' Profie: SHAF‘.E_Z

iy

1)

SHARE #

© Copyright IBM Corp. 2010. All rights reserved.



fwl.cap Statistics — 10 Graph

Green line shows 12001 packets on oleth

Red impulse shows 12001 packets on o08eth

Blue - pipe pathswitching
Pink - Pipe terminating

72! Wireshark 10 Graphs: fwil.cap

—

3

“k

SHARE

Technology - Connections - Results

I | L P
n | ‘.. " | | i
oy |
I T TPl &
e | R i ] [
_ i [N Al | S | I 8 ;
I 1 | I I I I | 1 | I 1 I Tl 1 1 L
(9:51.32 09:52:22 09:53:12 05:54:02 (9:54.52
£.| ' I | [
Graphs- | s 1
Graph 1 | Color lF_lltgalr;“ | Stite: |Line ,Vj Tick interval 1 sec i
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fwl.cpsvcmg.cap =

Wireshark Statistics: conversations " ARE

A fwl.cpsvoemg.cap - Wireshark r

1 Conversations: fwil.cpsycmg.cap

File Edit Mew Go Capture Analyze Statistics
SO BEXS S | ((Eneme 4| rbechemel Fooi| v 2 px]ix

Fiter: | Ethe

Mo, . | Time iptt | ipid iplen src_addr Address A Address B Packets . B
Lois USLIEVETT 3 URILIV i .. 4:38:65:74:68:2d 73:34:70:31:63:30 133
1215 09:52:23, 54 87 £3:31:65:74:68:2d 73:34:70:32:63:30 539
1216 09:52:24, : : 49:61:65:74:68:2d 73:34:70:32:63:30 539
(1217 09:32:24. 6 :31:65:74:68:2d 72:34:70:31:63:20 533

55 OxOfaa 87 73:34:
55 0x4€96 B7 73:34:

1219 CIEI:EE:?E
1220 09:52:26.

Mame resolution

e oo ]

IO File: "E:'-,EID-IIII'|5HAREilﬁl:ustn:un'n,f'n'l.cpswmg.cap' 322KB

o8eth oieth laeth ileth
L Cose |

leg (s4p1c0) towards the datacenter.
« |IPID E670 was not sent out of the firewall

The inbound firewall is dropping 12001 packets on its last
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« After IPID 4C96 was sent succesfully, the problem went awa
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* Need more? Come to Wireshark Bootcamp 2010

“Tell me and I'll forget;
show me and | may remember;
Involve me and I'll understand.?

Get involved!

Berlin, DE Sep. 21-24: http://tinyurl.com/ZOWIEODE
Markham, ON Nov. 9 — 12: http://tinyurl.com/ZOW IEOCE \
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